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9.4.2 Certificate Format 
9.4.2.1.1 Supported Certificate Extensions 

[Editorial note: This subsection is defined in another CR] 

• Subject Alternative Name 

If the EKU extension is present, and has the value XXXXXX, indicating that this is a role 
certificate, the Subject Alternative Name (subjectAltName) extension MUST be present and 
interpreted as described below. When no EKU is present, or has another value, the 
subjectAltName extension SHOULD be absent.  The subjectAltName extension is used to 
encode one or more Role ID values in role certificates, binding the roles to the subject public 
key.  The subjectAltName extension is defined in RFC 5280 (Section 4.2.1.6): 

   id-ce-subjectAltName OBJECT IDENTIFIER ::=  { id-ce 17 } 
 
   SubjectAltName ::= GeneralNames 
 
   GeneralNames ::= SEQUENCE SIZE (1..MAX) OF GeneralName 
 
   GeneralName ::= CHOICE { 
        otherName                       [0]     OtherName, 
        rfc822Name                      [1]     IA5String, 
        dNSName                         [2]     IA5String, 
        x400Address                     [3]     ORAddress, 
        directoryName                   [4]     Name, 
        ediPartyName                    [5]     EDIPartyName, 
        uniformResourceIdentifier       [6]     IA5String, 
        iPAddress                       [7]     OCTET STRING, 
        registeredID                    [8]     OBJECT IDENTIFIER } 
 
   EDIPartyName ::= SEQUENCE { 
        nameAssigner            [0]     DirectoryString OPTIONAL, 
        partyName               [1]     DirectoryString } 

 

 
Each GeneralName in the GeneralNames SEQUENCE which encodes a role shall be a 
directoryName, which is of type Name. Name is an X.501 Distinguished Name. Each Name shall 
contain exactly one CN (Common Name) component, and zero or one OU (Organizational Unit) 
components. The OU component, if present, shall specify the authority that defined the semantics of 
the role. If the OU component is absent, the certificate issuer has defined the role. The CN 
component shall encode the role ID. Other GeneralName types in the SEQUENCE may be present, 
but shall not be interpreted as roles. Therefore, if the certificate issuer includes non-role names in 
the subjectAltName extension, the extension should not be marked critical. 
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