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OCF Outstanding Contributor Awards

Posted on: August 14, 2017
The OCF Outstanding Contributor Award Program was created to recognize member companies and individuals whose outstanding contributions have advanced the Open Connectivity Foundation (OCF).

… [Read More]


Filed Under: Blog 
A Year in Review: OCF Enables Vendor Cloud Interoperability and Strengthens IoT Security

Posted on: January 5, 2021
While 2020 brought many challenges as well as a significant shift in work-life circumstances, OCF’s members remained dedicated to the OCF mission. In a collaborative effort amongst key industry leaders, OCF made significant progress in OCF technology development, cybersecurity and smart building initiatives. Below we have shared a few exciting highlights from OCF’s 2020 efforts:

… [Read More]


Filed Under: Blog 
OCF Announces Mark Trayer as OCF Chairman of the Board

Posted on: June 14, 2021
The OCF Board of Directors (BoD) is made up of leading experts from innovative tech manufacturers including CableLabs, Cascoda, Haier, LG Electronics, and Samsung. These representatives are key decision makers and work to ensure the organization operations run smoothly and are in-line with OCF’s vision for the IoT. Last month, OCF was proud to welcome Mark Trayer to the BoD as Chairman of the Board. Mark brings a wealth of industry experience to the BoD and has been involved with OCF since its early inception in 2014.

We spoke with Mark about his professional background, his objectives as new BoD Chair, and his outlook on the future of OCF. Get to know the OCF BoD Chair below:

Please give us a brief introduction to yourself – what is your professional background, particularly within the IoT space?

I’ve been involved with “connectivity” the entirety of my professional career in Samsung, and prior to that, Nortel (originally BNR). Initially, I worked on the implementation of “old school” SS7 signaling systems in Digital Telephone, which evolved into architecting protocol stacks as part of Multi-media over IP solutions.  I subsequently became more “residential” and user focused, working on in-home content distribution (personal content and provided content), and then into spaces that acted as a precursor to some of the early Smart Device/Smart Home solutions (Smart Energy, Smart Appliances, and associated Energy Star definitions).

I was part of the teams that worked on initial Smart Home enabling technologies for Samsung products. From there, in 2014 I was part of the launch of the Open Interconnect Consortium, which subsequently became what we know today as Open Connectivity Foundation (OCF). I have been heavily involved in contributing to OCF since that point.

As the newly elected OCF BoD Chair, how do you aim to use this role to advance OCF technology?

As OCF BoD Chair my role is to advance OCF technology through working with the other BoD members and the OCF Work Groups (WGs) to engender two key items: awareness and adoption.

For awareness, I work with other BoD members and OCF WG Chairs in active initiatives on stakeholder value, as well as the ongoing efforts of the Marketing Communications WG to position OCF effectively. We do this with targeted messaging advocating OCF as the Secure IP Device Framework of choice for the IoT.

For adoption, I work to ensure that OCF effectively supports member companies looking to bring products to market, as well as support ongoing initiatives taking place in different regions to deploy OCF technology.

Could you tell us about your history with OCF? 

Samsung is a “day #1” member of OCF (originally OIC). I attended the kick-off Face-to-Face meeting in Manhattan Beach, CA, and was co-chair at that time of the original Smart Home group (with Wouter van der Beek, OCF Director).  I have continued to chair the Smart Home Work Group since that very first meeting, and have also taken on the role of Core Technology Working Group Chair and Core Technology Steering Committee Chair.

I have been heavily involved in the development of the device and resource models that have been defined by OCF, working with people like Wouter van der Beek and Clarke Stevens on the tooling that accompanies these models that enables automated creation of spec material, and also automated creation of running code that realizes OCF devices.

I was also part of the key set of contributors that saw the realization of the OCF Universal Cloud Interface (C2C API) from a Power Point concept to a certifiable reality (with at least three certifications to date).

Why is OCF the standard of choice to propel IoT security to new heights?

OCF has endorsed security as a key element of its work and has a dedicated Security Work Group to maintain and update the OCF Secure IP Device Framework.

The OCF Secure IP Device Framework is a vertical agnostic infrastructure that enables secure IP communication through a standardized framework. It is also backed by an open-source implementation, which is compliant to the standard and meets the implementation verifications of our Certification Program. The framework includes network device discovery, resource/service discovery on the device, secure connectivity using DTLS for proximal (device-device) communication, onboarding on the secure domain and Access control lists.

This framework is compliant with most of the known IoT security baseline requirements – including those from NIST, CTAC, ENISA, UK, IASME and ETSI. The OCF Security Work Group has measured the OCF Secure IP Device Framework against these IoT security baselines so that you don’t have to – essentially allowing you to “compile your compliance” for regulatory IoT security requirements.

OCF offers a comprehensive Certification Program for its members. What are the benefits of OCF Certification and how does OCF Certification simplify a product’s time to market?

OCF provides a rich suite of tools to support members in bringing certified products to market.  The Certification Test Tool (CTT) itself is available for free to all members, thus allowing in-house test and validation of an implementation before bringing it to an ATL for formal certification.  In conjunction with this, Iotivity Lite provides an open-source implementation of the specifications that realizes the mandatory requirements, and against which each CTT release is regressed, thus ensuring alignment between specifications, code, and certification for every release.

To help in the development of a certifiable implementation and greatly simplify the associated effort, OCF also provides tools and toolchains to create running code for a device in an extremely time efficient manner, the OCF Developer Program provides tutorials and details to get started.

Could you give us a preview of what’s to come for OCF?

OCF is driving down three key paths:

	First, promoting the proven, open, Secure IP Device Framework that is defined by the Core and Core Security specifications as a fundamental element for an IoT solution or deployment. This is agnostic of the data models also defined by OCF, meaning that anyone who requires a secure, open standards-based, IP framework can take what OCF has developed (including much of the associated tooling) and build thereon.
	Second, OCF will continue to drive and support adoption of OCF as the IoT enabler for Smart Home and Smart Residential solutions. OCF ensures that any gaps in modeling or capability are met, and works with OCF member companies and the regional forums in supporting deployments, product development, certification programs, inter-operability events and more.
	Third, supporting efforts and work of the Smart Commercial Building Work Group in realizing products, solutions, and commercial deployments of OCF technology in this space.


All three of these initiatives provide the pillars of success for OCF moving forward.
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Bringing Remarkable Things to Life.

OCF brings together a wide ecosystem of developers and resources to help create and deliver products that continue to make IoT a reality. Here you will find the resources necessary to design, build and achieve OCF certification, reducing total time to market costs, all while ensuring secure interoperability across market sectors.


















How do you want to connect?









OCF allows you to connect IoT devices and systems using three distinct methods, namely Device-to-Device, Device-to-Cloud and Cloud-to-Cloud. In this page, we outline each of these methods, and provide the necessary flow and options required for each, along with links to the required resources and documentation.










Device-to-Device


















Device to Device (proximal)





































Using OCF Models











Using External Models













































Use OCF Github











OAS2.0 Models Guide











SDF as input













































 IoTivity Getting Started











Convert to OAS 2





























































IoTivity Getting Started


















Device2Device communication is establishes communication in the same network, meaning all devices are on the same network. The communication addressed is IPV6.

Using OCF Models

The OCF models can be found in the specifications.

The function that each device should contain is expressed via resources. The following kinds of resources exist:

	Infrastructure, e.g. the resources that are mandatory and make up the OCF Secure IP Device Framework
	Secure IP Device Framework Specification



	Optional Core resources, resources that are generic for all devices
	Core optional spec



	Mandatory resources for the device type
	Device type spec
	Resource type spec



	Any other optional resource
	Resource type spec





OCF models are specified in Open API Specification 2.0, and is governed by OPENAPI initiative. This is API definition format is widely used to describe restful interfaces.

Each resource is denoted with the resource type value, “rt”. This is a string and all OCF definitions start with “oic.r”. All OCF standardized resource types are registered with IANA. What is typically descibed in OAS2.0 for a URL are the GET and POST actions, with schema definition of the payload.

This is what OCF uses to describe which HTTP methods must be implemented per resource type and which payloads are used for the methods. The payloads are described in JSON and the JSON schema is using draft-04 format. The actual implementation of OCF is not using HTTP but CoAP. This is a direct translation of HTTP into CoAP, for example: HTTP-GET into CoAP-GET. Also, JSON is not on the wire, CBOR is on the wire, JSON can be directly translated into CBOR. However, all resource definitions are using HTTP & JSON for readability. Also, the URL is not important, the URL is place holder for the real URL to be used in the implementation.

Use OCF GitHub

If no appropriate model is found, then follow the flow to create new model in OCF.

The function that the device should contain is expressed via resources. The following kinds of resources exist:

	Mandatory resources for the device type
	Resources that are mandated for the device type.
	Easy to figure out by device type:
	https://openconnectivityfoundation.github.io/devicemodels/docs/index.html
	https://github.com/openconnectivityfoundation/IoTDataModels



	Any other optional resource
	Recommendation can also be found at
	https://openconnectivityfoundation.github.io/devicemodels/docs/index.html
	However every resource can be used:
	https://github.com/openconnectivityfoundation/IoTDataModels



	Infrastructure, e.g. the resources that are mandatory and make up the OCF Secure IP Device Framework
	Don’t worry about these, these will come with the framework
	https://github.com/openconnectivityfoundation/core



	Optional Core resources, resources that are generic for all devices
	https://github.com/openconnectivityfoundation/core-extensions/tree/master/swagger2.0
	Example: network monitoring











If no appropriate model is found, then follow the flow to “Create OAS2.0 models”.

IoTivity Getting Started

When all resources are identified, then follow the instructions of getting started with device simulation.

This getting started guide will create a device on a Linux PC and will create the communication infrastructure that is required for the implemented resources. Here one will learn:

	How to generate the server code
	How to interact with the server code
	How to update the example, so that the generated code will have the resources that you want.
	Note that the environment that has been set up contains all OCF resources.



















Device-to-Cloud
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Set up Cloud infrastructure











Create Client Talking to Cloud











Create device talking to cloud
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Device2Cloud communication involves communication between OCF devices on one or more proximal networks communicating with devices outside the local network. This is accomplished via connection through a secure account in a secure cloud environment. All communications are secured using auth-crypt ACE credentials. Authorization is done using auth0 with a unique ID and an authorization code from the cloud. Communication addressing is done through secure COAP and TCP at a URL using a specific port. Clients logged into a specific account on the cloud can discover and onboard servers logged into the same account as if they were local.

Setup cloud infrastructure

Vendors using device-to-cloud communications can use any OCF compliant cloud where they have accounts, or they can create their own OCF cloud. The cloud communications interface is defined in OCF specifications here. There is no limit to the number of OCF clouds that can be created. One OCF compliant open-source cloud, PLGD, is here. Instructions for building your own OCF cloud are here. OCF compliant as well as non-OCF clouds can be securely linked using the OCF-defined Universal Cloud Interface (UCI) cloud-to-cloud interface described below in the C2C section.

PLGD

As mentioned in the previous paragraph, the PLGD cloud is an open-source OCF cloud implementation that is available for general use and has been certified to comply with the OCF D2C specifications. You can find it here. Instructions for using the PLGD cloud are on the on the PLGD site. As with all OCF clouds, they are used with the CoapCloudConfResURI described below.

Create client talking to cloud

All OCF clouds are used with the CoapCloudConfResURI resource defined here. This resource must be included and any device intending to use an OCF cloud directly. An OCF proxy device can be used to connect D2D devices to an OCF cloud even if the D2D device does not include the CoapCloudConfResURI resource directly. Instructions for using the CoapCloudConfResURI resource are documented the D2C sample. This example illustrates connecting to both the existing PLGD open-source cloud as well as a local private cloud running in a Docker container.

OTGC

Onboarding Tool and Generic Client (OTGC) is an OCF-provided tool that can securely onboard and control any OCF server using an automatically generated user interface. The interface is derived from the resources advertised by the device itself. No programming or device configuration is necessary. OTGC is open-source and versions are maintained by OCF on the Android and Linux platforms. Instructions for installing these versions are here (Android) and here (Linux). Open source code is available here. OTGC will work with D2D devices with no setup. For D2C connections, configuration must be set up to indicate the cloud to use. Once configured, OTGC can discover, securely onboard and control OCF devices.

Create device talking to cloud

Of course, server devices must be connected to and registered in a common OCF cloud account in order to be used by OTGC or any other client. More complex servers that can implement any OCF resources can be created using DeviceBuilder. This script automatically generates fully functional code for any device described in a simple device description file. There are convenient tools that will also compile the code, set security and run the code. This process is described in the examples here.

Iotivity

All of the examples are built using the IoTivity open-source implementation of OCF. Twice a year, updated versions of the OCF specifications are released (latest version here). Each release also includes an updated automatic certification tool and a version of IoTivity that complies with the latest version of the specifications and passes the certification tool.


















Cloud-to-Cloud (Universal Cloud Interface)


















Cloud to Cloud (Universal Cloud Interface)





































Setup a Client-side Cloud











Setup a Device-side Cloud
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The Cloud-to-Cloud communication establishes communication between two clouds: Client-side Cloud and Device-side Cloud. It specifies a set of APIs on the cloud with the design concepts:

	OAuth 2.0 based cloud account linking
	HTTPS request and response
	JSON payload of OCF models or external models


The clients and devices communicating through Cloud-to-Cloud APIs (UCI) may not be OCF compliant.
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Setup a Client-side Cloud

Client-side Cloud is called Origin Cloud in the OCF specification. It’s the cloud to which the user’s clients are connected.

Through Cloud-to-Cloud APIs, the Client-side Cloud can:

	Get access token and refresh token from the Device-side Cloud
	Retrieve the information of all devices or a single device of the user
	Retrieve a specific resource (e.g. get the on/off status of a binary switch)
	Update a specific resource (e.g. change the binary switch from on to off)
	Subscribe/Unsubscribe to multiple event types at all devices, a single device, or a single resource level


Setup a Device-side Cloud

Device-side Cloud is called Target Cloud in the OCF specification. It’s the cloud to which the user’s devices (servers) are connected.

Through Cloud-to-Cloud APIs, the Device-side Cloud can:

	Grant access token and refresh token to the Client-side Cloud
	Expose APIs to devices and resources according to the scopes contained in access token.
	Send notifications to the Client-side Cloud according to the established subscription.
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plugged.in

plgd, an open source project, delivers an open source reference implementation which presents best practices for Cloud deployment of the OCF specifications.

plgd contains all components to create the OCF Cloud infrastructure, including the Cloud component of the Device to Cloud Services and OCF Cloud API for Cloud Services specifications.


















Open Source Project

There is also an Open Source implementation of the OCF specification called the IoTivity Project. The project brings together the open source community to accelerate the development of a single framework and the services required to securely connect devices.
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A Year in Review: OCF 2019 Accomplishments Pave the Way for Secure and Interoperable IoT

Posted on: January 2, 2020
By John Park, Executive Director of OCF

2019 saw a significant amount of IoT coverage, ranging from healthcare impact, to exciting technology developments and massive market expansion. While many of the IoT discussions were positive, scrutiny was also prominent, with concerns about IoT security breaches and implementation barriers dominating the news cycle…. [Read More]
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