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KEY APPLIANCE MANUFACTURERS AND OPEN CONNECTIVITY FOUNDATION COMMIT TO ADVANCEMENT OF INTEROPERABLE, SECURE IoT DEVICE ECOSYSTEM

Posted on: August 30, 2018
Leading IoT Standards Body Introduces Enhanced Security and Cloud Management Capabilities; Announces Intention from Electrolux, Haier, LG Electronics, Samsung Electronics to Roll Out OCF-Certified Products in 2019

BERLIN, GERMANY (August 30, 2018) — The Open Connectivity Foundation (OCF), a leading open Internet of Things (IoT) standards body, today at IFA 2018 in Berlin, Germany announce together  with the appliance manufacturers, Electrolux, Haier, LG Electronics, and Samsung Electronics, a novel effort to advance interoperability within the IoT ecosystem and establish seamless and secure connected device experiences. In addition. OCF is introducing an enhanced public key infrastructure (PKI) security model and secure cloud management capabilities, further strengthening secure interoperability among the consortium’s 400-plus member ecosystem…. [Read More]


Filed Under: Announcements 
OCF: The Crucial First Step to Securing your IoT Product

Posted on: April 29, 2020
As new IoT security reports reveal staggering data points, it is becoming essential that the IoT community bands together to improve upon the security of IoT devices. Palo Alto Networks’ global threat intelligence team, Unit 42, recently published its 2020 Unit 42 IoT Threat Report. This report analyzed 1.2 million IoT devices to evaluate the full scope of the current IoT threat landscape, discovering that 98 percent of all IoT device traffic is unencrypted and 57 percent of IoT devices are vulnerable to medium or high-severity attacks. While these numbers may seem unnerving, there remains potential for proper widespread IoT security strategy and implementation.

At first glance, IoT security may seem daunting, however, it is possible to properly secure devices with the right protocols and cybersecurity measures in place. Any IoT security solution must be wholistic in its approach, and company IoT deployments must plan to implement security measures across multiple layers that include hardware, network and software security. Open Connectivity Foundation’s focus on the software application layer is a crucial first step in the IoT design process.

… [Read More]


Filed Under: Blog 
Open Connectivity Foundation Brings Massive Scale to IoT Ecosystem

Posted on: February 18, 2016
Efforts led by ARRIS, CableLabs, Cisco, Electrolux, GE Digital, Intel, Microsoft, Qualcomm, and Samsung – Ensures IoT Solutions and Devices of the Future Work Together Seamlessly

Beaverton, Oregon – Feb. 19, 2016 – Today, major industry leaders who are invested in the future of the Internet of Things, announced they will unify as the Open Connectivity Foundation (OCF), an entity whose goal will be to help unify IoT standards so that companies and developers can create IoT solutions and devices that work seamlessly together. Via cross-industry collaboration, the OCF will work towards unlocking the massive opportunity of the future global IoT segment, accelerate industry innovation and help all developers and companies create solutions that map to a single, open IoT interoperability specification. Ultimately, with OCF specifications, protocols and open source projects, a wide-range of consumer, enterprise and embedded devices and sensors from a variety of manufacturers, can securely and seamlessly interact with one another.

… [Read More]


Filed Under: Announcements, News 
What to Expect from an Interoperable IoT

Posted on: June 14, 2019
[image: alt]

Interoperability has become a staple in making any industry more successful. The telecommunications industry has embraced interoperability and openness in order to create a more flexible communications network. In the healthcare industry, for example, an interoperable environment improves the delivery of healthcare by making the right data available at the right time to the right people or any device. When it comes to the Internet of Things (IoT), there are a variety of form factors, devices, frameworks, and ecosystems that makes it both exciting and complex. By focusing on interoperability, we can take the IoT to a new level, allowing different devices to communicate seamlessly and securely across ecosystems.

Where Do Standards Fit in? Consumers desire interoperability within the IoT for a number of reasons, but most enterprises struggle to provide interoperability of their IoT components and devices. One resolution for this interoperability and connectivity challenge is to have common standards within the IoT.

IoT standards, like interoperability, ensure cooperation and seamless connectivity between different environments and networks. By allowing devices from different vendors to communicate, IoT standards enable and increase the number of compatible devices in an ecosystem, as well as, promote firmware and device diversity.

One of main pillars of the Open Connectivity Foundation (OCF) is to provide interoperability for the IoT. OCF’s IoTivity open source project provides an open source IoT framework with the goal of connecting devices with each other and with the internet to ensure a secure a robust architecture that works for all devices and all ecosystems. By supporting such a vital part of the evolving IoT, OCF continues to fulfill its mission of solving the IoT standards gap providing not only source code, but also specifications, a reference application for set-up and control, plus a certification program. All of those enable manufacturers to bring interoperable OCF-certified products to market and seamlessly bridge other ecosystems with a user’s smart home or automated building or utility.

What are the Benefits of Interoperability?

	Adoption: The lack of interoperability within the IoT right now is one of the biggest barriers to IoT adoption. If a consumer’s connected devices are too difficult to install, can’t communicate with each other, or connect to a network, IoT growth will continue to be stunted. If all devices are created with interoperability in mind, anyone deploying a connected device will not have to worry about different network types, devices or ecosystems.
	Sustainability: Interoperability is not just important for short-term IoT adoption, but also for long term transformation of the IoT, leading to scalability and sustainability. If each device in a smart home is able to seamlessly collect, analyze, and share data with other devices, this offers manufactures visibility into the lifecycle of devices and the ecosystems they create. If devices stop connecting or communicating, consumers will be forced to continue purchasing new devices in shorter amounts of time, leading to additional spending. When manufacturers get an idea of how well and how long a device will hold up in different networks and ecosystems, they can plan application and device updates years in advance. This type of planning drives innovation and sustainability within the IoT.
	User Experience: Interoperability offers convenience and ease to users. Without interoperability, consumers feel a direct impact in their user experience. Consumers want the installation and use of their connected devices, applications, and networks to be easy. When consumers use several different applications to control each of their devices, the user experience is muddled and disjointed. Interoperability between connected devices enables seamless connections between devices and networks, providing convenience and improvements to the daily lives of consumers and other IoT end users.


Interested in joining leaders from around the world in defining the connectivity requirements to improve interoperability between billions of IoT devices? Join the OCF today.


Filed Under: Blog 
OCF Named an Implementing Reference in the NIST IoT Device Cybersecurity Capability Core Baseline

Posted on: July 14, 2020
In the final release of the IoT Device Cybersecurity Capability Core Baseline, NIST has identified OCF as an example reference for each of the six core cybersecurity baseline capabilities.  This is a reflection of OCF’s continued commitment to developing and driving secure interoperability for IoT devices through not only an open interface specification, but also with IoTivity, the open source implementation, and certification and developer programs.  Critically, OCF has incorporated the needed and expected cybersecurity capabilities as articulated and recognized by government agencies into its specification and open source implementation. This is made evident in NIST’s inclusion of OCF as an example reference to help IoT manufacturers develop a deeper understanding of each of the following core capabilities:

… [Read More]
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