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OIC Core Specification, version 1.1, Open Connectivity Foundation, October 11, 2016. Latest
version available at: https://openconnectivity.org/specs/OIC_Core_Specification_v1.1.0.pdf.

OIC Smart Home Device Specification, version 1.1, Open Connectivity Foundation, October 11,
2016. Latest version available at:

https://openconnectivity.org/specs/OIC_SmartHome_Device_Specification_v1.1.0.pdf.

OIC Resource Type Specification, version 1.1, Open Connectivity Foundation, October 11,
2016. Latest version available at:

https://openconnectivity.org/specs/OIC_Resource_Type_Specification_v1.1.0.pdf.

JSON SCHEMA, draft version 4, JSON Schema defines the media type
"application/schema+json", a JSON based format for defining the structure of JSON data.
JSON Schema provides a contract for what JSON data is required for a given application and

how to interact with it. JSON Schema is intended to define validation, documentation,
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hyperlink navigation, and interaction control of JSON Available at: http://json-
schema.org/latest/json-schema-core.html.

RAML, Restful APl modelling language version 0.8. Available at: http://raml.org/spec.html.
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3.1.24

Trust Anchor
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3.1.25
Unique Authenticable Identifier
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ACE Access Control Entry

ACL Access Control List

AMS Access Manager Service

APS ACL Provisioning Service

BSS Bootstrap Service

CMS Credential Management Service
CRUDN CREATE, RETREIVE, UPDATE, DELETE, NOTIFY

CSR Certificate Signing Request
ECDSA Elliptic Curve Digital Signature Algorithm

EPC Embedded Platform Credential
DPKP Dynamic Public Key Pair

0oC Owner Credential

OCSP Online Certificate Status Protocol
OBT Onboarding Tool

PIN Personal Identification Number
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RNG Random Number Generator
SACL Signed Access Control List
SE Secure Element
SRM Secure Resource Manager
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TEE Trusted Execution Environment
UAID Unique Authenticable Identifier
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"aclist2": [
{

"subject": {"conntype" : "anon-clear" },
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"permission”: 31

]
ACL o] HA0of Tt REAMISH Atet2
StLE Ol & 2| ACE 2 T+ EILE A

M Error! Reference source not found.Of| HO|=ICt. ACL 2

M
1 -
L 2 Device O CHot WM A KO FHMZ HO|BHC},

ACL Resource & SRM 2t PSI Off o|gt HZ S XHz2| Alof| CHE
= ®Oo| FoIdloF St A B2, ACL 9 B
2

HT

I ZtSE Resource 2F = st

]
27 1o

oo J
0
do
=)
£
o
N
2t
= 10 4 e

sw)el & £|0fOF StH, orzfof & FE Htet 20| ACL2 &0[gt H # S
A8z, 2t HEg H B0 il Z=t7t O|RO{MOF StCh O & S0, 22|H device & 55
S =13

o= = U282 ZUTH Device W &H0|BF Server

[ =2 =
Mg, S8 22[7F e k[0 OF SHCf.

i
do
rot
>
N
—
1o
HT
e
Ral
[0a

5.1.1 ACL O}7|ElX{

Server = client 2| request & A2[3l7| T0| @& E Resource & ZAISICE QFX A @FE
Resource Of D& E|&= ofLt O|49 ACE entry & ®7| {8l access control resource (O
/oic/sec/acl, /oic/sec/acl2 )& ML OfYE= AS H2B &7t 8l 7|2F M efo| HE &L

l= As
S0 8= As H2W AX[= 7[2Hof i3 3{7tel =20l HEE Lt

server &= Y4 HHEAEE AMESHM subject 7t QAUSEJA=A| & HO|H 7|2 E0| HEE[JA=X|
OEE ZYICh ZZtol ZHMO| Cfs subject DA ALEFIE YMZ BT = QUCt AME X7}
215 E|H role = device OFO|HIE[E[E ECHE MZ32tE subject matching O] O|FO{& =+ ULt
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Zt ACE & FOZ Resource 2FEXO| CHei HEZ 57t TS ZEYSICH 3{7h= CREATE,
RETREIVE, UPDATE, DELETE, % NOTIFY (CRUDN) &Zt9| =goz JYE=rCt Q¥X=
Device EAM QI=E|1 dfL} O|AQ| role 2 MEIMOZ ZXISIC} Device = role 2 @ALE [Oj
AYE HMA SIHE FEL = ULCH OlE =0{, ADMINISTRATOR role 2 Moo= ANAT

=
= el= 271™ 92l Resource W Interface 7} E0| =& $HC},

5111 2Z ACL2| A8

Server = 7|7] W ACL Resource & 7t& = QULC} EZ ACL 2 Of2{off MFHE HQF Z0| Access
Management Service (AMS)O 2|$t 2 ACL Mz2|of B[] HMA Hof Hzlof UM H 2

Aegds 7tE = UCL

CIE2o SAAO|AE HMHA O &S MAHSICT

=~

A Ol A 1: Server Device = 4 72| Resource (R1, R2, R3, & R4)E ZAESICE Client Device
D1 2 Server Device 5 0 ZAEZE Resource R1 Of CHst WMHAE @FBICH ACL[0]2 Of2H 2l
Resource R1 Of S{Est Q7HEl subject 2 D1 2 ZotCt M2EtA, 2Z ACL /oic/sec/acl/0 O|
request O 0§ E|2 2 Device D1 2| Resource R1 0 Ci3H AN ATE S QIEICH

Server
Device 5

LB

Reguest: | R1 acl[0]

Client
Device Subject: D1
D1 I Reply: Resource: R1

Fermission: R

T 4-g270[A-1: Th= ACLHE
FAAH Ol 2: Resource R2 Off ZHAEl subject D2 O] Of & Z[= EZ ACLO| 9111 AMS HHMZ &S
4 2128 2 Client Device D2 o WM AT} HEEICH
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Server
Device 5
LNy
) Request: | R2 acl[D amacl[0
Client > (0] 0]
Device Subject: D1 Subject: D3
D2 p Reply: % Resource: R1 Resource: R3
Permission: R AMS 1

C5-82AFA0|A 2: 23 E|= Resource 0f CH$EH H2Ho| Q1S ujf
5.1.1.2 Access Manager Service 2| A&
AMS = ACL B 2| E FAA|ZICH B O|A2 5Y AIfE0| & = QUCH HELKF XA
QHI|ER Q| AMS E t
AMS = M2 MO 2FS EF MeoHX|T Al® o|F= Server Device Of ULt Server
Resource 20| CHsl At ACL HAHLIEZ2 ZHTICt /oic/sec/amacl Resource & AN
282 s O Resource 7t AMS & AM&ZX|E X|™St= ACL T+XO|LC} /oic/sec/amacl 2

=
local ACL (/oic/sec/acl)it T7H At E = UL

[> rr

AMS = /oic/sec/acl2.rowneruuid O Z& =l device AHEXI0| CHol 2= | EHHES Krxo)

oIS ElCt.

X

Server Device = /oic/sec/acl2.rowneruuid OfA &2 Device ID & ALE3HA AHO| AMS O
AAS £ QICH OHX LOWM Server = QBPAXZE St Z SACL Resource /oic/sec/sacl &

AHE A Metst ACE M E FSSHESE X|A|St= ACCESS_DENIED_REQUIRES_SACL 0212t &7
XS
O

Resource MM A @B Z HEZ = ULt /oic/sec/sacl AYH oic/sec/acl2.rowneruuid 2 Z&H =l
A2|HH Resource & AHESiA T E = UL

ChEol #2274 0|2= AMS & AFET M A MO E 23S

— —

F2A0|A 3: Device D3 = Resource R3 0Of CHoH HNAE QHSED, /oic/sec/amacl/0 O] Access
Manager Server AMS1 AMH|AE FZ5H7| 9ot Mo DIYEEZ 37t Perm1 22 M
ABHS BT}

==

Copyright Open Connectivity Foundation, Inc. © 2016-2017. All rights Reserved 33



818

819

820
821
822
823

824

825
826
827
828
829

830

831
832

833

Server Access Manager
Device 5 Service (AMS1)
o : Request:
o ] [(m2 ][ ms ] e ] f e
Subject: D3
Rsrc: R3 -
" . amacl[0] > ACL Policy
: equest: |R3
C“e.m Subject: D3 Subject: D3
DeDV;ce Reply: Resource: R3 Reply: |“R"| Resource: R3
——— AMS1 [(r—— Permission: R

E6-F2A0|2-3 HM 2 OHLIX MH|A X|H ACL

T

S AAO|A 4: Client Device D4 7} Server Device 5 2| Resource R4 Of Ci{st WMHAE QHSIX
Oj & == ACE 7t 8122% AMS1 € /oic/sec/sacl Resource %‘°"Xf§ AMHESE o2 E 2
SO 2M Client Device D4 & AMS1 2 & EIEIE")‘._*?_FEf Device D4 = AMS1 0 2|}

MY E
Sacll 2 F535I0{ SACL 2 Server D5 2 ™&3ILL D5 £ /oic/sec/sacl Resource O A A
201817 perm2 AMAE SOIE ACE HHE EIBICL

ACE 2[CjdMd2 D47F  OiH MSLx  @eCh=s W82l Olf ZE (5
ACCESS_DENIED_NO_ACE)E =4 & £ QUCt D4E /oic/sec/acl2 ResourceS 9 0{A
AMSE AlE5t7| 2|3t rowneruuidE &2 CHE0| Z=2H|[X 'Y requestE HZTHCE O O 0 A,
AMSE= SACL Resourceel So2 MESIX|BH, 2Z ACL Resource /oic/sec/acl % /oic/sec/acl22|

2 requestZt X LHEICH D4= Device 2EZ9

S|
PREM E= 0|017<|: ﬂEIFﬂ’é iEHIH'a' SiS Sol AMSO| = E A2 ZhEICh

A o™ Qs J2|HMel Z2H|X'dE s Credential Management Service (CMS)7t
SEEAES
Access Manager Client Requcst:. Server
Service (AMS1) Device Device 5
y ' D4 Redirect:
| e [5a] sl () () () )
ACL Policy
Subject: D4 1 - Verify sacl
Resource: R4
R 4 e R > e -
Permission: R St 4 sacl :
1 1
| subject: D4 E
e i L_Resource: R4 :
i| Permission: R :
-
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£ 7-8270/A-4 AMS 25E ACLO X FE

5.1.2 M2 Hof He 2iE

JE g¥E HMx - OF Hele §8 HH2AEE f8 28 X%l Device 2| AE0 2| AC 9
MEZ oOjgiCt OF Ag(HAE2 &0 2 oy =3t E= A&02 7HE Device HH 215
Ao AHEE == UCEH O& ¥ dMA=s 2 O BHIZF OF HO|HO| Mg = JAX|S OAF
HUH 7t ot ZR0= FHs AMA JHots 0 Hotof &2 oOjoCt OF 2f#H AMAs=

SACIE DfH S ALBHA XY +E UCh

OCF Device 2f|'#l AN A — OCF Device H?= 7HE Device 0|2 AC 2| &2 2|0|tH, F2|
Resource £ Z2g 5= QUCL Device 2 AM A= DevicelD O 2|8 A EE|= Device 0Al AtE
7ts3t EE Resource OS] AAMA AP 2HES AIBHCE Device WA AC HAHLIZS <l

AMEE= A2[HAEES OCF Device O =8H=ICt.

OCF Resource Y| WMA — OCF Resource il H= 72 Resource 02| AC o HEES
O|0| 2Lt Resource WM A0 = Resource & ERSH= 7K (Server)Z7t {EAH HMAE 2HFSH=
HHl (Client)O| Al Resource Off RN ASIEE ATYSXE X|H5H7| ?/8t ACL O] ELSIC},

Property 2|8 M2 - Property 2|8 #H®l= T2 Resource 2| L2 property 02t AC E
ME22 o0|stCt. 0| A2 40|38t property O CHSH 0|5t ${7tE ERE St= Resource Of CH3H
2o MEztE AC M335t7] /et AO|Ct Property 2 WMA HMOl= EHY property £
ZLotSt= Resource Mstozm AO|ZICH O] 7|HES AFE23}H Resource | SHMA HOf
HALES S AFESHAM ECF M2%tE 2o HNAE Al = UACH

Resource 2| X C|XtQl0| sAMoz EII5st MA Resource 02 WMHA HOos, HEO
MM A S7HE = XHLE Resource & XS collection Resource & == 20| HEYY =+
ULt otefof 20]&= 0foilA, "oic.thing" Resource & 0|3t 5{7}& HRE St= Property-1 It

Property-2 2| & 7H2| property & #+=Ct.
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{"$schema": "http://json-schemas.org/schema#",
"id": "http://openinterconnect.org oic.things#",
"definitions": {
"oic.thing": {

"type": "object",

"properties™: {

"Property-1": {"type": "typel"}

"Property-2": {"type"; "type2"}

)
}} Properties are opaque to
} OCF framework
T 8- 2EHS Property & A%t Resource H2| 0f

S XY, OCF framework = oi|'#

=
ACL HHo| 82 2gst 4

BE =530 Aoz HESIA Fgotot. matM, &olst 57tE
Ct (Of: Property-1 0|2 217| & {72t Property-2 0|2 A 7|
ME 5{7h). A2 EE, "oicthing"2 F 72| 41+ Resource "oic.RsrcProp-1"1t "oic.RsrcProp-2"2

22| =ICH 0|2t M2 Z, property 2 ACL 2 Resource-level ACL 9| AtE2 Sl &2 = ULL.

Qo oA

“$schema”: "http://json-...

{__, l Pt Server
“type": "collection"” aclo
“resources”: { Resources with

"RsrcAtt-1", property-level DevID 1
“RSrcAtt-2") granularity are NOT
opaque /olc/RsrcProp-1
definitions": { Read
“oic.RsrcProp-1": {
“type": “object”,
p, ope rues '
“Property-1" {“type": “type1™) aclt
7 DeviD_1
“oic.RsrcProp-2": { > -
“type"' “object”, Jolc/RsrcProp-2
“properties™ { Write
“Property-2" {“type": “type2")
}...

£ 9 - Property '8l A M2 H|of
52 252d 71a
Device 7t OCF 240N 25 7ts

eHol £ 0{of 3L} Device &
AQ /A HELS AIEAE 2
=]

|T CH2 Device @ UEE £ QUEZ 320, APHO| HEB|A
o A
=

M785t= EHAO|ICE Device £

r
b H
on

ru|o Hm
> 0
lve)
d
mjo
>
ol
Of
=
O
lve)
_|

Of mlm
Pl

b o
el
x
Ot
-
1o
>
0
H
o
A

3t (Owner Transfer Method: OTM)
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Sl Device & Z2H/ME & & UAA =0, ZAUH2E Device 7t OCF SH0M 2E 7Hs3HA
|1 CHE Device &t Aae = UA =Tt
Summary of Onboarding Process
On-toardng Device CMS Device AMS Device New Device
(UUID BOBwoon- . ) (UUID Cateoox- | (UUID A%coooe- | (VA0 ATIC D0 )

[ Dlscover New Devices ) : 3

owner

l Discower new devices [not owned) and find a bl

+ 1 Discovar unowned deces

|_ 2 Retun supported oaner transfes mathods . ]
i i
X ot " : i
! 3 Select the owner transfar mothald : O
) ' 1
| A4 Padorm tha ownar transsr haddshats . o
-t »
;‘_S.FO-I!!G duvice idertfiet and plomsion ownet dentty | >;
: ' !
Establish Owner Credentials _/ ! !
Decate hat 1o use 3 sy andfor asy dontiats ussd by the device owner t\
: 6 Rag the type of Is pportsd by the rew mr;ca _:
:._I__D_ec-de with cradentials to s : 1
Provision tric Owner Credeatial ! !
+ B Provision symmeine owner cradential !
|_Provision Awymmatric Owner Credential _/ : '
! 9 Pronisicn asymmeinc cwner cred | s =0
[ Dsfing devics an delsgate MANAgemant senices such a8 AMS, CMS and DOXS =
110 Provition the DOXS service by satting the rescurce owner fof /doxm and fpstal »
| 11 Provision the AMS senice by ;nnug the resouice owner for facl? ‘:
i 12 Provisson the CHS serace by ielllnp {he tesource own-; for fered ‘:
£ 13 Piovisaon the AMS credential ; _ : =5
} 14 Prowisson the CIAS credential ' J
1 15 S the dercs cwned propenty 10 TRUE i ‘;
0 \ i
| !- Pravision 1the new device with pesr cradentials and access control polcies b‘
5 16 Change dovice sate to ready for-prowsioning J
17 CMS prowsions credsntials 1o the new davice and paer derices 4
H ANS provisons accass cootiol aniias to 1he new deice and pasr dewces >2
' [ Enstle the deace to operate normally %
i 19 Changa desice state 10 ready-dor-nomal operaton J
On-tosrdng Device CMS Device AMS Device Mew Devies
(UUID BOEoooo- ) (UUID CA%000ex-. ) [UUID ABSwocos- ) (VD ATICRo- )
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Of MMOME =2
OCF AHO|A Ct

Ads/sAg = Q ol ol
X asto] EOF 1M L2 Onboarded Device "E4 % FH| 2t2"2 HO|LH, O|=
Aot

otgfe] s Ex= 220 HE HIH HAE 2oEhh 220 ChYet H

HAZE 2 EX|2 ot2fel SEE= OCF &8 WOlA &1t Device 7t 7| SR 5

4H FEE T2 OR0 8402 22 Y2 Device 7 s ALSX/A|AHO 9

WAooz AN ZE 2H4of| Cist Device 2| #H22 O|O{ZICt O[3t L H0f&

AMAY = AX, ot 0| =3E = U, CHE Device 22| ASS 28 o3t 5{7HE
Z0 QUOfoF St So 28 Y=EE ZE
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User/System

Initiates
onboarding

' Onboarding
Device Cleanup completed
“Ready for OTM” ’ ’

User/System
Selects OTM

OTM
Success ?

Onboarding

Ownership Reset

established

Device
“Ready for
Provisioning”

Provisioning
Success ?

Reset Event
(corrupt SVR, hardware reset etc)

Normal Device
) “Ready for Normal
Operation "
Operation
890
891 £ 11-OCF 28 Z2NA
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5.2.2 Device 28X MH

Device 293¢ HEo ZEXNE Device € 2f7/7Yst HESH ALEXH7L Device A-FXAHO|H
HEXL2 Y = JALE 57| EHO|CH 0|ZH2 At Device 2 OBT & o] 4Afd
HEIAEE MHSE0 Device 2 5% A0 & #2|E 2Ql5t= OBT 2 A2 &4l O|F0{ZICh

OBT = HESZA #2| &, device &2 &, HER{I 75 &, HERI Z=2HKNY &,
A O|EQIO| device, EE+& I HEE2{Q} Z2 tool/Server Off QI8 SAE &&= =2 K2
ZtFEICH OBT & 324 2|& device &= Y5 HQ Z3 2F Ao MEZ HoD=E
NEEle Aelddel 244 & 7

|2 H0| EEEICE Device 2FH2 HA™SlE tool/Server &
OBT 21 BhLC,

Olot

OBT & XS Device 2R #H2 HESH7| sl MM Error! Reference source not found.O
TE8E AfH O & F SLIE AMESiCt Af/3A O|TOl2ts 807 ABEE= A2 M
Device 2t1 SICEZtE Device 2 MZAL/MSYXZEE Device O TFOHRH/H TS AHE X0 A
A7 HO| O|MEICtD 2 £ 7| I{Z0|LCt.

-

rH

27 O Y2 Device of 2| HEH0| 2O E L &FA (OBT o AFEXhHE 2ot} &/
S
—

|
0| X 0of A

i

= Lo 22 W&o 28 =&rh

e Device 2| /oic/sec/doxm Resource O|A OBT Off 2|df X|S%l= Owner Credential (OQ).

C £ O[0{X|& 4= 8 A0 Device @ OBT 7t &= Q&Y =+ UEE 3HCt OC &

OBT 9| &/AtE FAZ|HHE0 7|ZL22M Device 2 AFEA/AIAH &
OBT= 293 O|M| YEZ Device OIO|HE[E|= 7| S $tCt.

o
4

. A9O| mE Tedt Jz UM HBHORM Z2HHUS 98 Device S FH|SHF

522.1 ZRH[XMYE 22t Device EH|
Device 29 0| AHEMH TZH| XIS Q% Device o FH|7t EQSICE 0| IHE Device 7t
bootstrap server (BS)0l &5t BS @F 2o MMES HHSIEE o=

(BP)E F|5ol= YHZ O|F0j2 =+ AL XL

—_

bootstrapping parameter

BH= Cftga 2

—

ir 1
[m
>
[m
13
H
[t
_E
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e Bootstrap server (BS)/ tool MEIHO|E: O] FE = bootstrap server O UM A5H7| 23|
A8EE OEHd A ML HAHUS/ZEESS EYEioF otCh =Y FE:=
Server O H£3t7| QI8 HTTP E£& TCP/IP & AF83t= A2 Server URI E&£ FQDN &

=Zeote = Ao

e Bootstrapping credential (BC): 0| 242 This Device 7} BS Of & &3t1, BS Of Cis 215t
BS 2 HOt MN8S HESIO BS EXH ZZHXE I2t0[HE 43517 2k Al‘%OHOF
St= A 2|EME0|Ct OC 2| Erol etM= OC 28K BCE =< 5+ UL

= T

OBT XtX|7t bootstrap server 2 &&= &%, bootstrap server Of CHSH HELH| O|E{= OBT
XM 7t @ AESH= MH|AE 7422 5= UCEH d2fst AlL2[0 M= =7t BC A 2|HE0| ZRSHX|

Device Z2H|XHZ 7HASH?] o 223t SEE Z4FH, CHS A= Device 7t &% =
Ste F7F HOF P ME TZRH| XY= ZAO|CH O] W™ ChYsh niztojge d¥e Zatg £
=

oo =240 B2 T & Ut

O£ £04, Device 7t bootstrapping server ZEEH 88 $AStE 42, T2 H X Y2 bootstrap
server o] GIZAE ZESM FH2 AT = ULt Server Of Qo T AEE CHASH Resource Of

Oich ACL 2 Z=2H|XJdE O ChAOM +>HECE & Z2H|X'J2 Of ThAOTZ XMotel= Ao

ObEOf FO|s{{OF $ICt Device Z2H|XN Y2 Device O & MY F7|9| 49| CHAOA L
2= QUCh 2{Lf, Resource I Property HEf2| E7F HQF 2tH ZZH|HEIZ2 E& 0| THAO|AM
2tMSIH, 0|2 S8l Z Device & Onboarded Device "S4F SXF FH| bF" AE{0| O|2A E=IC|
S S TH 22" HE= AEEE £EF OTM E= ZRHN Y& W82 7hego A elof
™St YA FGolE|ofoF siCt V¥ OTM MAUZFZ ® Z2HNY A= FItEQ
Resource 3! Property &ElE #7835t= 427t ULt Device 7t "&4 % TH| 212" HEZ E[7]
ok x| e 2 MM 80l FESHT

53 IZI2H|XNY

I>

—

PN oz Z2HXE2 Device 7t |k &#F22 =& 2o Z2NL (2EY ZEH2
Z8)# OfL|2t Device 2| M= 8 & =82 Z2MAk = 827 ULt HOoj A 2o
Z2HNE2 272 0| & (2f7d o & 22Y A9 § 217} Device 0f2] €F C|O[E <

E o

HXY2Z O|YX|HEtE), bootstrapping % provisioning AHAQIS] CSEZ %

23
H A
= =
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Ag|HMol 1M 0|7 ZZMA, U EOF 23 Resource H Device 7t LIEO| H&d oIt Qe
MHI29 M2l E {3t Ae|ddel +d8 Zatstrt
293¢ O|MO| 2t=Z&|1 bootstrap A2|EHAHE0| A EH Device £ bootstrap server 2t S Z3}0
MAESH 2ot A2|ddn ot2t0|HE Z2H[X 'Y 2rotof ofCt o|2{st m2ti|H e ChE2 Zad +
ALE.
o UiXf S USH OBT LHO| HHEZE Ao =2 7tFE[E= credential management service (CMS)E
S5t 2Ot 32| EHA,

o TX St OBT WOl HiZE ZHe=z ZIFE[XT gz AMS o EE = U= ACL

provisioning service (APS)E &t M2 H o F& 2 ACL.

g Htet 20|, =Y Jtset 24 A S #8357 /s, o= Yl a2 ZEE server 2
HiZE £ A= MB|AZ ZHFECh o, BiZ= 0|5 MH[A7F 25 OBT of E= HiZE =
AS TH=Z 5t AL =2/ HIE scenario Off &7 80|, 2 2o 23t 27 AFF0| 07| A
=olEl & W 22 Z2H|NE MH[AE 2AESHE BE 22| server O HE T

Device = XIAlO| HOQF T2 H| XY AE|E 9/X/BELE K}7| °._| 2 Device 2 802
Resource 2| Z2H|X|d E= X ZEH|XE0 Ofsf M8z NS &HEs s8HE Fd5t

oLt

531 HBEAE MHAO ZZHXY

Device & Bootstrap server (BS)E At 0|2t ASSH7| fI8) 2+ &= HEHOIHE
bootstrap parameters (BP)& ArE3HA HAM L= Z=zI EICt Device = BS 2F
SM3E7| 28l 2R3 bootstrap credential (BC)Z 4 = Cf.

Ot

Ot
X orr

o H
rx oot

—

Resource TZO|A /oic/sec/pstat Resource LH2| rowneruuid Property = bootstrap service
(BSS)E MEHCL.

4=
gl
#
3T
lo

thd 71 AFE Alol, OC = BC & =&5t=0l A& L d2{Lt, Device 7t 27# O
EEHIH g ZTEMA0 H HE 7|E AL = U2 H, BC OC 7H0] 2= EAZI HRdiX| %S
=& QUL

B

@)

2 oEAH MME=X0f 2AH 20|, Device 2 BS (X X2 1 EHO| servers) 2HQ| Al
HMotH =W 0joF STt O|E =0, Device 29| EHQt HAZ Qs PSK £ AtEst= E 2,

oic.sec.bss service & PSK 7} Z2H| X 'd =l oic.sec.cred Resource & E 2oL}

ro
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1008
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1010
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1012

1013

53.2 1 80| MH|AQ| TZH|XY

HMEoz HO|ot device 2| MHA TAEQ] AEZ X 7tSSHEE, 2 Device Secure
Virtual Resource (SVR)= ZH El Resource Owner & =Lt DOXS 2 Y% 2& Y Device £
X A3t provider OFO|HIE|E|QF & rowneruuid Property & Z2H|X'd StCt

e Credential Management Service (CMS) : (/oic/sec/cred.rowneruuid)
e Access Manager Service (AMS) : (/oic/sec/acl.rowneruuid and /oic/sec/acl2.rowneruuid )

O|2{8t MH|AZF XHYX|H, Device & HINMOZ ZZ2HXMLS 2¥SD Z2H| MY request 7t
7L A=K ISt (o] & service & CSTSHAH SEE|ojof B2 EFY IAZ|HMQ
Z2HXNEES QFICH DOXS MHlAE= MH|A ZZHIO|E Device 2 AZE EL{AHL} Device 2
/oic/sec/pstat Resource 2| ‘tm’ Property Off HE HIEHE dEE2EMN 2| MHAE A £
UL}, O] = Device 2 5t0{5 A2[EHHE /L= WML Resource & N Z2H| X J5HE = oLt

5.3.3 3Z2|HHd =Z=2H|X'd

/oic/sec/cred Resource LHO|= S7X| EfQel Az|HMEZ 48T = UL X, X4zt OO
Je|d-E0| oo =gtEIcH A CHA 7|, O E 7|, ASA, H o 7], X MEE= H CHE 7.
7= CMS (Ol: "oic.sec.cms")Ofl °|si ZEZH|XJE|ALL Diffie-Hellman 7| &2

7|t EH2 Bl ML E ZZ2H|NYE 5+ ULt

1

Cte2 29t AZZ2 28 Device 7t PSK & ROIO|E o= &RIQ O|E E O ECLL Device &, 0 E
£0], EQ oA AZE AmisIR2 [Mf, FA2(HES FHOIEY ZLIt QU Tohgr o= QIC}

=
a2 LHAM, Device = CMS 0 Z2|HIEo| AHOIEE 8% Il AT Device = AZ|HH
ZZ2HNY ZE2 H™atg = QoM (0. /oic/sec/pstat.Cm=16), I 2|HAE Resource 2|
AHOIEE ¥t ot 8% REE FHT = AL (O: /oic/sec/pstat.Om="1"). CMS &
OOlE 2F0f tiet & K

—

5.3.4 Role &% % =z H|x4d

Server & E /51 U= Resource Of Lt 28 S =451, Resource € 2HSt= Client 2
role € ZAASIL, SE8H= role € AH|AO CHE3= ACL 01| 7= %l Mot H| ML, habA,

o
Client Device 0| = StLt O] 42| Role A 2|HE 0| X3 Z|0{OF BHL},
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1024
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1028

1029

1030

1031
1032

1033

1034

1035

1036
1037
1038

1039

1040

1041

1042

1043

Zt Device £ A2|HA Resource Ol role HEE Property 2 11 QUCt M2tA, Role =
ZT2HXME 7] 5t Client = Z2HXHES BAMsta, J2HED ACL & Z2H|NE &=
ez Matg = UCH (0|50 sYT sever ZE2H MN3EHe 49 ZEHXNYE RE/MEE
LN O Z /oic/sec/pstat 2 L0 2|8 7t2|AH XICt,

He|H#A0 ACLO| Z2B|XHJEH Client = 215 A role A2|HA0| ALEH M 10310 7|z

|
HE role 2 &Y = AULCL

L=, server O client £ {3t role ME7I H3E0 QAL O|FO| client 7} server Of role €
o

—_
ZEs ol Lo, client & CoAP payload 2 AL EH role & F&E 4= QUL

Ofl: GET /a/light?roleid={"role":"Role-A"}

client = AFTO| server O 0| role O] ZE2H[XH IO JA=X| & = Pon, UL %2 FS
server O 2Er2 BAS|OF BICH SEH0| B IFE HESE Z40|H client = server O SHES
role 0| Z2H|XJE[0f AKX EAHLL ACL O] R FE&[0f UAZS L Tt CoAP payload Of
=78 role O] X|FEO UX| o™ Z= Z=H|XEE role 0| ACL A[HO|AM A+E &Lt Server 7t
client O CHsl I & =2 role & #31 A= EL, 0lF T StLtl role 0 H7tEH

Resource 0| Q| H N AT} & 7tEICE

5.3.5 ACL ZTE2H|XY

ACL Z2H|X'Y Al0| Device & APS ((E+& bootstrap server 7} APS & ZTAESHE F2,
bootstrap server)0|2| E0t AZAZ SESICH APS & ACL @M 2} Device ACL S QAAEHAZ}
= YO0l EgtLt.

Device 2t APS & ACL @Mo0je] HZAO| ZX|Z|™ Device O ACL Z2H|X 0| E2[HE|O| ZHEX}
HAE HEY = ULt

APS (Ol: rt="oic.sec.aps")= a /oic/sec/sacl Resource Z&o| LEHZ A ACL O CIX|EHS=Z
MY = QUL MBS ABSH7| Il Server 7t AFEStE 77| Ag|HE TE2H| KXol 2dRE=Z
HNaE = QUCt v ofd 7] == MYE H CHE 7| EFR}Q| /oic/sec/cred Resource & At&E

RAC}. PublicData Property & APS 2| 3717|& Z&$HC},

5.4 Secure Resource Manager-(SRM)

SVR 29| 2|t

SRM 2 THHQ 2ot S AN S dgs HIett 270, SRM 2
of CHEt MM HMOHE LF CF B SRM 2

Resource O WA|ASHD O|E CHE7| f8t 28
M 7Hel =8 7|8 242 FEEILC
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1058

1059

1060
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1062

1063

e Resource manager (RM): 1) 22 A0 X|&5d MEEKX| (PSI AHE)EFH SVRE EY5t1,
2) 28 E Resource 2 B Policy Engine (PE)& HM33t1, 3) SVR Off Ch3t request Of

SHot= 2 gE YL SVR O] SRM 22| Lo MEE O U= 52 SVR 2 device
=78 Hole MZT gAa LX|5t= dAl2 A=Ch 284, RM 2 XMEE f8) PSI 2
MLt device 2IFE TSE7| ™ol SVR HOIH #+XE HOSt=0H JSON HAS
At otCt.

e Policy Engine (PE): SVR Of AN ASHI| 2|5t request & AL, HMA Xof o
7| gr5t 0o "ACCESS_GRANTED" CE= "ACCESS_DENIED"Z request O SEotCh M A

O|'|

AdE o5t7] Qsll, PE = HAES ACL & =S DTLS 0 2|5 S E subject (Device
& role)d|A F=O{Zl request & N2 -’F A XAl Access Control Entry (ACE)E
Xt

e Persistent Storage Interface (PSI): PSI &= XAtdlo| o=zl X MEFA We| oIS

Xelstzl f1sh RM 2?18 API 2| HEE MS L SRM 2 7tset 82 Platform 2 HQF

r
MY B ol THY 4 YUE=2 2F Ao CIRELY,

Resource Introspection (Rl) layer

Secure Resource Manager (SRM)

PSI
. - D e Platform Secure
Resource Policy Engine - storage
r
Manager (RM) (PE) liEiyE (security Virtual
Interface (PS|) Resource database)
Connectivity Abstraction (CA) layer
& 12 - OCF SRM O}7|Hl X
5.5 Agdd e
Device = ¥ SAOM &= Zto] OtO|HE|E|2} role 2 SF5t7| fIsh AZ|HES AEY =+
ACH AZ|HE2 E E= H CHEY 5= ACH 2 device = OBT = CMS Of 2|8 ZZ2H| X &

[ o AN
ChE device of A2|HAN HE0f siFst= % ArAo] A2|HES HIE 8 S| R MY
|

o
ojgiet AZ|HA2 HOSt= FAASl OfO|HIEIEIS HFBo7| flet 2o 4 MM (0f: DTLS
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1064 AME)S ESH=O AL EC AT E MA0| =HEE[H Role Z2|HE2 device 2| StLt 0] 2

o
1065 role & TS0 AHE EICH
1066

1067

Copyright Open Connectivity Foundation, Inc. © 2016-2017. All rights Reserved 46



1068

1069
1070
1071
1072

1073

1074

1075

1076

1077

1078
1079

1080

1081

1082

1083

1084

1085

1086

1087
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1090

1091

1092

1093

1094

1095

6 Discovery Z2MAE 2[5t HOt

discovery HHLEL] =8 7|52 Server 7} Z11 U= Resource O CHS| Resource Off &tot £t
753t 0|2 9| link ZA 2t CIE0{ Universal Resource Identifier (URI, link 2t AEHE XM335t=
A0|Ct (HH29 =232, Y8 Es TR & ZMOM pHEcz QR0 HE0 UA0A
Té’*"*ol':f '“WWP HI|E 239 dR0&= AZE TP MEECH SWIt ®HI|L[X] @2 239

discovery ZZMAE Foig Ijf, &S FEO Ot 2 == 0fE2|A 0|82 Z2t0|HA| 278
IEISEX] 223 discovery = ZWHOf CH3lH Z2A3HO| Resource HETHE = =A|7{0F 2o
FO[sjof otCt. O 7|0 = TS5t MEHH Ol B OtL|2t Resource Off ZetE HIO|H = ZetE C

=
4>
rir o
_?_l'

RN A SHEd2 &dES57| Yo 2 A"HoMEsE 242l JiE Resource o & 7hs-d0 CHsH
ofifst = QAT HSEX| =Ct A0, Resource & E8{3t11 U= Server = Z Resource O
CH8H ACL Of O|&E8HAM QHXt (Client)7t Resource & EALI CHE £ UEE QLA =XE

/oic/sec/acl2 Resource £ Server 7t 233 Resource 0] HMAE ZESHE ACL entry &
ZOIODE (M 134 EX)
ACL o ZtE™O|A ZIZ2tO|H{A|2L Resource 2 & Jtsdit= EEE, discovery ZENAE 1

XbR| 7L 2oHd2 JHKOfF BiC 2 AHO|ME discovery ZEM A0 i Tt 22 27 AgS
28 eHCt.

1. YHZHE Resource Off CHslf FZ2H EFE K|

oK

shct,

—

2. QSO AKX = LHE Resource O CH 7| 2d EZE K|

ok

st

—

—

Resource o] 272 222{Zl Resource "/oic/res"0l CH8H RETRIEVE =%} (unicast == multicast)S
THYCEN O|FO{TICH
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1111
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1114
1115
1116
1117
1118
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1120
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1128
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1130

discovery request 7 H| E¢t X (DTLS E Al
=

MEEIH, Server 7t requester 2| OFO|HIEIE|E ZAFPE £+ UA =CH Ozt
o

Client € QZstAt 8t= Server & Hl EQ /oic/res SE WOl EQt discovery URI (O
coaps://IP:PORT/oic/res)E LIEE £ UL 0l EQt discovery URI 7} 2E Client Of 2|3f
=, Client = 20t discovery URI O DTLS & At28iA Bz 9|

ClEEz ©A 7tsg s 2ojettt. O

unicast @82 ™Sdl|of oLt

HOF W740| AL Client 7t CRUDN S E |43t 3ILIZ $#3EE 8)7tg

CRUDN E2f1°| HEZF OR #t0| #oO|0{OF iCh) #EHE ACL2 E 4=
Joic/res Of CHSF S & LHOf| Lt =ICt

O|& =0, ot2fet Z0| Deviceld "d1"9| Client 7 Of2iet €2 ACL2 £
Server &49| "/door" Resource O CH3{l RETRIEVE request S22 3 BHCt

A

{
"aclist2": [
{
"subject": {"uuid": "0685B960-736F-46F7-BECO-9E6CBD61ADC1"},
"resources": [{"href":"/door"}],
"permission”: 2, // RETRIEVE
"aceid": 1
}
1,
"rowneruuid": "0685B960-736F-46F7-BECO-9E6CBD61ADCT"

}
{
"aclist2": |
{
"subject": {"authority": "owner", "role": "owner"}
"resources": [{"href":"/door"}],
"permission": 2, // RETRIEVE
"aceid™: 2
}
1,
"rowneruuid": "0685B960-736F-46F7-BECO-9E6CBD61ADCT"
}

"aclist2": |
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1131
1132
1133
1134
1135
1136
1137
1138
1139
1140
1141
1142
1143
1144
1145
1146
1147
1148
1149

1150

1151
1152
1153

1154

1155

1156
1157
1158
1159
1160
1161
1162

1163

1164

"subject": {"uuid": "0685B960-736F-46F7-BEC0-9E6CBD61ADC1"},
"resources": [{"href":"/door/lock"}],
"permission”: 4, // UPDATE
"aceid": 3
}
1,
"rowneruuid": "0685B960-736F-46F7-BEC0-9E6CBD61ADCT"

}
{
"aclist2": |
{
"subject": {"conntype": "anon-clear"},
"resources": [{"href":"/light"}],
"permission": 2, // RETRIEVE
"aceid": 4
}
1
“rowneruuid": "0685B960-736F-46F7-BECO-9E6CBD61ADCT"
}

ACL 2 Client "d1"0| Resource Off CH$t RETRIEVE S{7tE 7t% AES LIEFHCEH
"d1"0| Server "d3"2| /oic/res Resource O Ci3H discovery & =& StH 0|0 C{at
Resource MELG|O|E{Q] URI & ZEZ3ICt Client "d2"&= YE2| Resource Of CHTH
ZHA| EICh ACE2 = "d4"2Ql Lo | £ WX|ott.

HOt Interface 25 E d1 22 MEE|= d3 Q| Joic/res Resource O Cist 2474 Z 1

-

"href": "/door",
"rt": ["oic.r.door"],
"if": ["oic.if.b", "oic.ll"],
"di": "0685B960-736F-46F7-BEC0-9E6CBD61ADC1",

]

HOt Interface 282 H d2 2 ME L= d3 2| /oic/res Resource O CisH B4 Z 1t
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1165
1166
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1168
1169
1170
1171
1172
1173
1174
1175
1176
1177

1178

1179

1180
1181
1182
1183
1184
1185
1186
1187

1188

1189

1190

1191
1192
1193
1194
1195
1196
1197

1198

{
"href": "/door",
"rt": ["oic.r.door"],
"if": ["oic.if.b", "oic.Il"],

"di": "0685B960-736F-46F7-BEC0-9E6CBD61ADCT"

"href": "/door/lock",
"rt": ["oic.r.lock"],
"if": ["oic.if.b"],
"type": ["application/json”, "application/exi+xml"]
}
]

HOot Interface 28 E d4 2 MEE|= d3 2| /oic/res Resource 0 CHoH 274 Zaf:

"href": "/door/lock",

"rt": ["oic.rlock"],

"if": ["oic.if.b"],

"type": ["application/json", "application/exi+xml"],
"di": "0685B960-736F-46F7-BECO-9E6CBD61ADC1"

]

H| 20t Interface 22 EH EE device 2 MY E|l= d3 2| /oic/res Resource O CH3H 274 Z 1}

"di": "0685B960-736F-46F7-BECO-9E6CBD61ADC1",
"href": "/light",
"rt": ["oic.rlight"],

"if": ["oic.if.s"]
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1216

1217

1218

1219

1220

1221

1222

1223

1224

1225
1226

1227

7 BEetZ=2HXY

7.1 Device OtO|HIE|E|

=2| ™ device @ Zt Device & device ID 2 A& =T}

Device = device 2HE 9| 222 MM = Device ID 4f0 28l Al | 0{0F 3Lt /oic/sec/doxm

Resource = Device ID @A (Of: urn:uuid)E X|™H$HCt. Device ID & SHESH= OCF network 2|

S& He oA TRdiof s, HEXo2 R Z40| ECt HEKXA LY A2l Device ID 2
128 device 22T Al0| ZHEEZ|O{OF SIC} Device OBT = MEHEl M device AIEHXL7t
7|Z0] HEYIA0| ZAE CFE device 2F ZS8FX| %=X| =HQIslof st}

Device = Device ID 2} /oic/sec/cred Resource & A28 33t AZ[HMEO BUAHE F K T,
peer device 2| 215 FAZ[HHEE 2ol M, Device & the
HAo 2 7tFThC,

/oic/sec/cred Resource 7} 30| U=

—

Device & /oic/sec/doxm Resource LH2| device ID & {X|BCt. Device & /oic/sec/cred
Resource LH2| XtAlTt CHE device = Cto| AZ|HAE BSEZ %ﬂ@tf device ID = device AtAlQ|
Ef

A2[HAT CHE device 2 AZ|EHAEZ FESt=0 AFBE == QUCL HSRO0|, /oic/sec/cred

Resource & device O CHsl =9 J2|HEZ Zate = UL}
Device ID =
e TOjOF BT,

o =HO0[0{Of B},

MZ=AF OIS M A AlOj= 0] MMOo
AAE B Yo Hrelgsts ol STt

ot
T

of d¥st= Hiet Z0| 2B A7t ID & device W9

OCF 2H0|A Platform 22 =E2|& 22| device = =39 Device € ZAEY = QUrCt
Platform 2 Platform ID 2 AIHEEICt Platform ID & MYMo =z 1N Q8{0F 3t device LHO
FZH0| EE| & HYUZ|O{OF SHCF (Of: LHE EQF N = MY & 21F5).

Z: OCF Platform 2 3%t AEX S H Y B2 2o AHE= EQF M HZ 7HE 5+ UL}
Platform O] E=2| device & ZAESHE 420 =, ZZ2| Device 0 MAEDH HEol HOHZ

HME5H7| ?lsf 2789 ML F0| ER5HA =L
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7.1.1 UAID & %= Device € Device OO|HIE|E]

OCF root CA (MM Error! Reference source not found.0 F™EENO| AHME= A=A T
HZAL QIBME AHEE M=, MZEAZE QABAM FH CN Z2E WO Platform ID & = &tsfoF SHCt,
de2fst Z20f, device ID & O M0 AYE Unique Authenticable IDentifier (UAID) 7| &0

e 48 == AL

| -

Device & AlYHsl1 H3517| 8l, Platform Secure Execution Environment (SEE)= T AEISH=
Zt2t9| Device O CH3H A+ Dynamic Public Key Pair (DPKP)S A d3l7{Lt Thd| X ZALO| 2| H
HEe st 70 7] A2|H4E (Embedded Platform Credential (EPC)E AFEY =+ RULCH AHsH
A0 &, Platform SEE = ZtZt9| Device O CH3H device OFO|HIE|E|E M/ d38t7| 28 Random
Number Generator (RNG)E A&%HCH UAID = eitherEPC 2HS ALESHA 4 dE7Lt DPC 2t
EPC 7} AHE 7tstt 4% O 22| =S AM8diM WHECLH & O AHE 7ts€ [, Platform 2 O
MMO| HYE HioF 20| FF 9| key pair & AFESA UAID & A gdliof $HCL.

~

Device ID £ device O] &7 7| & &A=l OCF Cipher Suite 25 H ¥ EZICt Device ID = CHH1t
22 e ol ddEt

1. Dynamic Public Key 2| OCF Cipher Suite & Z7d%tCt The Cipher Suite 7{E-= Device
2ot HFLIEIO AMEES OZ=PHHZE  SubjectPublickeylnfo  LHO|  AtEEE=
Algorithmldentifier 2| & %2t YX|s{OF 2ICE CipherSuite 2 1R Y2 CHZ Ol A 40|
‘csid” U422 AHESICE Dynamic Public key € 9|8t OCF Cipher Suite 7} Platform 215 A
(EPC) LHO| Zt2[ZHZl ciphersuite 2 CHE = OCF Cipher Suite 7| AM&E 0| F2|5}7|

HFEFC},
2. EPCERH WHE 370 7|2 ¢S F=oCt F=E 242 2S5 M SubjectPublicKeyinfo
LHoll E2|=l subjectPublickey 2| Ztof CHEsjor $tCt. 0|8f, O|ZHE EPK 2t $hCt.

ASMEREH S7| 7|7k FEE|®, Algorithmldentifier 7t 213 A L2l CipherSuite O CH$t
Ol =2kt LX|SH=X| =l

3. DPC 2Z8H 37719 @& FEoLt. ==& @2 SubjectPublicKeyinfo LHO| Ho|&
ol

o
subjectPublicKey 2| Zt0l Ci-&3l{OF tCt. O[3t O| A4S DPK 2k L.

—_

4. Cipher Suite & SllA[E ALE3HAM LS A LretCt.
h = hash( ‘'vaid’ | csid | EPK| DPK | <other_info>)
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Other_info & 1) /oic/d WOl Zt2[Z{Z device type (H7| TE2ZE HM=AO] 2o HEE =+
A=), 2) & Mel 3 7] ¥o| EXst= 8% (Bties WEELD, CHE Stbte S8l =2

— o
d8ElE), &8 3 717 & ZE

5 hel M5 128 HHEE F A XtECH
UAID = h[0:16] # leftmost 16 octets

6. Ct21t 20| HO|LH2| UAID & ASCII 2EZFo 2 H
USID = base27encode( UAID )

rio
ot
n

def base_N_encode(octets, alphabet):
long_int = string_to_int( octets )
text_out ="
while long_int > 0O:
long_int, remainder = divmod(long_int, len(alphabet))
text_out = alphabet[remainder] + text_out

return text_out

b27chars = '"ABCDEFGHJKMNPQRTWXYZ2346789'
def b27encode(octet_string):

nwnn

"""Encode a octet string using 27 characters.
return base_N_encode(octet_string, _b27chars )

7. ‘urnwusid:’Of USID o 2E & gtE 70| 20| Device ID o X[T 2ET 42 EIdoCL

urn:usid:ABXW....
371 719 Q1R E0& SubjectPublickeylnfo 8 22 RFC 7250 Off 7|& & &AlS ArE8l0F tet

7111 UAIDQ| HS

MZ MM El Device ID (UAID)RF 370 7| # (DPC)S AtE 7H53IE=2 ¢t2{H device Platform 2
LHZHE 7HQl 7] (MZ=AF W& 370 7] % ASMo| ti8)E AL&sHM A (Platform)0| AXMZ
DPC @t UAID E MXM3t0] DPC 2| AHE HMAZ Lt device /XA LUBIAUS S EBSHe
EZ0| MBsior $HCh Ol EDH Mt DPC 2F UAID OAMSl AtES sl MENAIZL F=At
ISMERE device ¥ ABME HMZIHS &Y = ULE ot ME|HO HE+& device

=
SEE o] &= 2|20 | EtCt.
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1306

1307

1308

1309
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1311

1312

1313

1314

1315

Dev_Token=Info, Signature(hash(info))

rot

gng|

il

Signature algorithm=ECDSA (EPC L & DPC Off 7tsst At 5 2 = ALh
Hash algorithm=SHA256
Info=UAID| <Platform ID> | UAID_generation_data | validity

UAID_generation_data=UAID dd0| AtEE A 2|52z FEE HO[H.

\J

Validity=¢ Et¢le] = 7|7t (E20| f&% 7|7h

7.2 Device 283

d
N
or

ot
o
o

i
m
m

Of M2 T MMHO|C} Device= F=3t AZHES AL ¢
C o
—

Hot B Fel =2[™ JHAOICE. Device 7} MZ =7|3EAS Fole A
device 2729 d™2 0|0 2|8 device 7t OBT Off CHs{l XtAlo| OFO|HIE|IE|E FHD

device Of T3 XtAlo| OfO|HIE|E|S FH3l= mz N A0|Ch Of
MEHS A 502 CF2 OBT 7} device O CHSH 22| XIOIS RSt HS WX/EHA

e f

E S 287 Yle dEIQl A device E M= AO0M A[EDIDE ARH
~ =3 Z:

— [=]

a. Platform 02| OBT 2] 278 (PIN AF2).

m

rn
n

o Iz
w
N o

>
0
Y

O| Z2MAE= OBT 7t &4t device 2| /oic/sec/doxm Resource 2| "Owned" Property

o[H2

b. Platform o] 32X, 22, & 1 9| Platform 18 &84S FEStE HZEAS QS A.

3. device At 4

oA

4. device 28t 4

ox

5. device 27X X[ (0ll: OBT 2| Device ID).

6. Device O 2FXte| J2[HES T2 H|X .
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A device 2| ‘Owned" & EHE TRUE 2 AH.
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7.3
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HOF StCf.

.
(0]

1322

il
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Ho

(OTM)2

l
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Ck. 22{Lt, OCF

-
ot

1O

1324

1325

1of

<0
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o
ojn

[ R=|
=

x|

INPSPS el
14

M=, S=At7t OBT SaA2te

Egtels

=5 ot7 A orefo] L&l 7to

1328

K
K0

M Error! Reference source not found.

Ml
=1

M-S etCt. (

1329

1330

7t 3t

F

K0
Joil

!

s 837 {4l

=
—

device 295 0| Y8 (doxm) Resource

1331

ZE OTM &2 OBT 7t device 2 92 A< LHO|AM FO{X Al device Of CHal 7+ =

1332

[y,

ATt device 7} X[ ¥3

SHCH OBT =

o

[e]
OBT 7} device M < LHO|A F2[HAE EF

ol

=2
=

1334

1335

Discover New Devices Sequence

MNew Device
(UUID AT1C300- .

3

Onboarding Device
(LUID BOBwoom- .

)

/

Find new devices that are unowned. Device identifier may be obfuscated for privacy (not show).

Discover New Devices

]

FALSE

1 GET foic/sec/doxm?owned

], "owned":FALSE "deviceuuid":"FATCExxx-. .

Soxms™[01 2

Mew Device
(LUID AT 1 C300- .

3

Onboarding Device
(UUID BOBMoo- ..

)

1336
1337

E 13 - M3} Device A&
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1338

1339

1340
1341
1342

1343

1344

1345

1346

1347

1348

1349

1350

1351

1352

1353

1354

1355

1356

1357

1358

device D& i 0|3t E QA

£ MEstes A0l %Ef.

uest device 22| discovery 7

rir

A—"l ﬁ Error! Reference source not found.

M-St

CHA| A4
1 OBT 7t 4111 device 7t Ot&l AR X7t Q= AEfOIX| =HOISHT}
2 ATt device 7} 298 ME{jQt X[t AF3 O WHE E&SH= /oic/sec/doxm
ol 233 O[O O] HAE = U= LA
§

E 2 - A1} Device &M HM

S £ device 2R W O|F W2 ZZX EF device 28T O[T
D4op Bt SR EF Y
.|

evice Of gt OBT OfA 2l d=i={ol

o oz
a

o
CHSt /oic/sec/doxm Resource AE!
device O|AQ] AZ|d =& 2 AT
Z2HMES Zost= A0l Lt

25
2 0BT Of 23
ol AlZ|M 3l

=

ot
mjo

a4 EY 293 O/ &Ho| XF MEjs A device 7t OBT & 2335t OBT 7t
device £ 21 = ULE st}

AQF O|HO| OjojA F7}HQl ZzH|XY
O,

N
Sk
m
o
b M
o)
(o)
_|
[H
o
Ral
oC
K=}

| o8 F2otE= 397t AL

7.3.2 SharedKey AZ|HE ME

SharedKey F2|HE2 2EI0 AtEE+= DTLS 3HE*1|0|3§—'?’—E1 7|Q18k=  key_block
#=A35LE PRF & AFHA| =ZEICH Server 2 Device OBT £ 334 HE HEHO| ZHN
g2 L5 8 22l ALt ArETtCt.

o
0t0
ﬂJI

SharedKey = PRFASecret, Message);
o 7| M,
- PRF = RFC5246 MM 50 F2|& TLS 1.2 PRF & ALE3}i0F 51,
- Secret = DTLS handshake 25 E 7|2l5l= key_block 0|11
= RFC5246 MM 6.3 F=x

=  key_block 2| Z0|& cipher suite Of 2|&
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1359

1360

1361

1362

1363

1364

1365

1366

1367

1368

1369

1370

1371

1372
1373

1374

1375

1376

1377
1378
1379

1380

1381

1382

1383

1384
1385

1386

1387

1388

e (Of: TLS_ ECDHE_ECDSA_ WITH_AES_128 CBC_SHA256 2| Z% 96 HIO|E,
TLS_PSK_WITH_AES 128 CCM_8 2| Z2 40 HIO|E

- Message = Ct22| Fgo|H,
= X 22 2HE Q3 DoxmType 2E & (0f: "oic.sec.doxm. jw")
o =7 DoxmType O T M= "MM 13.1.1 OCF Fo| 2f# O LY &=
»  OwnerlD £ device 28 A 4 &X}9} SharedkKe & {XISHE devic & Al#d8H7] 93t UUID O|Ct.
e RFC4122 M 412 0 78 E Htt Z0| raw HIO|[EE AtEStLt.
= Device ID & 21t device 2| UUID Device ID O]},
e RFC4122 section 4.1.2 0 73 &l HIQ} Z0| raw HIO|EE AREBHLE
- SharedKey Length & 32 octet O|C}.

6 octet O A+EEICt

»  0|Z9| DTLS MH0| 128 HIE 223} cipher suite & AHESH &Z 9| 1
HEE Aot}

o}
256 H E &3} cipher suite & AH&3t= DTLS MM 32 octet M &

733 SAM 32|W Yy

AFA FzHMe Hob Uue EAS 98 Device O OJ8) AFBECL ABME CMS E& 9%
OIZ7| 2 (CA)O I8l WHEILL O CAE HZ7H0| Device o 4% S 9lef ABECL ASA
YHS QB SHY NP ABL 2 AHO| 0|% BN FHBC

7.3.4 Just-Works 28 3H 0| HitH

Just-works &G # O™ HHE2 ARXS HELA LHOAM device 2 TZEH|XHZ ot 2ot
Aol &0 ArEEl= MM I/ 7|2 O 7| J2(HEZ2 MMsict F7t&el Je2|dHd 8l

Resource 2| Z2HXE2 2fd 2730 O|0{X|= LHHQ THAOICE ot Z2 AMH SR 7|5

SharedKey 2t11 3HCt,

8 O ZEMNAE OBT 7t At device o 2l TAEL|= Device OfA /oic/sec/doxm
Resource 2| "owned" Property ZAME &8 2/ XA7F Gle HENQ| A1t device & EMSt= A0 A
NESE-l3s 3

OBT 7t device o| 27 EX| g2 HEIE =2QISHH, Just-works &7 & O &
7| ge] ZEEZEE anonymous Elliptic Curve Diffie-Hellman (ECDH)7} AtEE|
T2 M0 o[ &Hot

g4 AlOf|, OBT
DTLS 7| I

4

i
[
=
2
[—

HF

CtSot 22 OCF Mol 32Xt £74 ciphersuite 7t Just-works 2/ # O™ B0 At EICt
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1389

1390

1391

1392

1393
1394

TLS_ECDH_ANON_WITH_AES_128_CBC_SHAZ256,
TLS_ECDH_ANON_WITH_AES_256_CBC_SHA256

O[22 IANA O SEZ| UX| AOLA, ciphersuite af= AFN QI ALE2 ol Ol = F (0xFFOO
0

| x|
~ OXFFFF)Q 2 2B SEHEITH ST ghe 22 0xFFO0 T OxFFOT O]t

Perform Just-Works Owner Transfer Method

On-boarding Device Mew Device
(UUID BOBOxoo-...) (UUID AT1C300-...)

Execute Just Works Owner Transfer Method )

5 ClientHello(TLS_ECDHE_ANON_WITH_AES_128_CBC_SHA256,cookie)

Onboarding device selects the oic.sec.oxm.jw owner transfer method and executes it. Il\]
E 1 POST foic/sec/doxm {... "oxmsel"0 . .} ,;E
E_{ 2 R5P 2.04 E
E 3 ClientHello(TLS_ECDHE_AMON_WITH_AES 128 CBC_SHAZSE) }E
E{ 4 HelloWerifyRequesticookie) E

ServerHello(TLS_ECDHE_AMOMN_WITH_AES_128_CBC_SHAZSE)
6 ServerkeyExchange(ECDH FPublickey + ECC Curve Param)

! ServerHelloDone()

! 2 ClientkeyExchange(ECDH Publickey) !

i~ ChangeCipherSpec + Finish ol

:J 8 ChangeCipherSpec + Finish |

— :
On-boarding Device Mew Device
(UUID BOBOMoo- ...} (UUID AT1C300- )

E 14 -Just-Works 2§ 3H O|F ttH
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1395

1396

1397
1398

1399

1400

1401

1402
1403
1404
1405

1406

1407

1408

1409

1410

1411
1412

1413

1414

1415

1416

1417

THA| 29

1,2 OBT 7} Device Of "Just Works' &S MEHSIH 2SS EX|SIC}

3-8 | 94X Diffie-Hellman & AF3HA DTLS MM 0| & =IC}
T 0 Y2 ALKV SR 349 FA ARl f(» S XSt FZ HEYA

LHO A RS sdsH7| /AT AT F2[E FUSS 7HFI L.

— AA

7.3.4.1 HOF 1@ Atgt

2| F Diffie-Hellman 7| &2|= St SAXOA FFsict o HEel ALE0 A0M = OBT 2 A
(o]

= =
device 7t & CF 3Z45t= device 7t gl HWH QtHsh stFoMe 2ETE ©HEZE SHAM ‘just-
7

Y- O| OfLICt
A7t device = £F/E device 2 TEE[7| HO| Z2tO|HA| 2H FHZ YX|SH| 28 guest
device 2 Fgkl= 2 27d O|H0| Tdsts 22

[ =
MM Seto YAl Zxat CHE = Ue o”'-_r”“°| device ID & FHolof otCt OBT & F&E Device
ID 7} 7| =0 AFR |1 U= Device ID 2t =X RE=X]

Ae AO|2tH 7|Eo] AE|HMES MESHM 2ot M

HJIO°
fot
u
o J
n

22 =l device A2 HAE S 7HE AL KX A2 Device = 4=l device & 712|7|= AY £ AULE

7.3.5 Random PIN 7|8t 2§ 3 O|H HitH
Random PIN 2 LMt device 2F OBT 7te| 22|A 2/ S &SI FSUA 342 SRS =+
i’itr. Device & CH | 22 Sl OB S 2 Sl xf<olzt

OBT 2} M F Device & Y 9 K22 Sl A Device Of 22|HOZ WNATOZMN F17+7}
AR O[S QISR SHE 7| e A0 PIN 2 AHESHCL.
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1418 7.3.5.1 Random PIN 283 O|F AR A

Perform Random PIN Device Owner Transfer Method

Onboarding Device New Device
(UUID BOB:oook-...) (UUID AT1C300¢...)

Execute Manufacturer Certificate Owner Transfer Method /

Cnboarding device selects the oic.sec.oxm.rdp owner transfer method and executes it. L\]
I I

1 POST foicfsec/doxm {... "oxmsel™ 1.}

i e
< 2 RSP 2.04 |

Compute PPSK following RFC 2898; PPSK = PEKDFZ(PRF, PIM, MewDevicelD, ¢, DkLen) b]

| 3 ClientHello(TLS_ECDHE_PSK_WITH_AES_128_CBC_SHA256)

>

4 HelloWerifyRequest(cookie)

3 I
' 5 ClientHello(TLS_ECDHE_PSK_WITH_AES_128_CBC_SHA256 cookie) )_1
| ServerHello(TLS_ECDHE_PSK_WITH_AES_128_CBC_SHA256) !
i 6 ServerkeyExchange(ECDH Publickey + ECC Curve Param) |
'_( SemverHelloDone() !
|7 ClientkeyExchange(ECDH Publickey) !
i ChangeCipherSpec + Finish >
l‘ 8 ChangeCipherSpec + Finish |
; l
Cnboarding Device New Device
(UUID BOBoooo-..) (UUID AT1C3x00¢-..)
1419
1420 E 15 - Random PIN 7|8} & 53 O] i
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1432
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1435
1436
1437

1438

1439
1440
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1442

1,2 OBT 7} Device 0 ‘Random PIN' &t & MEHSIR S

o

=

rot

Ct.

PSK 7|8t Diffie-Hellman ciphersuite 2 AF&3iA DTLS M4A10| 2t EICE PIN O] PSK
o2t H 2 M-S ECEH PIN 2 &1t device O oI5 FE{(2 HEEO A7 device 2
OBT Zt0| 24 HHAEE 2Edt= Y 2 MES S et 2o JE2

—| =
S0t device 7t S35 ZHBHA| BOLM PIN S 7t2M K| RotE5 ot= ZAO|Ct,

=/

H 4 - Random PIN 7|8t 29 H O]T gitH AbM|

Ir

random PIN 7|8} device 283 O HIEHE2 RFC2898 O 2ol Hol=
(PBKDF2) & CHY 2 HAIS &3t PIN &S ALBSIH A 37 7|2 4 d2Ch PIN 215 A
1

7| (PPSK)= PSK & 2tOt=0|& TLS ciphersuite 2 XS &I Ct.

O|AF U= MM 7|5

PPSK = PBKDF2(PRF, PIN, Device ID, c, dkLen)

PBKDF2 7|52 Ct51t Z2 metojHE L0t

PRF —RFC5246 0f 2|8l Ho|=
Sl 5.

M3 device 2 UUID.

TLS 1.2 PRF £ AFE3iCE
-PIN - Y 9 xHde

Device ID -

*RFC4122 M4 412 0] 73 & raw HIO|EE AESHCE.

c—1000 O 2 X£7|3}5l v 2z

- dkLen —-EZ= &l PSK 9| octet EHR|9| &38t= Z0|.

7.3.5.2 HOF 718 AMgt

Random PIN HAHL|ES 202 PIN o HEZIO| oESILt AEZLV} F

MESHE S A 2E2Ee LR2 Z2HXNJE 71X F2HEE S5 &= 827t
ULE E3|, Z2HMEE Od 7| A2HES SS5HH SAXNI 22E device 2 71 =+
UA = T

=22t FAE S40 tSot7| ?lsiA= PIN 2| MEZTE 40 HE O[22 5t= A0[ FLt 12

2 3=
Xt2[e] =Xt PIN, 8 2At2| =Xl (0-9a-z), =& 7 242 HAEA ¥ F=Xt PIN (O-9a—zA—
£ 02 & = QUL SAXI HEYI oM &5 MEY If S 34
A

OBT 2 device ZF| HAIX|E 7t2MAM 8L &+ UCL M
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TESHY| ot 20t O Y Q HHH
g S4X0A +=E5HH, ol A N A0
e o H7HLE2 OBT & Mt device 7te| Z2FO0| ZRst=E MEHsIE= A
X7 i o xfEols HYSHK| Y A2 JHYSCE O0OB M'E9l Ol Z, device
ool 2T PIN & HAY = UCE CHE OE, device O PIN £ 2D HIZ
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rot
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7.3.6  HIZAASM 7|8 /A Ol YH

MZ=AN QIBM 7|8 A5 H O HH2 ALY 2|6 device O LHEE QIFSME ALESHOF St
—
= d

o
°
MEE OBT E AMFEY = 2, O evice @} OBT ZtQ| Trust Anchor £ A SICE,
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1475

1476

1477

1478
1479
1480
1481
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1487
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1489
1490
1491
1492
1493
1494
1495

1496

1497

1498
1499
1500
1501
1502
1503
1504
1505

1506

a27d O AL AlOf, device E AERSl HESRA “Oﬂ ’.‘_ﬁ device 7t

SHSIEE St ZEMAONAM OBT £ device 2| OfO|HEIEIE 2T IS M HolHE
7t H O 71E ALESHOf oth 2EY ZRMAE ChE0 22 JHE BHA S ZEotr)

1) Pre-on-board &

a. MNZEAL Q1B AN E E&SHE Device 2| A2|HIA Resource (/oic/sec/cred)2| A 2|HA
24 OF2ol £40]| s A HE|0{of oLt

i. subject Property 7} Device & 7}+2[7{0F StC}
ii. credusage Property 7t A2|HIE0| M ZAt QISME ZESt= AS 727 =
A E & "oic.sec.cred.mfgcert"s ZE&ts|{OF SO}
b. HMZEAL 21EAM K Q2 Trust Anchor & Z& 3= optionaldata Property 2 EH7H| A& &I

SRS R*ol publicdata Property Of Z%&t%|0{OF SHC}
device = 1R8I0 EH9| ECC H| CHE 7| M-S Zets|of stCt,

d. device 7t %;‘._4 O|Tol Y22 0BT 2 2152 27 M=, OBT 7t SE &0 U1
29| Trust Anchor Off Q|8 M=l 1 QS £ O| ECC H| CHE 7| A4S Qs

IZME F S8t U U2 ZtFoiCt
e. A8Xts HEYA MM HE} AHE FE (8
O E2|AHOIME TP}
2) OBT = ECDSA & AFE3liA Device E 2155t
T

on
Ok
rir
ox
i
>

o
2
X
O
o
_|

Device £ OBT MY & &Ql5t7| 23l OBT & QS 5t= Ed<7t ULt

3) 2152 HIfstH, Device = HIi O|FE LtEILH I Ready for OTM HEfE T|ZO0t7}OF SHCF,
O1=2 438t H, device 2 OBT = &4 El cipher suite Of 2t Y53t 22 S = 3| of
ShCt

7.3.6.1 QAZAM m=2nid
Device PKI LHOIA, Q1B A LHO| subject Off CHs{ CSut Z+2 A0 AMEE|O{OF $IC

I- = o
°F s1ZS Y% 2Ho= N e SHE root 7t Uk HOE WL BIA MY X SH

—

root = 2SAM M (CP) EAM H &*z@ RFP 2AM0| 7|&= OCF 7|8t =2 M A0 9|8 &Ql=ICt
Z} root & SfL} O|&2| DEV CA & ZLAlsI0 7HE N ZALO| A Xt2|Z M Z=At DEV CA & Z3siCy,
HZEAE 249 MZAF CAE QEEXE Z2EE &= UL Z MZEA CA £ BtL 0] 42| Device

Sub-CA (M ZH7HANE H&stn StLp 0|AC| OCSP responder (O ZH7HX])
CIZMof st H 7| =ole &9 ASZ2l CAOl s LEE CRL O ofs CH

UALE.

> M
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1507
1508

1509

1510

1511

1512

1513
1514

1515

1516
1517

1518

1519
1520

1521

1522

1523

1524

1525

Root CA

» A |
Manufacturer 1 Manufacturer 2
DEV CA DEV CA
______________ Coo_____.

I~
Manufacturer 1  Manufacturer 1 : Manufacturer 2
DEV sub-CA1 i DEV sub-CA2 | | Device Certificate
1"

/ \

| 4 2 |
Manufacturer 1 Gateway sub-CA
Device Certificate Certificate

\

4
Home device
Certificate

£ 16 - H=AM ASM AS
Root CA: C=<country where the root was created>, O=<name of root CA vendor>,
OU=0CF Root CA, CN=0OCF (R) Device Root-CA<n>

DEV CA: C=<country for the DEV CA>, O=<name of root CA vendor>, OU=0CF DEV
CA, CN=<name of DEV CA defined by root CA vendor>

Manufacturer DEV CA: C=<country where Manufacturer DEV CA is registered>,
O=<name of root CA vendor>, OU=0CF Manufacturer DEV CA, CN=<name defined by

manufacturer><m>

Device Sub-CA: C=<country device sub-CA>, O=<name of root CA vendor>, OU=0CF
Manufacturer Device sub-CA, OU=<defined by Manufacturer>, CN=<defined by

manufacturer>

For Device Sub-CA Level OCSP Responder: C=<country of device Sub-CA>, O=<name
of root CA vendor>, OU=0OCF Manufacturer OCSP Responder <o>, CN=<name
defined by CA vendor >

Device cert: C=<country>, O=<manufacturer>, OU=Device,

CN=<device Type><single space (i.e.,, " ")><device model name>

o OU=OCF (R) Device 2t CN= naming element 7+0j| CtS1} 22 M HYH 247t
<

ZotE = QUCE O|F2 Yolel =ME LIEHE £ UCH OU=chipsetID: <chipsetID>,
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1538

1539

1540

1541

1542

1543

1544

1545

1546

1547

1548
1549
1550
1551
1552

1553

1554

1555

1556

1557

OU=<device type>, OU=<device model name> OU=<mac address>

OU=<device security profile>

e Gateway Sub-CA: C=<country>, O=<manufacturer>, OU=<manufacture name>
Gateway sub-CA, CN=<name defined by manufacturer>, <unique Gateway identifier
generated with UAID method>

e Home Device Cert: C=<country>, O=<manufacturer>, OU=Non-Device cert,
OU=<Gateway UAID>, CN=<device Typle>

Gateway Sub-CA Off 2ot 7|= T Z: HMZAZE XFAIQ| Gateway £ Gateway Sub-CA 2 7| S3HEE
St Xt g U= Device Sub-CA 215 A L{OIM B2 ZO| Hof Ztof MEst gf2 HEA2EM 0|E
+=88 A Xl sub-CA 7t Gateway Sub-CA Of CA AEME LHUSIEF ooF Ll Gateway
Sub-CA 9| =& MUY US £ YOS T Z Gateway Sub-CA ID Of Csll Hs & 7|#S ALE5H0F
StO, Gateway 7 37 7| ¥& Z10 AL =2 HOIEY Ol 371 7|9 SHAIE ALESHO A O] EQO]
AMYEXLE A ASHI| 5 UAID ¥ 12|F0| AFEE|0{0F 3t1, O|= Gateway Sub-CA 21E ALl FH|

ZE Uof dYett

Of

ME 4dot=0l AFEE|0f0F BtLt. O]2{3t Device

H 9| Device Sub-CA 7} Gateway Sub-CA ¢! ¢S
E O AFE3SHA| BEOFOF BhCt,

Sub-CA £ H| Gateway device 21T AME LA}

rr ol

-

a
rlo

Gateway Sub-CA QIBZME Z&SHE CRL 2 Gateway Sub-CA HFOf ZHE ZFExjEQl

[
- [
MRS Hot7| ?ls 27| 2ECts EE2 LA OF ohLf.

b

o

Gateway Sub-CA 0f 2J3ff ZHE Device ASAM= OCF F2t CA Of o8 TAHEIX| UUS

7t2|7|7] {18 OU=Non-Device cert & Z&}3|{OF 5HC}.

HH AT} DirectoryString (i.e, O=, OU=

)
A& |0 OF St Of ot MEYS AL A= CHEZ2

2 @& PrintableString S UTF8String Ol
b 20| Z3trt.

e PrintableString: Ct21F 22 US ASCII Xt (ASN.1 0| 2|8 27 &[=)2 22T Xt
[y 2k

A B, .. B6Z
a, b, ..,z
o, 1,..9
(S ()+,-./:=72
o 1 HIO| BE H2 UTF8String. O|E £0{, 1 0| CtE EXt £= I X S AHES
FH B &4,
CVC CA = MEE Aes 7170 2 AZEQO HIAF, AA"” BE|X, E= 1 52| Device O
Lot AZEQIO O|O|X|0f MBSt= 7HA0f CHsH AS MO M7 fIgt cvC ZEE LASH=0
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1558
1559

1560

1561

1562
1563
1564

1565

1566

1567

1568

1569
1570

1571

AMEELEH CVC CAE ZE MY 0l20f= o =0 tsiME ASME MB B ZHSHA| BEOHO}
SFCf. CRA] o, CVC CA &= CVC =0F O[2[e] 1 ot 200 £3t= AS A0 CHsiME MY &

T

FHSHXA| GEOFOF SFCL.

n

7.3.62 QUSM {3 O[H AL HOE TE A

device 2k OBT ¢to| 2Tt &= QB S 2?8, device 2 OBT = = Cf &2 Mz AH = 2AF
78K HAsel ZeEtd = RUOOF BiCy O|AEZ OCF 7t O|F2| ZE OCF Trust Anchor 7}
E&kle 33HQ Trust Anchor & M33t7| @8l 215 7|& (0: Symantec, Verisign )2 25 H

S
MHIAE F S 227t ASS FAISHT]

O
lvs]
_|
Ir
ro
T
on
o
e
=2
o o
D
<
0
(0]
—
ro
ol
els
o
_<')_|-
n
[
5
-
o
oD
<.
(@)
('D
o
oD
<.
(@)
(0]
0z
10
o2
=
ikl
ro
o
wv
(@]
C
a
(0]

Device 7} OBT 2ZEQ|0{E Q=X
ATEQINE HYESIAHLE AL
MM A F2[HA Sl/EE= JOIEET /EHEA
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1572

1573
1574

1575

e

7.3.6.3 HIZAL ASM 7| 27 O YH AR

Perform Manufacturer Certificate Owner Transfer Method

Onboarding Device Mew Device
(UUID BOBwoo-...) (UUID AT1C3H00-...)

| |

Execute Manufacturer Certificate Owner Transfer Method ) |
Onboarding device selects the oic.sec.oxm.mfgcert owner transfer method and executes it. I\_\]

I I

i 1 POST Joic/sec/doxm {..."oxmsel™2,...} }:

< 2 RSP 204 |

The Manufacturer cert private key is used to sign handshake messages. Cerificate b
attests the device manufacturer and static device attributes.

I I

If device requires authentication of the on boarding device, it will resaolve the b
on boarding device certificate to its embedded trust anchor. Otherwise, it will
implicitly trust it.

I I

' 3 ClientHello(TLS_ECDHE_ECDSA_WITH_AES 128 CCM_8) }:

:{ 4 HelloWenfyRequest{cookie) |

5 ClientHello(TLS_ECDHE_ECDSA_WITH_AES 128 _CCM_8 cookie) }:

: ServerHello(TLS_ECDHE_ECDSA_WITH_AES_128_CCM_8) |

. Certificate™ |

| SenverkieyExchange(ECDH Publickey + ECC Curve Param) !

' ServerHelloDone() !

| Certificate® :

' T ClientkeyExchange(ECDH Publickey) |

i ChangeCipherSpec + Finish -

:_E 8 ChangeCipherSpec + Finish !

: :
Onboarding Device Mew Device
(UUID BOBwoo-...) (UUID AT1C3H00-...)

£ 17 - HIZAF UASAM 7|8 273 O] AL
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1576

1577

1578

1579

1580

1581

1582

1583

1584

1585

1586
1587

1588

1589

1590
1591
1592
1593
1594
1595
1596
1597

1598

1,2 | OBT 7} Device Off ‘MZ=Al 2ISA B &S MESIYES SXISCE

M3 DTLS M4 0| =& ElCt

3-8 | device O MZ=AFQIZAM B M OBT ABME
2t property & E85t= H|O|HE

device 2| M| Z Al Q1B A& Device &3t & EOF

CaiaE A O
Zoteh 5= QI

e >—

H5-HZAASAM 7|8 233 o|H UHEH &4

7.3.6.4 HOF nig] A}gH

MzAL 21EM i 7= ZHel 7171 Hi=X| e F=o Szt 2E5S ZA1 Platform O

L=l C

Platform R Z=AE MZEA ASME 25D 742 7| E= HFLES St

CHA M Z=AL QIEME ZEESH= Platform O 2|3l 52| Device instance 7 @AEE £ QUC

OCF & Z2X7t MZX £ Device MAS 88 2
O AH3ICEH Device A9 # O|X #H resource & O

o
AQW OF WHe BE AR OF WHo| G2t AR

e OBT&= O A2|HH EFRO| Device Off 2|8 X[ ==X| Z7EsHOF BHC}.
f

O | —
/oic/sec/doxm Resource Off 22|SiA X[ Ekl= A2|HAE EIUS Hpeto 2 M O|F O ZICt

e OBT+ OC 2 & Device & T2H|X dstrt

e OBT £ OBT O] O|F WNAE P Device ID 2t 2|HES K| SHCt,

e OBT 27¥ A% L300 A/ HEYJIO AMASHI|of Z&23H O[X FH2[0f
M3 eHCt.

e OBTE= FI7tFQ mZH

o
TdEE Z2HNE HYS FRIfME eI

MY EAS +UE + AXD REAE

o
n
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1599

1600

1601
1602

1603

1604

1605

1606

1607

1608

1609

1610

1611
1612

1613

7.3.7.1 Sk EE 253 O|H ARA o

Perform Vendor Specific Device Owner Transfer Method

Onboarding Device Mew Device
(UUID BOBxoom-...) (ULID AT1C300-..)

Execute Vendor Specific Owner Transfer Method )/

Cnboarding device selects the oic.sec.oxm. <0xFFO0 - 0xFFFF= owner transfer method and executes it. Il\]

1 POST foic/sec/doxm {"oxmsel":.0XFFO0}

A

3 Do vendor specific owner transfer method,_

1
| 2RSP2.04
]

I
Onboarding Device Mew Device
(UUID BOBooo:-..) (UUID AT 1C300-...)

E18-3aX §8%F 253 O|H MAX

£ oy
1,2 | OBT7H 32 53 AQM O WHS MesiCy
3 | 32X SN AR OF wHo ¥8HC

7.3.8 AQA AgdE MH

OBT 9 417} Device 2| A% QIZ0| 2250 HO|El OTM Y 5 SILIS ALR3IA Y3} GZ0|
g ElCt,

2fA A2|HE2 0BT £ 1 5o HAU= ZHAo 25 MBE ASM, ALEA HESRA

]

HMA HE, ZTR2HIHY 7|5, 38 7|, == Kerberos E|ZICZ T HE &~ UL},

Jd2|2 LtA, OBT & Device &2 S Device O Device S4l2 et F718Q IA2(HEZ AT
Device Of ZZ2H|XJdg = QUCL 0|2{st A2|HHE S MY, Device 370 7|, PSK & EC{Z o UAID
ME

s= A& ATAME FEE 5+ U
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1614

1615

1616

1617

1618

1619

1620

1621

1622

1623

1624

1625

Device 2| &7AF A2|HE (OO)F &78317| <

rok

EAMl EAE CHS0F 20

a. OBT 7} Device ID 2} Device 27 At uuid & HYol0fF stCt - = 1
b. 12|31 LtA, OBT 7} Device o] 28Xt A2|HA (OC)E MHIC
StLHE &+ QUL
i OE 3234 - = 21
@startuml

ii. autonumber

9

Mo

b - = 20 O|A

iii.  title Asymmetric Owner Credential (OC) Assignment Sequence

Asymmetric Owner Credential (OC) Assignment Sequence

On-boarding Device
(UUID BOB:0ooot-..)

Mew Device
{UUID A71C300-.)

Provision the on-boarding device's public key and register the device's public key. (If using asymmetric credentials) ﬁ

1

POST foic/sec/cred {"creds™:[{..., "credtype™3", "subjectuuid”:"BOBxxxxx-...", "credid":2,
"publicdata™{"encoding”: "oic.sec.encoding. pem”, "data”: "<owner-pub-key-pem="},. ...

}

Y

_2RSP204

4 GET Joic/sec/cred?subjectuuid="A7 1 C3xxx-..."

(UUID BOB:0ooot-..)

C.

iv. £ 22

Device MH|A 7M. - £ 23

! 5 RSP {"creds"™[{..., "credtype":32, "subjectuuid":"A71C30X-...", "credid™:1, !
i~ "publicdata”:{"encoding”: "oic.sec. encoding. pem”, "data”: "<device-pub-key-pem="}...}]....} |
If certificate credential type was selected, issue a device certificate to the new device Iﬁ
i i
:J 6 Perform asymmetric credential exchange above \_:
| POST foic/seci/cred {"creds™:[{..., "credtype™:8, "subjectuuid”:"A71C3xux-...", "credid™2, |
" "publicdata":{"encoding": "oic.sec. encoding. pem”, "data":"<cetificate-data-pem>"},. .}], "|'0wneruuid":"DOUDUUUD-..."},_:
\_ 8 RSP 2.04 |
On-hoarding Device New Device

{UUID AT1C3%0x-..)
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1626

1627

1628

1629

1630

@startuml

d. autonumber

e. title Provision New Device for Peer-peer Interactions Sequence

Provision New Device for Peer-peer Interactions Sequence

CMS
Device
(UUID CBSwonoe-...)

AMS
Device
(UUID ABSw0000-...)

Mew
Device
(UUID AT1C3w0-...)

Peer
Device
(UUID CA40T0-...)

Prepa_re for Peer Device Int_erac‘tions )

Enable ready-for-provisioning device state.

1 POST foic/secipstat]{ldos"{"s":2}}]

T
T T ]
\_ 2 RSP 2.04 i | [
| 3 POST foic/sec/pstat]{fdos"{"s":2}}] i o
\_4RSP2.04 i i i

Provision the new device with credentials to access a peer device ("CA401xxx-..."). Iﬁ A
[ [ [ ]
N 5 POST /oic/sec/cred {":creds":[{..., "credtype™:3, "subjectuuid”"CA40 T xxx-...", "cradid™:5, | |
L~ "publicdata”:{"encoding”:"cic. sec.encoding.pem”, "data":"<owner-pub-key-pem="},..}]...} | i
B RSP 2.04 . | i
. 7 POST foicisecicred {"creds™[{..., "credtype™3, "subjectuuid":"A71C3xxx- " "credid"5, | |
' " "publicdata":{"encoding”:"oic. sec.encoding. pem”, "data":"<ownerpub-key-pem="}...}....} ! -
' _BRSP2.04 ! ! !
H Provision the new device with access control entries to access a peer device ("CA401X00."). Iﬁ |
! | POST /oic/secfacl2 {"aclist2": [... {"subject”:"uuid":"CA40Txxx-..", | !
' + 7 "permission”B, "resources":["n":"x.a.b.c"]},...]....} ! |
| i 10 RSP 2.04 | |
i i . POST foicfsec/ac2 {"aclist2": [... {"subject”:"uuid": "A71C3xxx-.", | i
| T & BTN " | |
| | permission™6B, "resources”:["nt":"x.a.b.c"]},...]. ..} | !
i \_ 12 RSP 2.04 | |
! Enable ready-for-normal-operation device state Iﬁ !
| T T |
i | 13 POST foic/sec/pstat[{"dos":{"s":3}}] ,‘_: |
i i 14 RSP 2.04 i |
N | 15 POST foic/sec/pstat]{"dos":{"s":3}}] | o
i i 16 RSP 2.04 | |
; T T T

CM3 AMS Mew Eeen
Device Device Device Device

(UUID CB85x000c )

(UUID ABSx000c-.. )

f. =24

(UUID A71C300¢ )

(UUID CA4D oo )
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Provision New Device for Peer-peer Interactions Sequence

CMm3 AMS New Eeen
Device Device Device Device
(UUID CBEw00e-..) (UUID ABSwoom-...) (UUID AT1CI00-.) (UUID CA40100c-...)
T T 1 T
Prepare for Peer Device Interactions J . X
Enable ready-for-provisioning device state. 5 !
T T 1 ]
1 1 POST foic/secipstat[{] dos":{"s":2}}] ol |
\_2 RSP 2.04 | ' |
| 3 POST Joic/secipstat[] dos"{"s":2}}] : N
| 4 RSP 2.04 | | |
Provision the new device with credentials to access a peer device ("CA40Txxx-.."). Iﬁ X
| _ POST /oic/sec/ered {"'-:reds":[{..., "credtype™3, "subjectuuid”"CAL0 wxx-. ", "eredid™5, X |
L~ "publicdata":{"encoding":"oic.sec.encoding.pem”, "data”."<owner-pub-key-pem=>"}, . }...} | X
.6 RSP 2.04 X \ X
X 7 POST foicisecicred {"creds™ [{..., "credtype™:3, "subjectuuid":"A71C3xxx-...", "credid"5, . X
"7 "publicdata”:{"encoding”:"oic.sec.encoding.pem”, "data” "<owner-pub-key-pem="},.. ...} ! o
| _8 RSP 2.04 ! ! !
| Provision the new device with access control entries to access a peer device ("CA4DTX-.."). Iﬁ |
! ! g POST foic/sec/acl2 {"aclist2™ [... ["subject™"uuid"."CA4D xxx-..", !
i 1 7 "permission”6, "resources"["n""x.a.b.c"}. ]} ! i
i i_ 10 RSP 2.04 | i
| | .. POST foicfseclacl2 {"aclist2": [... {"subject”:"uuid""A71C3xxx-...", 1 |
X , "permission”B, "resources™:["t":"x.a.b.c"]},..]....} | o
| | 12 RSP 2.04 | )
X Enable ready-for-normal-operation device state. Iﬁ X
] T 1 ]
| | 13 POST Joic/sec/pstat]{"dos"{"s":3}}] N |
| | M RSP 204 | |
| i 15 POST Joic/sec/pstat]{"dos":{"s":3}}] i o
| i 16 RSP 2.04 | |
T — T T
CMS AMS New Feer
Device Device Device Device
(UUID CBOMo0-..) (UUID ABS000m-...) (UUID AT1C300- ) (UUID CA40100e-.)
1631
1632
1633 Ol HAZ[HE2 0BT £ 1 2o A/AU= WA o MBE ASM, ALEA HEHI AM
1630 ZJE, Z2RHNY 7|5, &7 7|, £= Kerberos E|H2 2 FdE 5 ULt

1635 12|11 LtA, OBT &= Device #2| % Device Cf Device EAIS st F7tXQl Ig|HEg A

1636  Device Of Z2H|XJdg 5= QUCt olz{et A2|HHE S MY, Device 70 7|, PSK & ELC|E 3t UAID
1637 o= #X= ABME FLEE = UL
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1638
1639

Establish Device Identity

On-boarding Device
(UUID BOBxoo-...)

Mew Device
(UUID AT1C300-...)

Establish Device Identifiers /

Re-read owner transfer methods using the secure session and verify it is the same that was executed. B]

1 GET /oic/sec/doxm

2RSP{. oxms"[012 ]"owned"FALSE .}

-
-

The on hoarding device verifies the doxm properties match those retrieved befare the secure connection
was established. A mismatch in property values is treated as an authentication error.

]

‘ Remember the device identifier in case it was obfuscated for anonymous devices. b]

“erify device supports Client-Directed provisioning, is in "RFOTM" state, and no device state change is pending. B]

‘ Onboarding device tells new device how provisioning will be achieved. Il\]
E 3 GET /oic/sec/pstat }_E
E{ 4 RSP {. "dos™{"s"1,"p":FALSE}, "sm" 0hXO0TNK ) E
E 5 POST foicfsecfpstat {..."om™:0b0000 0100,...} }E
L{ 6 RSP 2.04 E
Cnboarding device posts the device owner UUID. Il\]
[ T
i T POST foic/sec/doxm {...,"devnwneruuid":"BUBxxxxx-..."},...}}:
<BRSP204
‘ Cnboarding device re-reads /doxm to get the new device's persistent UUID. Il\]
| i
9 GET /oic/sec/doxm ;__
i{ 10 RSP {...,"deviceuuid": "A71C3xxx-..." ...}
! !
On-boarding Device New Device

(UUID BOBoooot..) (UUID AT1C300¢-..)

£ 19 - Device OIO|HIE|E| 47 S &
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1640

1641

1642

THA| 4

od

o=z #HZett

OBT 7} E2F MIMS A3 Al doxm property & CHA| FS$HCE O] property 7t
1,2 | Y5 ¢ZF Fof| dME A SRSt AE &elotnt oi2t0|E el 2YX|= 2F

OBT 7} Z2|E E38} Device 7| Device 28 O|F Z=H|7} QB2 E|0] Y=X|

4
P4 mpepsey,

56 | OBT 7t Client Z2H|Xd 1#of5 S AS FHLL
g | OB 7t Device ID & At412] ID 2 2°F8HA X410] 4141 Device o 2RFAIAS
' T
9 10 OBT 7} doxm property & CtA| F|StCt. O] If Device = 4l Device 2| X|£X 2l

UuUID £ 2| =3t}

H 7 - Device OIO|HIE|E] M7 M|

group See @startuml

Asymmetric Owner Credential (OC) Assignment Sequence

On-boarding Device Mew Device
(UUID BOB:xooot-...) (UUID AT1C3n0-..)

Frovision the on-boarding device's public key and register the device's public key. (If using asymmetric credentials)

)

POST Joic/sec/crad {"creds™:[{..., "credtype™3", "subjectuuid”:"BOBxxxxx-..", "credid":2,
"publicdata™:{"encoding”: "ic. sec.encoding. pem”, "data":"<owner-pub-key- pem> o

3 Generate Key Fair

i{ 2 RSP 2.04 i
| 4 GET /oic/sec/cred?subjectuuid="A71C3xxx-..." ):
E 5F RSF {"creds"[{..., "credtype"32, "subje;tuuid":"AﬂCB)OO( " teredid™ 1, E
e "publicdata":{" encodmg" "pic.sec.encoding. pem”, "data”; "<de\f|ce pub-key-perm="}.. ..} !
If certificate credential type was selected, issue a device certificate to the new device ﬁ
. 6 FPerform asymmetric credential exchange above >

POST Joic/sec/crad {"creds™:[{..., "credtype"8, "subjectuuid”"A71C3xxx-...", "cradid™2,

7 "publicdata":{"encoding": "cic.sec.encoding.pem", "data":"<cedificate-data-pemn="}....}], "rowneruuid":"00000000-.."}
_BRSP204
On-hoarding Device New Device
(UUID BOB:xooot-...) (UUID AT1C30-...)
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Establish Owner Credentials Sequence

On-boarding Device Mew Device
(UUID BOBOw0ox-..) (UUID AT1C300¢-...)

Estahlish Owner Credentials )

Discover which credential types are supported by the new device. B]

I

| 1 GET /oic/sec/doxm -
:{ 2RSP{. "sct"[12481632,..]..}

| 3 Select pair-wise symmetric key credential type.

| See Figure 20 - Symmetric Owner Credential Provisioning Sequence /|
I

' 4 Select authentication cerificate credential type.

| See Figure 21 - Asymmetric Ownership Credential Provisioning Sequence )l
i
On-boarding Device Mew Device
(LUID BOBOwx-...) (ULID AT1C30m-..)
1643
1644 E20- 28X 32(HE M T2H|XY ARL
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2] CL:

1,2 | OBT 7} doxm property & FS3Al 417t Device Off 2[3lf X| & == 272 O|F
HALSS 2elgtot

O =

3,4 |OBT7t 293 Z2H|INYS sl MEist 32|H4 EQUZ AHE2 ST

1645 HE 8- 28X J2|cM sk Ay

Symmetric Owner Credential (OC) Assignment Sequence

On-boarding Device Mew Device
(UUID BOBooot-..) (UUID AT1C300¢-...)

Derive a shared symmetric key as the credential for subsequent connections with the on-boarding device. (if using symmetric credentials) b]

' 1 Sharediey = PRF (MasterSecret, "oic.sec.oxm.mfgcert”, "uuid":"BOBxxocxx-...", "uuid":"A71C3xxx-...", "68")

Generate {..., "credtype™1, "subjectuuid":"A71C3xxx-...", "credid": 1, )
"privatedata™{"encoding":"oic.sec.encoding.baseB4", "data":'<Sharedkey=", ..} !

2

| o POST foicfsec/cred {"creds":[{..., "credtype™1, "subjectuuid":"BOBxxxxx-...", "credid"1,
I~ "privatedata™{"encoding":"cic.sec.encoding.haseB4", "data™""},..}]....}

E i 4 Derive Sharedkey Locally
) ) 5 Replace the "privatedata”
! 1~ of received credential
. 6 RSP 2.04 X
On-boarding Device MNew Device
(UUID BOBxooo-...) (UUID AT1C3006-...)
1646
1647 £ 21 -8 2]% 324 Z2HXNY AL
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1648

1649

1650

1651

1652

1653

1654
1655

1656

1657

1658

1659

A Mo

1,2 | OBT 7} pseudo-random-function (PRF), DTLS $HEM|O|AZEH 7|2I5l=
OFAE HIR, 82 5o BEE ALESHAM Cid 7| 22| H4E resource property

- SharedKey € “d-d3tCt.

3 OBT 7} Sharedkey & ELHZ 2| E4 resource property T2 d-gsiiA gl
"privatedata" property {3t 7 resource property &S A7 Device 2

Mttt

r=

4,5 Tt Device 7t 2Z 0| M SharedKey & 43} 11 credential resource property

A

2t | "privatedata” property & A 4IBHCE

6 A1t Device 7t ‘48 HAIX|E ©STHCE

-8 2fX 322 olF HAl

ol
©

S3l, 0BT 7 Y8 AR A2|HLS e

2

1

e OBT & MM Error! Reference source not found.Of 7|&%E SharedKey Credential

Calculation Y& S AFE2HA Shared Key & ‘4450t stCt.

e OBT & CHAE At Device 2| /oic/sec/cred Resource 2 A 7|2 Al”E|= H 7|2

ot

e OBTO CHAE AQX AZ|HAES £=ASH, A Device = MM Error! Reference source

Sl of

not found.Of 7|&% SharedKey Credential Calculation ¥HS Ar2sjA JHEHo=Z
s

Shared Key & ‘43t 0|8 /A A2[H A0 27H XMFsHOf otrf.

—

e M Device & /oic/sec/cred Resource &
AEOM Ol 2| A Ao AFXE 2580 Fi Cf.
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1660
1661

1662

1663

Asymmetric Owner Credential (OC) Assignment Sequence

On-boarding Device
(UUID BOB:xooot-..)

Mew Device
(UUID AT1C300-...)

Frovision the on-boarding device's public key and register the device's public key. (If using asymmetric credentials) b]

POST foic/sec/cred {"creds™:[{..., "credtype™3", "subjectuuid”:"BOBxxxxx-...", "credid":2,

"publicdata”:{"encoding": "oic.sec.encoding.pem”, "data";"<ownerpub-key-pem="},...}....}

_2RSP204

Y

4 GET /Joic/sec/cred?subjectuuid="A71C3xxx-..."

3 Generate Key Pair

! RSF {"creds"[{..., "credtype" 32, "subjectuuid""AT1CIHK00- ", "credid™: 1, !
i~ "publicdata”:{"encoding”: "oic.sec.encoding.pem”, "data”: "<device-pub-key-pem="}....}]....} |
If certificate credential type was selected, issue a device certificate to the new device ﬁ
T T
:, 6 Perform asymmetric credential exchange above ‘_:
| 7 POST foic/sec/cred {"creds™:[{..., "credtype™:8, "subjectuuid”:"A71C3xxx-...", "credid™2, |
1" "publicdata”{"encoding":"oic. sec. encoding.pem”, "data":"<cerificate-data-pem>"}, 1], "|'0wne|'uuid":"UOUUUUUD-..."}‘:
\_ BRSP2.04 |
On-boarding Device Mew Device

(UUID BOB:oooo:-..)

E22-H OfH A9 A2HE Z2H| XY AA

{UUID AT1C300c-...)

|>

OBT Off ofsff H| i & ASM 27A A2|HE EFYO0| MEHEAS I

Yets dgoi ESSL) 0|42 o|=0f OBT £ 21&3t

1,2 OBT 7} 417t Device 0| 371 7| (OC)2t 274l H| CHE ErRY 3 2|HlE Resource property
O AFEE 5= ACH A

—
< —
device £ &7l 7|2 EC2 3 2|H A Resource property S 43t

3 2177 Device 7t H| CHE 7| &S 4dotCt.
4,5 OBT 7} 2 A0 M g%t Lt Device 2| H| CHE EtQ A2|HE Resource property
ee ALt o|AU2 0|20 A Device £ Q1SS AFEE £ QUL

OBT Off o3| 2AISA ~FA I 2|HE EtU0| MEH LS If

6-8

m
X
N
4
02
rn
o
i
o
@)
los}
—
N

OBT 7t H| CHE 2 QX+ F2|HE g MejstH
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1664

1665

1666
1667

1668

1669

1670

1671
1672

1673

1674

1675

1676

e OBT = 27 Device 9| /oic/sec/cred Resource Of H| CHE 2= F|Z2M MEEE

Sl 71& F7toOF StCt.

e OBT &= %It Device 2] UU
/oic/sec/cred Resource

Device °| &2 A{ A}t QI

£ SubjectID query If2t0|

=
=
| =
Lo

OBT 7t 915 AQXH AalHMg Heyorn

1

Ap4l el

e OBT = Al Device Of 2Jsf 2[EHE S74 7|& Zgstn, 4= AMESH= CA O
M™EE| D, MM Error! Reference source not found.Off HO|El OIS A AZ|HIA MM
MNEE2 EF6tE 2Z QABME ASM EEs ASA HOS dM80F St

e OBT & /oic/sec/cred Resource O ME 7T H oiE M3 7I12M MEEE=
M=l QB A H QIS FTt|{OF SHC},
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uiD HEZ XS5t Al Device 25 H
Holsliof otCt O|of CHet SEH 22, Al Device = OBT 7t Al
2 ?oi FXIsHoF St= S7H H| A = 7|E 2| EHoF L},

| o
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1677
1678

Configure Device Services

On-boarding Device MNew Device
(UUID BOBOXCK-..) (UUID AT1C3H0.)
i i
| Assign valid "rowneruuid” to security resources. | B]

; 1 POST foic/sec/doxm {..., "rowneruuid”:"BOBOXCOE.. ") };
;{ 2 RSP 2.04 :
; 3 POST foic/sec/pstat {..., "rowneruuid”: "BOBOXOO3-. ") };
E__{ 4 RSP 2.04 :
E 5 POST foic/sec/ered {.., "rowneruuid”;"CBEX000-.. ") "_E
E{ 6 RSP 2.04 :
E 7 POST foic/secl/acl2 {..., "rowneruuid": " ABSXXIK-.. "} -

_B RSP 204

Frovision the new device with credentials for CMS credential management.

|
i o POST foicfsec/orad {"creds™[{..., "credtype™3", "subjectuuid" "CBEXON- " "credid™3,

"publicdata":{"encoding":"oic.sec.encoding.pem”, "data":"<owner-pub-key-pem="},...1],...} >
10RSP204 :
| Provision the new device with credentials for AMS access management. | B]
E POST foic/secfered {"creds":[{..., "credtype™:3", "subjectuuid":"ABSXXOCG- " "credid":4, E
! "publicdata":{"encoding":"oic. sec.encoding. pem”, "data":"<owner-pub-key-pem="}...1....} 3!

12 RSP 204

Update the owned status. Device is now ready to move to provisioning and "RFPRO" state.

13 POST foic/sec/doxm[{"owned": TRUE}]

[ [

' _14 RSP 2.04 !
On-buarding Device Mew Device
(UUID BOBOXXKX-...) (UUID AT1C3XK-...)

E 23 - Device Service 7+d
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1679

1680
1681

(UUID C85x000¢...)

(UUID ABSx000¢-...)

(UUID A71C300¢-...)

£ uy

1-8 | OBT 7} SVROfl T3}l rowneruuid £ &&otCt

9-10 | At Device 0 CMS & A2|HHE S Z2H|X JtCt.
11 -12 | A1 Device 0l AMS & A2|HHE S Z2H|X JotCt.
13 - 14 | oicsec.doxm.owned & TRUE 2 AT} Device 7t Z=H|X'd X RFPRO & EHZ Q|

Mt 7| dEf= Elot.
H 11 - Device Service 74 &A
Provision New Device for Peer-peer Interactions Sequence

CMS AMS Mew Peer

Device Device Device Device

(UUID CAA0 o0 ..

Prepare for Peer Device Interactions )

Enable ready-for-provisioning device state.

1 POST foic/seci/pstat[{idos":{"s":2}}]

(UUID C85x000¢...)

(UUID ABSxo00c-...)

E24-pP2Pp HEE st

M} Device ZEH| XY A|HA

(UUID A71C300c-..)

T
l 7 I
12 RSP 2.04 ' | |
1 3 POST Joic/sec/pstat[{idos"{"s": 2} | >
E_{ 4 RSP 2.04

Provision the new device with credentials to access a peer device ("CA401xxx-_.") Iﬁ E
T T 7 I
| o POST foic/sec/cred {":creds":[{..., "credtype™:3, "subjectuuid”"CA40Txxx-...", "credid™5, i i
1~ "publicdata":{"encodihg":"oic. sec.encoding.pem”, "data":"<owner-pub-key-pem="}... .1]....} ’: |
E{ 6 RSP 2.04
E 7 POST foic/sec/cred {"Ecreds":[{..., "credtype™:3, "subjectuuid”"AF1C3xxx-...", "credid":5, E E
' " "publicdata”:{"encodihg”:"oic.sec.encoding.pem”, "data":"<owner-pub-key-pem="}...}]....} ! '
| BRSP204 : : :
E Provision the new device with access control entries to access a peer device ("CA401X00G."). Il] E
E E POST foic/sec/acl2 {"aclist2™: [... {"subject""uuid":"CA401 xxx-...", E E
' ! "permission™6, "resources™:["n""x.a.b.c"]},...]....} 5! !
10 RSP 2.04 !
POST foic/seciac2 ["aclist2": [... {"subject”:"uuid":"A71C3xxx-..."
\ H "permission”:6, "resources™:["'n":"x.a.b.c"]},...]....} \ >!
i 1 12 RSP 2.04 i |
E Enable ready-for-normal-operation device state. Iﬁ E
E E 13 POST foic/secipstat[{"dos":{"s":3}}] \’_E E
{ 14 RSP 2.04
15 POST foic/seci/pstat[{”dos"{"s":3}}] "_
‘ 16 RSP 2.04
T T T T

CMS AMS Mew Feer
Device Device Device Device

(UUID CA40 100 ..
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1682

1683

1684
1685

1686

1687

1688

1689

1690

1691

1692
1693
1694
1695

1696

1697

1698

1699
1700

1701

1702

£ CL:

1-4 OBT 7} oic.sec.pstat.dos £ 2 & HHBY 2 ZM Device & ZEH|X ' CH7| SEHZE MO

5-8 OBT 7t Device Of I[0] I2|HMEZ T2 H|X BT}

9-12 OBT 7t Device Of I|0f Device Off CHSH YA A KO 7K E Z=H|X JBHC}

13- 16 | oicsecpstatdos & 3 22 Y2 EMN Device E RFNOP & EfE 2Hdo}5tCt

H 12 - P2P 8 A1 Device ZE2H|X Y AN

7.3.9 {3 o[ U MEf Ale| Hot na Atg

OBT H/HE& OBT o ALEXOA= 4t Device 2| 273 O Alof Otz = U= OTM
SE0| et FAst 2 Argo] HEECH 0]2Y 27 Afgds 2 [ 12 0jof 5t= 22 F
2R = taa 2o

o ZLOTM O CH3H 2l0ff 7|t 22t 12f At

oy
=2
of¥
e
oK
N
gl
N
r
=
It
Jot
mHu

e Ownership Transfer & =¥5t=0 AFEEl= &

O£ &0, OBT Q| Al2Xt= 2E Y E|= 2= Device 7 Random PIN E= X XA 9IS M OTM 2
XNeg A8 a7 &= ALt

o mju

et 24 OTM EM0| EXSHH, OBT = ¢l2 AIRAZ28H 1 BHAM FS2t doxm HHE=

(GET /oic/sec/doxm)0f 27| glO] ZH0| 3{&dt= OTM & A&3dt= A0l Lt 1 THAZF OBT &

Device 72| H| QIF S/ H Y2zt AZZ Sl =HEH GET request 0 CHH response 2

LH-9-O| S SER0 Qs =%E 7tsd0 £ =0, A1t Device 0| 23§ AR El= OTM
o

EO0| AKX ofsf Hz=E 4 QULE

wat ofL|2t, &7t 2AX7F OBT @F AlF Device 7t2| DTLS MM AMIfSIEE & = QIC 33t
AL, OBT = A1t Device 7t OBT Of oJsff MEHZI OTM & X|RSIX| LAHLL 7 3AKX7F OBT ¢t
Mt Device 742 SA2 HIYSIEE Q7| IfE0| MMO| MIfH =X AT 40| gict.
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1703

1704

1705

1706

1707

1708

1709

1710

1711

1712
1713

1714

1715

1716

1717

1718

2 Amo| HTf HHL 90| AFS OTM HM| BEHE U7 U ALSX HHUS 0BT 7 MM Z
A St

7.4 TEHXY

7.41 ZZH|XY "k

A Device o 2G| AztoZ M Device 2F OBT 7o £t x{E0| HMEICE Device 2
278 HE7 AfECE HAE ZRHNYIES A& = QCh OBT = YC=E i

Device & ¥ H2|EXE ZHstD TS0 Device Z2HINY B X[£HHQl Device #2lE

St@ele| ALRSHOF st X|@ MH|AE ZRH| XY

1

mu kot

Device = Server X|& L& Client X|& ZTZH| MY ™EF

2kS A2 SHC} /oic/sec/pstat Resource &
Z2H MY M2F O S ZT2H MY AEfE Aldsict =
o

MY MHA= HEKIO| CHsh 7+
I 13.7 & & Z5}7| Hietct,

o
=
ZH

—

Moot Z2HXMY Mets ZF80F Sthh O XHMISH Areh2 MM

=

7.4.1.1 Client X|& =2 H| X

Client |2t Z2H|Xd2 Z2HXJS HAE St= Server & AN & HQoh T2H|X
[

PFE TS Z=H| X MH| 20 —I—’.'f—?_':f

I
+
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OCF Client Led Provisioning
with a Single Service Provider

Pravisioning Tool New Device
1

: :Find Devices to Pr :. :
| MNew Device is owned and supports client-led provisioning. Iﬁ
E 1 GET /foic/sec/doxm?owned="TRUE" "_E
E{ 2 RSP [{..., "owned""FALSE", "deviceuuid":"A21C-E000-0000-0000",...}] E
| 3 GET /foic/sec/pstat "_:
I{ 4 RSP [{..., "om":"bx0000,0011", .. }] |
i :Pr ision Credential R ces l; i
E PUT /oic/sec/cred [{"subjectuuid”:"uuidAPS", "credtype":"<psk>", "privatedata™ "<psk=", etc...}, E
! {"subjectuuid”: "uuid AMS" "credtype"”:"<psk=", "privatedata”"<psk>", stc...}] 5!
E!\ 6 RSP 2.01
E 7 PUT Joic/sec/pstat [{ ... "cm"="bx0010,0000" ...} "_E
| BRSP 204
: : Provision ACL Resources :. :
E GET /oic/sec/acl ["aclist™{"subjectuuid":"uuidD1" "resources™:["/a/resourcel"], "permission™"_RUD_", "validity™:" "}, "rowneruuid": "uuid"}, E
! "aclist":{"subjectuuid":"uuidD2" "resources™:["/a/resource2"], permission™"_R__ ", ...}, {Etc...}] -
| 10 RSP 2.01 |
| 11 PUT Joic/sec/pstat [{ ... "om":"bx0000,0000", ... }] "_:
| 12 Close DTLS Ssssion g
1719
1720 & 25 - Client X|& Z2H|X{'d 0f
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1721

1722

1723
1724
1725
1726

1727

Client X[ Z2H|X IS K| &ots 27E SEiC| Device & EMTICL

2 Joic/sec/doxm Resource 7} Device 2 289 MEIE AlHSICT

3 PT 7} /oic/sec/pstat Resource Ol Al 74 El &l1F Device 2| Z2H| XN HEIE
F St

4 pstat Resource 7t 2 & X[kl Z2H|X'd ZEO| EfYES 7|=THC
Device M|Z=At= £7] M && 7te EE (om)E H7G8l0F SHC}. Client X|2F
ZZH| N0 TS Om O] |0 JAX| A2 om 2fS HEZY &= /UL

5-6 S EE Ready-for-Provisioning 22 HZoCt cm 2 Z2H|™ A2|H4E 8L ACL =2
A™EIC

7-8 PT 7 /oic/sec/cred Resource & QAAEHAZISICE O]l ZZH| N Y E MH|AQF O
29| Device Of CHot A2|EHAE S ZoHC}

9-10 cm O] ACL EZH| Yo 2 M™HEIC}

11 - 12 | PT 7} Joic/sec/acl Resource & QUAEAZSICE

13 -14 | A3} Device TZ2H|HY AE| RDEJ}S|SS= ACL O] RN EASS HIYSIE 2
ALIEICE (Ready-for-Normal-Operation 25 Eff)

15 Hot MAMo| Z=EICEH

E 13 - Client X| & Z2H| XY CHA

7.4.1.2 Server X|& Z2H|X Y

Server X|& ZZH|X Y2 ZTZH| XY 2o (HEES = Server (5, New Device)Of| 2|&
22g ZEMaol detez FIMAQ Z=ZHIMIES FTSH7| S Server 0 25 ALEEl= X
New Device & AFZX QI HEf 7|8t H2S AL8SHA A Z2H|XE HEE
tCt O] OOl M= Al Device O] T2 H| XM H0f THY X[ MH|ATF AFRE|=

MH[AT} Z2H K g

ct.
S50 SE YEE Ty

rOP

Ho 2 JpAsiC}.
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OCF Server Led Provisioning
with a Single Service Provider

S

{ Determine Sellprovisiening is needed |

|

'
'
T
[

I Pracondtion Dswcs &5 owned and supports dencs-lsd prowsioning b.

1 1 Vanfy loec/sec/doxm oaned=TRUE

<

2 Venfy fosc/sec/doxm omebx0000 0001
pase—

€

| 3 Vanfy locisacipstat tm=ba0000 0000

4 V|1|fy loicisecipstat cove=be0011,1100

|
{ Begin Sever Led Provisioning - Single Provisioning Setvice |-

11

Iéew dawnce obiams p g from pi g b‘

5 Open as secure session with Provsionng Tool

v

6 faic/secipstat cm=bx0011 0OCO

e T

k..j
: Obtain Creduntial Resources for this Devi l -
:_ 7 GET loic/saci/cred H
E RSP [("creaid™:"0" “subjectuuid™ "uuidBSS" “rosid”.™ “crediype™ "1 Etc . | E
o [fesad™ 1" subpctuuid® “uuidAPS” “rokd™ " “oediyps” 1" Etc ), '
| q ersdd "2, Csubjeciud” TuundAMS” “roleid” " “cragtype™ "1 " Etc . } .
V" credid 73", "subjechud” udD1 " Mroleid”  “cradtyps™ *17 Ete . | !
v T oredid T Tsutpsctuud” "uundD2" Croleid” "7 “cradype” 17 Eto. ), '
LB} )
L ]
E : DIoic{secfpzlal cr=bx0010 0000
| _‘_.
: { Obtain ACL Resources for this Devi ' -
' 10 GET /uic/seclact ‘

RSP [{"subjectuwnd"uuidD1" “resource”.[Vafresourcel "}, "pemyssion” " _RUD_*, “validey™ " " “romnenned “cic.sec aps’),
11 |"subjectuuid®: "uwdD2" “resource™[Yafresowrce’}, "pormassion™" R__ |},

{Ete )l

1 12 joicisac/pstat cm=bx0000 DOCO

:
E!'..
T

1728
1729 &E 26 - Tt EZRH| MY MHAE ALt Server X[ Z2H|XY o
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1730

1731

1732
1733
1734

1735

1736

THA| a9
1 A1t Device 7t &7El &EfLS =HQIBHCE
2 Mt Device 7t A Z2H|XN'Y ZEE E|0] Y= AS oot}
3 A7t Device 7t EtU Z2H|X'd HEf7F M Z=H| X LS 2elstCt
4 A7t Device 7t Atdle| HXf Z2H|X ' MEf7 ZEH| XIS HRE 5t AS
otoItCt
5 At Device 7t /oic/sec/doxm & ALESiAM Z2H|Xd EE EHOt MM S JfA[BICE
DevOwner %42 SharedKey £ AH8%H TLS HAS 7{str| @/t ZO|Ct,
7 A7t Device 7t REAER 3 1 50| MH|AQ] ZEH|XJS BtESIEE Cm =
A A5t
8-9 ATt Device 7t /oic/sec/cred Resource & FSPICt O] A2 T2H|X'J &l AMH[AQ
1 E+o| Device O CH3t A 2| EHIM-E =SS}
10 At Device 7t 32| H & Resource 2| Z2H|XJS BHISH=E Cm 5 LTt
11 —=12 | A4 Device 7} /oic/sec/acl Resource & FS$HCt.
13 At Device 7t ACL Resource 2| Z2H|X Y S B E Cm & ZAASHCH
14 Hot Mol S=ECL
H 14 - O Z2H| MY S AL%t Server X| g T2H|X'J THA
7.41.3 552 X[ MHAE A3t Server X| g ZEH| X'
S| X| ¥ MH|AE $85HE Server A2 Z2H| M2 SE2 ZEHXNY XHYS S X
MH[20 2HiSCH 9| X[ MH[AQl AMEZ2 IZEH|XE HASFS 2HISHAHL HEZtE
MHIAE F45t7| @ot 2apd el oIt CH22l o= Z2H|XMd &8 AME5t0 A2[H A e
K& MH/AQFACL ZEH|XM'E X[ MH|A9] = J4o| X[ MHAE FH5t= AS EOELL
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1737
1738

OCF Server Led Provisioning
with Multiple Service Providers

Credential ACL
Frovisioning e Managemeant Fravisioning
Taal Davice Sarvice Sarvice
i ‘ i i
| | |
" : Datermine Self_provisioning i= nesded . " "
| i | |
1 1
Precondition: Device i=s ownesd and supports server-led provisioning E" ! !
T T 1 1
! ' Warily doicisecidoxm. owned=TRUE ! !
i i i
: P— : :
i ] i i
| + 2 Yerify Joic/sec/doxm. om=bx0000 0000 | |
: [— : :
! '3 Warily Joicfsecipstal tm=hx0000 0000 ! !
1 1 1
| e | |
! V4 varily Jolcfsacipatat, em=bx0011 1100 ! !
i = i i
i ' i i
| | |
: Beqgin Device Led Provisioning - Multiple Provisioning Services :
i i i
i i i i
E_‘ 5 Cipen a securs session with Provisioning TUU;_E E E
' 6B GET /foic/secicrad ! ! !
| ' I I
VRSP [(Meredid® 0", "subjectuuid”: "uuidBSS", ) ! !
r rolaid” radtypa™ 1", Ete, .} ' ' '
v {"eredid” ,mubjectuuid”: "uuid AP S H ! !
i "credtype""1" Etc... }, H i i
| ,tEubjactuuld” Ui S E", ] | |
| "crediyps""1", Etc., H | |
! "subjEctuuid” "uuidAMS", ! ! !
i Soradtype*:t1t, Eto... ) i i i
T =, I I
H i B Joic/sacfpstal cm=hx0011 0000 i i
I I I
1 ] 1 1
i 8 Closae DTLS sassion ! ! !
1 1 1 1
: : Obtain Credantial Resources for Davice Interactions ' : :
i T | i
i . . i
! Maw device obtains cradentials from its assignad Cradential Provisioning Sarvice b" !
i T i i
! : 10 Cpen OTLS session with ChS ,_: !
i | i
| {11 GET jois/secicred? CradlD = 3 - |
I ' ! I
i H did*: "4, “subjectuuid: “uuidi®, | i
H H diypa™"1", Ete H H
! : Y, "subjectuui uuidbz2", ! !
i i ‘cradtype": 1", Etc... ), i i
: :=: { Ete L} ! :
! ! 13 folc/sec/pstat, cm=hx0010,0000 ! !
| h | |
H L 14 Close DTLE Sassion i H
I L I I
; { Obtain ACL Resources for Device Interactions |5 ; ;
i i
Mew device obiains ACLs fram its assigned ACL Frovisioning Service N.
| 15 Opan DTLS sassion with APS i i
16 GET /aic/saciacl i
. >

Frovisioning
Taol

= 27 -

A
=4

-

RSP ["aclist™[{"subjectuuid" "uuidD1" "resdurce": ["fafresource1"],
17 "permission™"_RUD_" "walidity™:" "], "rownerouid" "oic. sec ap="}],

faclist”:[{"subjectuuid: "uuidD2" fresource’): [ Yalresourca”),

“parmission”:" R

Y Ete )

18 GET /oic/seciésacl

-

RSP ["acliut":[{"mlbjuctuuid":"LlLlidDS"."ruuqurcu" “fafresource3"],
19 “pErmission™ " _RUOD_" "alidity™: " "], "rownsrouid” "oic, sec. aps"},
taclist”: [{"subjectuuld: "uuldD4” frasource’) [ Yafresourcad ),

"pErmission”" R

Yoo TEignature

=SIGNATURE="]

w A

0 GET foic/sec/amac|

i

23 Close OTLS Session

21 RSP ["resource”: [{"/afresourceS”}, {fa.-'ruuu:;rcuﬁ}. {"fafresource?"}|]

22 Joic/secipstat, cm=hx0000 0000

N

e
Device

o X|# MHIAS EZRStE S

erver X| &

Cradential ACL
Management Pravisianing
Service Service

Z2H|/Xd o
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| ck:

1 A7t Device 7t 27 E AEfYS =QISHCE

2 ATt Device 7t #Z Z2H|XJ ZEZ £|0 U= WS =QIoHC)

3 At Device 7t =8 Z2H|Xd HEf7 MM Z2H|X S =lotrt

4 A7t Device 7t RHAlo] ¥ ZE2H|X Y MEf7} Z2H| XS ERE = A2
otoItCt

5 419t Device 7} /oic/sec/doxm = AIEdAM Z2HXMd F2 HOt NS 7 A[SHC}
DevOwner %42 SharedKey £ AH8%H TLS HAS 7{str| @/t ZO|Ct,

6 A7t Device 7t K| @ MH|A0| Z2H| X JE HASIEE Cm & AT

7 217t Device 7t Z2H|X'd E2 DTLS MM S S=2THC}

8 411+ Device /oic/sec/cred Resource 2EFE CMS 2t rowneruuid property & &1
DTLS &2 7HUStCt Al Device 7t /oic/sec/cred Resource 2R E AL
Az(dd g &=Ct

9-10 | A4t Device 7t CFHE device 2t2| AS0f| Bt F7tX 0l A2[HHE S QFTICH

11 At Device 7t 22| HE Resource O] ZZ2H| MY S UHHSIE=E Cm 2 AL}

12 DTLS HZ0| ZS=EICE

13 Al Device 7} /oic/sec/acl2 Resource 25 H ACL Z2H| MY U 22| MH|A,
rowneruuid property & 211 DTLS A 7WYoIC} AlF Device ZFEH ALY
ﬂal |:-||M O XI-'— |:|.

14 - 15 | &I4F Device 7t 2% Resource 02| HMAE HAISH=H AFEE ACL Resource &
F| SotLt.

16 — 18 | A1t Device 7t §A| EE= Device Resource request Off S &S Al SACL Resource £
F St}

19 —20 | &7t Device 7t VM A HOIE AHSH7| 2I5H Access Manager £ EZ8H0F =

Resource 2| HFE2 F 5ot
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1739

1740

1741

21 ATt Device 7F ACL Resource 2| Z2H| X HE HASIEE Cm

o
=
R

22 DTLS 9Z0| Z==IC}

H 15 - Ct& X9 MH|AE Zost= Server X[ Z2H| X' THA
7.5 BEEAEH 0

0 M o=HoR BUWoR UI £Y

ojo
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1742

1743
1744
1745

1746

1747

1748
1749
1750
1751
1752

1753

1754

1755

1756

1757

1758

1759

8 Device 2K T MEj H9|

MM Error! Reference source not found.0| &%=l HtQ} ZH0| Device o] 27 #O| O|ME|11 MM
Error! Reference source not found.O| &3 = HQF ZHO| Device 7t ZHE Fd/MH[AQL BHA

Z2HMEED L 22EY Z2MA7) 2= E O of2je] =H2 Device 2 4 F7| S0

o -
Device 7} & & A& CHYo YEHE HOECL

/pstat.dos.s property £ /pstat resource 27Xt (Of: ‘doxs’ £ 'bss’ AH[2)0 Q|8 RW 0|22
resource 2&FAt7t Device JENE RZHLE AHig = ULt Device 2 HEf7F RFNOP E+&
RFPRO ¢ [f, ACL 2 C}E Device Of 2|3 Device 2| &4 MOt 7SSt St=0 AtEE
ULt Device O AHEH7} SRESET € [+, Device 27X 32| EHE 0| Device 02| AMAE 5{7t5I=

+

r

SAUASH HA|Y £ UC}t Device &28AH= Device 7} RFPRO 2 Matst=0 XSz =2 &N 2
oy HA QX Z2HXNYE =S = UL

RFPRO

entry / pstat.dos.p =TRUE;
pstat.dos.s= RFPRO

/ do / If from CLEANUP_SUCCEEDED \
[OTM_SUCCEEDED] Then do SVR consistency check

[PROVISION IN G_SUCCEEDED]
/ exit / pstat.dos.p = FALSE
S j“-
r RFOTM w [PROVISION ING_NEEDED]
p _ ] [HARD_RESET_NEEDED] T~
entry / pstat.dos.p = TRUE; ( RENOP w
pstat.dos.s = RFOTM
do / doxm.deviced = NEW_UUID [SOFT_RESET_MEEDED] entry / pstat.dos.p = TRUE;

exit / pstat.dos.p = FALSE pstat.dos.s = RFNOP

do/

[HARD_RESET_NEEDED] exit / pstat dos.p = FALSE

[OTM _FAILED]

[HARD_RESET_SUCCEEDED]

[SOFT_RESET_N EEDED]

( RESET (Hard)
[CLEANUP_SUCCEEDED]
entry / pstat.dos.p =TRUE; \
pstat.dos.s = RESET
do / Delete SVR content ( SRESET
Load mfr default SVR content [HARD_RESET_NEEDED] entry / pstat.dos.p = TRUE:

exit / pstat.dos.p = FALSE pstat.dos.s = SRESET
do / pstat.om = CUENT_DIRECTED
exit / pstat.dos.p = FALSE

I 28 — Device AEf &

EAIE Hieb Z0|, Z2H|XJol %F ttA M Device = CHE Device 22| A&d2 A|&St=0|
Zast BE AS ZE "Ready for Normal Operation" &EfE EICh MM 8, Device 7 "Ready
pe T

12
eration” HEfZ & H2=2 ZtFE7| 3 ZFOF ot Xavtel Ha FHES

for Normal O
T ™St
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1760

1761

1762

1763

1764

1765

1766

1767

1768

1769

1770

1771

1772
1773

1774

1775

1776

1777

1778

1779

1780

1781

1782

1783

1784

1785

r

HOo| &AM AL} Device 1% A0, Device =

e

ra
i
k>

/3

0

ol 4EiE AUz RA|5t=

OHf

Device .+ resource & /pstat.dos.s & OBSERVE ot= 42, SRESET 2 T2tstH

A7t
ALd HAS 22 & = e Device Ooff Ofgt 7| B2t SX|E
22 30| 7|55t & St2{ ™, Device O CtE 1} 22 Resource 7t X[ &0 AO{OF BhCt,
1. /oic/sec/doxm Resource
2. /oic/sec/pstat Resource
3. /oic/sec/cred Resource
O| = Resource Off =2t Zt2 orzfol oEf Holof &Lt

8.1 Device 2K 2|4l AEf ™ol
/pstat.dos.s = RESET &#Ej= HZAL| 7|2HFPo 29| "stE" 2|z HO|ECLCH StE 2[M2

o
Device AtitS JUiLOAH T2 EH7t 22 E JEIE Y57 = oLt

—

Z40]

S

VR

Platform R Z=AtE ZHZ Platform & 2[M3H7| ?e 22X HFAHLIF (O: HE)S MSots A0

ZEC}. Platform 2|A0| A E|H S AUSH Platform 0| SAE Xl 2= Device 7t Device MEIE
RESET S 2 ®3tstrt,

C}2 2| Resource & O|F29| 117 property = X|HE 2O gt2 # =Lt

1. /oic/sec/doxm Resource 2| "owned" Property & FALSE 2 M Et=ICt

2. /oic/sec/doxm Resource 2| "devowneruuid" Property 8l UUID & Z &=Lt

3. /oic/sec/doxm Resource 2| "devowner" Property & T3 E|0] = 42 Hl UUID E #ELL

4. /oic/sec/doxm Resource 2| "deviceuuid" Property & MZEAIS| 7|24 ¢to 2 2|MEICH

5. /oic/sec/doxm Resource 2| "deviceid" Property = 73 E|0 U= 2 M=EAS 7|24H

o2 2| MlElCt,

6. /oic/sec/doxm Resource 2| "sct" Property = M ZALS| 7|247d ¢ = 2|M =L},
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1786

1787

1788

1789

1790

1791

1792

1793

1794

1795

1796

1797

1798

1799

1800

1801

1802

1803

1804

1805

1806

1807

1808

1809

1810

1811

7. /oic/sec/doxm Resource 2| '

8. /oic/sec/pstat Resource 2| "

9. /oic/sec/pstat Resource 2|
"FALSE"Z ElLC}

10. /oic/sec/pstat Resource 9]

11. /oic/sec/pstat Resource 2|

12. /oic/sec/pstat Resource 9]

13. /oic/sec/pstat Resource 2|
2| M E

14. /oic/sec/pstat, /oic/sec/doxm, /oic/sec/acl, /oic/sec/amacl, /oic/sec/sacl,

Resource 2| "rowneruuid" Property = &l UUID

‘oxmsel" Property = MZALS| 7| 247 #4222 2| M EC

isop" Property = FALSE O|LC},
"dos"= AAEICH dos.s = "RESET" AEH2 T3 dos.p £
AN Z2H[X'd EE Property - "cm"2 "00000001"O|CF,

ZEH|XY 2E Property - "tm"2 "00000010"O|C}.

&% BE Property - "om"2 MZALL] 7|2dH UL E M ECH

X ez|E & ZE Property - "sm"2 HZAtS| 7|2HH o2

2 /oic/sec/cred

g d=rh

8.2 Device OTM &H| 2t8 MEf Ho
CH2 2| Resource W O|E2| 1] property = 283 0| ZH|7I &ZEl 75 Device Of CH3H
XYe 2ol gte #E=rt

1. /oic/sec/doxm Resource 2| '

2. /oic/sec/doxm Resource 2|

3. /oic/sec/doxm Resource 9

4. /oic/sec/doxm Resource 9

/oic/d ©| "di" Property @f=

Copyright Open Connectivity Foundation, Inc. © 2016-2017. All rights Reserved

‘owned" Property = FALSE O|0§ TRUE 2 M2t=IC},

FHEO e B2 Wl

"devowner" Property &

"devowneruuid" Property = Yl

FHE|O Y FS ol

C
c
O
i
N
rir
il

"deviceid" Property £
Yol X| g=Ct
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1812

1813

1814

1815

1816

1817

1818

1819

1820

1821

1822

1823

1824

1825
1826

1827

1828

1829

1830

1831

1832

1833

1834

1835

1836
1837

1838

5. /oic/sec/doxm Resource 2| "deviceuuid" Property = gl UUID & 7t& £ ULt /oic/d 2| "di"
Property af2 EO|&|X| =Lt

6. /oic/sec/pstat Resource 2| "isop" Property & FALSE O|C}.

7. /oic/sec/pstat Resource 2| "dos"&= AAEIC}: dos.s = "RFOTM" 4 EfE E|1 dos.p &

"FALSE"ZE EICH
8. /oic/sec/pstat Resource 2| "cm" Property = "00XXXX10"O|C}.
9. /oic/sec/pstat Resource 2| "tm" Property &= "00XXXX00"O|C},
10. /oic/sec/cred Resource = MEHEl OTM Off Ol8 27 &= F2 A2|HES ZEsict

8.3 Device Provisioning &=H| 22 AEj o

Device 7t F7IHQl Z2H|X'd FH| 2t& HEfY [If, C}Z2| Resource R O|F 1[F 2| property &
XEE 2ol g2 Z =0t

1. /oic/sec/doxm Resource 2| "owned" Property = TRUE O|C}.
2. /oic/sec/doxm Resource 2| "devowneruuid" Property & 8l UUID 7} OtL|O{OF L},

3. /oic/sec/doxm Resource 2| "deviceuuid" Property = 2l UUID 7} OfL|2} RFOTM ZZ A4
0| 2YE gte =2 dPE|0{OF Lt /oic/d Resource 2| "di" Property #t2 /oic/sec/doxm

Resource 2| deviceid Property Ztat ZHOrOF L,

4. /oic/sec/doxm Resource 2| "oxmsel" Property = 29 0| A0 AF2E X OTM 1t
Y o2 #d=rh

5. /oic/sec/pstat Resource 2| "isop" Property & FALSE O|C}.

6. /oic/sec/pstat Resource 2| "dos"= AL EIC} dos.s = "RFPRO" #E{ 2 E| 1 dosp &

"FALSE"Z EICH
7. /oic/sec/pstat Resource 2| "cm" Property = "00XXXX00"O|C}.
8. /oic/sec/pstat Resource 2| "tm" Property = "00XXXX00"O|LC}.

9. &X|=l == Resource 2| "rowneruuid" Property = 923t Resource 234t (&, FO T
Resource & AAHAZSIAHLE A = JEF QJHE M) 2 AFE L rowneruuid &
(

—
rowner (X|23% & & stLHE M HSIX| £t H orphan Resource 2 Z|l&= A7t QUCH
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1839

1840

1841

1842

1843

1844

1845

1846

1847

1848

1849

1850

1851

1852

1853

1854

1855

1856

1857
1858

1859

1860

1861

1862

1863
1864
1865

1866

10. /oic/sec/cred Resource = rowneruuid, amsuuid, % devowneruuid O 2|8 HZx|l= 2t
WKl 2| A8 S EBttCt

8.4 Device & 3% EH| 2= YJE| E2

ct

£
mjo

29| Resource ¥ O|F 1R property & 78 Device Final State 0 CHdsll X|H &l C{Z 9
=Ct

1. /oic/sec/doxm Resource 2| "owned" Property = TRUE O|C}.
2. /oic/sec/doxm Resource 2| "devowneruuid" Property & Bl UUID 7} OtL|O{OF L},

3. /oic/sec/doxm Resource 2| "deviceuuid" Property = & UUID 7} OtL|2t OTM Al0f T4 &l
ID 2 A7 E|0{0F $tCt. /oic/d O] "di" Property @f= deviceuuid 2 ZHO}OF BHCH,

4. /oic/sec/doxm Resource 2| "oxmsel" Property = 293 0| A0 AF2E AX OTM 1t
=3} 7tS ZHr}
oO=21L HA=2 X - .

5. /oic/sec/pstat Resource 2| "isop" Property & TRUE O|LC},

6. /oic/sec/pstat Resource 2| "dos"= AL EIC}H dos.s = "RFNOP" &EfZE T[1 dos.p &
"FALSE"Z EIC}.

7. /oic/sec/pstat Resource 2| "cm" Property = "00XXXX00"O|C} (07| M, "X"& 1 E= 02 =
S M =l T).

8. /oic/sec/pstat Resource 2| "tm" Property £ "00XXXX00"O|LC}.

9. HX|El EE Resource 2| "rowneruuid" Property & 2%t resource 274t (F, T T
Resource & QUAEASISIAHLE HAE 4= A ZE QJLE J4M)2 H™HE=ICH rowneruuid £

_—
rowner (X|2%t & § otLH)E AH™SHK|] ZSIH orphan Resource £ E|= 274 UCH

10. /oic/sec/cred Resource = rowneruuid, amsuuid, % devowneruuid Of 2|3} & xE|= 2t
MH|Ao| A2|HME S ZesHCY,

8.5 Device 2T E 2|Al AEj HO|

AZE 2|M MEf= (O /pstat.dos.s = SRESET) Device 7} O] MEf2 Totr|H SESHA| FX|Tt
Mo oM ~7Xto o8 ~7E JEfR}S 20/5t= B2 E F2lTtht. Device ™l 22T A0
HSE OC & At8diA OBT £ QASH2EM (Of: "rt" = "oic.r.doxs") SRESET &#EfE TELZ =+

UCEH (E, 27X o] & /doxm.oxms 2| AHES ERE OHX| f=0).
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1867

1868

1869

1870

1871
1872
1873
1874

1875

1876

1877

1878

1879

1880

1881

OBT = SVRO| &t HAS dstD, Q3 H Device 7t RFPRO 2 Mg 4= U E SE| X

= 2 6| K Y8 of ShCt.

Soft Reset Example
Obt Svr

1 1
——] Sanity Check Svr R k
1 anity ec VI Resources

1 UPDATE Svr:State=SRESET >

! 2 Verify Obt is authorized

|Aulhorization exists if the role includes 'oic.sec.svec.doxs' B]
1

alt [If Obt credential is corrupted]
1 3 Svr:State=RESET

[Elsg Continue] |
| 4 READ all SVRs

¢ 5 All SVRs '

Obt runs a consistency check on Security Virtual Resources (SVR). B]

|
loop / [If an SVR is corrupted]

1
6 DELETE SVR |
]

Y

7 UPDATE SVR

v

)
i 8 UPDATE Svr:State=RFPRO !

Obt Svr

& 29 - SRESET 0| A 2] OBT Sanity M3 A|#A

OBT £ %Z|Z X 22 RFPRO Device #EfE F2tst7| ol SVR O] 4 off =ols

Device 2| OBT A2|HEZ &5 & BALE ﬂEIHWOI *“EI Ct gEtel= 320=, Device
SENZE RESET 22 T 2hElCt OBT 2 2|HE0| OBT & ASSHX| XotH, Device = S

FXIsioF St O A 2 2M H| OBT Device Of 9|6H MEEE MEA AR SHE 2t
ULt

SRESET &ENO|M CtZ2| Resource & 0| =2 1 Property = A& U=z2| ¢fS &=Ct.

1. /oic/sec/doxm Resource 2| "owned" Property = TRUE O|C}.
2. /oic/sec/doxm Resource 2| "devowneruuid" Property & null O] Ot Zt2 | X|BHCH

3. /oic/sec/doxm Resource 2| "devowner" Property & Y0 U= EF null O Ot Zt2
ZH=C}
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1882

1883

1884

1885

1886

1887

1888

1889

1890

1891

1892

1893

1894

1895

1896
1897

1898

1899

10.

11

12.

13.

14.

/oic/sec/doxm Resource 2| "deviceuuid" Property £ null O] Ot Zt2 FX|SHC},
/oic/sec/doxm Resource 2| "deviceid" Property £ null O] Ot Zt2 | X|SHCH.
/oic/sec/doxm Resource 2| "sct" Property & 1 242 S XI$HCL.

/oic/sec/doxm Resource 2| "oxmsel" Property & 1 {2 S XI$tCt
/oic/sec/pstat Resource 2| "isop" Property &= FALSE O|C}.

/oic/sec/pstat.dos.s Property = SRESET 2} E{ O| C}.

/oic/sec/pstat Resource 2| ®Xf T 2H|X'd ZE Property - "cm"2 "00000001" 0| C}.

. /oic/sec/pstat Resource 2| S H ZEH|X'd ZE Property - "tm"2 "00XXXX00"O| L},

/oic/sec/pstat Resource 2| &% EE Property - "om"= ‘client-X| & mode'O|C}.

X L= &2 ZE Property (/pstat.sm)= Device 29Xt (aka DOXS)0f| o|sf AAME 4= ULt

/oic/sec/pstat, /oic/sec/doxm, /oic/sec/acl, /oic/sec/acl2, /oic/sec/amacl, /oic/sec/sacl, H

—

/oic/sec/cred Resource 2| "rowneruuid" Property & Device 23X} (aka DOXS)Of 2fdf
ol MEo A Z2HXNEE + UL
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1900

1901

1902

1903

1904

1905

1906

1907
1908

1909

1910
1911

1912

1913

1914

1915

1916

1917

1918

1919

1920

1921

1922

1923

1924

1925
1926

1927

Z2HNG, 8 AEHQ HEet HE=0 OCF oAfel Fz[HA

9.1 AZ|HH MH F7|
OCF Az2|HE Y F
| 7]

9.1.1 MM

Device & Diffie-Hellman 1t Z& ad-hoc 7| & YRS ALESiA IA2|HA Resource & &
QIAEADIE 4= QICt =, CMS & AIE3|A Device 2 AZ|HIA Resource & TZZH| NI

UALE.

4>

A2|HAE Resource = CMS £
SX|stct. A2|HAE0| ad-hoc &

CMS 2 ZtFEIC}

i
oot
no

CMS & AFE8|M M= J2|EHA Resource = M8 IA2|HAM el TZEF Gl HAIXE
2 QICt Ol 2F 7|3 (CA)IF Z2 public key infrastructure (PKI), key distribution centre

E =
(KDO)QF 22 EE& ZRHNY, REAEY, £ 2wy MyAo dstozMol iy 7| 2|9l

E = 4
MBS Zotgt = UL
9.1.2 AN

CMS 7} Ae2|d 4 Resource 2 AHH|SEAHLE Device (Of: A2|HA Resource 7} A EEl Device)7t
XM 32|H A Resource & AT 4 ULE
R E J2|EHH Resource = HEE X MY S22 2a|st7| sl AME = UCH

OCF 7| &t2[of M2l A X= A2[HHE FX[ SSotCt.

9.1.3 ZAM

Se[Hdo] A2 TR o CMS & Sl a8 + UL

Mo 222 FSot=0H AHgE Ego

|
o
rid
nx
lo
0%
>
2
>
ol
"
<
ke}
rot
il

/oic/sec/cred Resource £ Period Property & AF2diA I2|HEo 2 E X|JICt 2| HH Q|
A2 Fe|HlEo Mot JpSAL I2[HE0] Y29t HO[ES| =[O YA K| ]

g% + k.

0

fot
i
Pt
=
Of
I

[l
not E

Al
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1928
1929
1930

1931

1932

1933

1934

1935
1936

1937

1938

1939

1940

1941

1942

1943

1944

1945

1946

1947

1948
1949
1950

1951

1952

1953
1954

1955

1956

Se|ed AN L2 7] AU = Ao A8 Thse SM42 XKoot A2|HE0] B E M=
Period Property 7t &X|ElCt Device = WX TreEX| §2 FAZHES AEHM 7|EQ
SHe|HEE AuUezM AN MER AZHES FSE 5 UCL Device 7t LHE EfY 225

A0 X HoW CMS ZRE FIIH2= M A4S F S50 Strt.

s —

rlo

HR

ne
0% rlr

, ME

SE A
OEI'T

Tuot

P s CMS 7F SlX| B2 o CMS & AMEdiA TtzE A2HES AABHALE Y
Ct.

30

CMS AZ|HE0| MtEE|H, BSS = 2EY MHAE AME6iM CMSE X Z2HHYg 5= ULt
Lo osf HsfFl AZ|EHAMO| UHFZE|MH Device & CHA| 22 Y31 device 28 H O™ CHAZE
CtA| M -83fioF oLt

ad-hoc HEL = Folj Tl A2[HA0| UHZE|H ad-hoc Y#S CHA| H-EoliOF BtCf.

2 E Device & X0 otLto J2[HE A4 @S X2t

9.1.4 7|

CMS Of ofsf 3=l Fa|EHAEN = H 7| 7|s0] e B2
Mol o7 ﬂEIHl“C’ AMESHE H7| Ml Z=2
AZ|HE S M o7 §EE Zoste A2 U4 Resource 7F M =Lt
MHEEE H 7| 4K 9 EEE H 7|2l 3e|d-Ear LX|sHofF s},

7= 32|HAE £ Device 00 M22 12ist= A0l JHENOZ EFYSICL Device H7|&
| 7|2l Device Off B&HE 2E J2|EHM0| I 7|E S 20[$CL Device & 2AHSIAHLE, Et EopALE,
= Y2EA2 M Device & HZ|Y L7t ULCH H 7|2 Device &9 Iz HHQO| AtK=

=7tsotALE dlz2lg & gl

9.2 3z|H4 E+Y

—

Joic/sec/cred Resource = ZHH ¢35 7|
X &st= 32|HA EtY Property

=2 =
= —
H g 2 71, 2ASM (5, MBE H HE 7)), X 57

°1F 9 HOjE Hzof ALEEE 1 8o HEE
J2|dA EfQle A A 7|
|2 (5, PIN/H 2 Z)S ettt

c
W
gl
=
ozt
Al
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1957

1958

1959

1960

1961

1962

1963

1964

1965

1966

1967

1968

1969

1970

1971

1972

1973

1974

1975

1976

1977

1978

1979

1980

1981

1982

W 0|2 7|& ad-hoc 7| B0 Z2ESS Sof BHE 4 ULt

/oic/sec/cred Resource 2| PrivateData Property & CH& 7|8 Z&$HCL,

o
mot

PublicData Property = & O|F= 7|§ Z5t= L0 Device Off Cisl A22tE EES =

& ict.

-

OptionalData Property & 57| 4E{E =Zatg = ULt

Device T8 Xl PrivateData 2| AHM QI FX[E EXSIE 4otE 7| ME 7|22 HE8[0F oLt

Device ToXt= FEtb HZAZ "WX|SH7] 6] /oic/sec/cred, /oic/sec/crl, /oic/sec/roles, H

/oic/sec/csr Resource Of CHoE Moot 22, 7| 2d, 2 HNA ESE M B0 Lt

9.22 I1& A 7| 3z|dd

1& 7|= Device o A& (3 0ld) WM S7E= thd ZI0ICk O& 7= A5 WA 2tof

28H0 Moy S/FE ?lol MEECL
1§ 7= Device 2| 2152 MEoHA| 1 O&F Wiol #H YT 2ot}

7|1

Ct.

ne
o
A
rir
[l
Hu
o
gl
Of
&
I-II
m

£ 7|5 CMS 9 K| o2 HiZEICH CMS Ey= =
? A

it
ZHoL=H 0 F 280X He A2z ME|

30 MU

i
A
T

e rir

/oic/sec/cred Resource | PrivateData Property & CHE 7|& E&$ICL
PublicData Property £ & B&2 Zatg = QUCH
OptionalData Property & H7| 4E{E Zag 5= QULCL

Device T+ A= PrivateData 2| APl RX|& 235t ZotE 7| M 7S HEHOF oot
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1983

1984

1985

1986

1987

1988

1989

1990

1991

1992

1993

1994

1995

1996

1997

1998

1999

2000

2001

2002
2003

2004

2005
2006
2007

2008

2009

2010

=]

Device ToXt= FEth HZAZ "WX|SH7] 6] /oic/sec/cred, /oic/sec/crl, /oic/sec/roles, H

/oic/sec/csr Resource O CHSt Metst 24

g, 7128, H AL ES S5 HEHOf otrt.

9.2.3 H| CHH QIF 7| 32| HAHM
Hl CHA 915 7| Ae|dd2 S7 7| U 7HQl 7| & == 37 7|22 Zosicth 742l 7| = Device
OIZ Al AlO] MEHO| AR EICEH B74 7|&= device 215 Al SES ASSl=0 A2 =Lt

/oic/sec/cred Resource 9| PrivateData Property & 7HQl 7| & ZE&$ICt
PublicData Property = 37 7| & Z &30t
OptionalData Property & H 7| #E{E Zae 5= UL

Device TS A= PrivateData 2| AtXQl gX|E EFol= Zotel 7| MY 7[eS HEdHOF SHEt

Device & 12 7|7t Device O 2[3{MT & 4 UA=E WEHL=Z B E 2AZ7| ¥ 430t
StCh Al Device ZHOfl 7HQ 7| M2E &Y L7t A=X[0 A= M9 92315 =517

HiEhCt,

Device T8At= BCh HZAS wX|St7] 8] /oic/sec/cred, /oic/sec/crl, /oic/sec/roles, X
7

|
/oic/sec/csr Resource O CHoH Mot 244, 7|2, U HMNA ESE HEG0F oFC

9.2.3.1 Hl ThY F 7| A2|WMO| 2% MY
device = device 9SOIAQ 7| & MY U ZRUHUS B8 U Y EEO| BEH J|2g
AFBBHO} Bt £2] 7| Mol ZRE[HY B0 ¥Y Ee o 2 2ol

=K
AR S %|ABlSHOF &

—

-

ct.

=HEo 22 AL A0, O[2{¢t 7| ¥2 OBT L= ALERA7} Device of 28 =t e
T UAEEF Device 7t AS MO M=AL = property & 270t ASS SYot=H AL E T
L

Device 2| 210 d2igt ASME ALEstD ALEEY M HE/NA A2[HEES Z2HXFot=

—_==
A8 O™ 2o &S M= MM Error! Reference source not found. & XX S|7| HZECE

9.2.4 Hl Y 7| &= 7| 2 A4

HI O 7] &= 7| (KEK) 32|HE2 7|1& 28 E= MT O tE 7| S i 8ot=0 AL ElCf
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2011

2012

2013

2014

2015

2016

2017

2018

2019

2020

2021

2022

2023

2024

2025

2026

2027

2028

2029

2030

2031

2032

2033

2034

2035

2036

/oic/sec/cred Resource 9| PrivateData Property & 7HQl 7| & ZE&$ICE
PublicData Property = 37 7| & Z&3tCt,

OptionalData Property & H 7| 4E{E Z&tg 5 ULt

Device &A= PrivateData 2| AtXQl g% & EFot= Zotel 7| M 7[eS HEdHOF SHEt

Device &A= Bt HAZS X817 8| /oic/sec/cred, /oic/sec/crl, /oic/sec/roles, H

/oic/sec/csr Resource O CHoF Moot 22, 7| 2d, A AL ESE ®EG|OF oLt

2ISA F2[HE2 CMS £ 2IF 2T 7|3 (CAo o ZAHE ASMO Sttel= H OE

15 S5 Z2EZS2 UABME FS5stn 2 F FHS dHst=0 AFEEILCL
2zl OIFS A= H| CHA 7| 22[H A Resource 2F BH N & =ICt

oISM HZl dEiet 22 ASAM 4 FV|E HElotsH REF I stel AMe AgHE

= — —
Resource Off 23 X| O ZIC},

H CHE 7| A2[H4E Resource =& AHM MY ASM AZ|HE0] F2 HFS T=ot=H
A& &L

/oic/sec/cred Resource 2| PrivateData Property &= 71 ¢l 7|& ZgtotCt

ol
Rl

2 mgeict

—

H
ok

PublicData Property & 23 =l ©

+
30
_|T|_

OptionalData Property & H 7| 4EfE =33t

Device 7+ Xt PrivateData 2| AHA QI X & E&ot= ZotE 7| M 7|=2 & &l of otCt.

Device F8Xt= Bt HAZS X817 8| /oic/sec/cred, /oic/sec/crl, /oic/sec/roles, H

/oic/sec/csr Resource Of Cligh Mgt RZ2Y, 7|2d, & HML HSE HEBOF SHCt
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2037

2038

2039

2040

2041

2042

2043

2044

2045

2046

2047

2048

2049

2050

2051

2052

2053
2054
2055
2056

2057

Joic/sec/cred Resource 2|
MEEl= O 2o g2 Zatstrt

-
<
L
D
o
Q
Y
E
(@]
©
@
<
|
o
prd
o
rE
Iot
H2
f=s
ne
rE
ot
10
rE
oY
H2
oY
ol
=2

PublicData Property & sigdt= 4% ALEAL £ AH HHS =g = UL
OptionalData Property & H 7| 4E{E Z&tg 5 ULt

Device &A= PrivateData 2| AtXQl RX|E EFot= Zotel 7| MY 7[eS HEdHOF SHEt

Device T8®XAts RCb HZAS YWX|SH7] 8 /oic/sec/cred, /oic/sec/crl, /oic/sec/roles, %
/oic/sec/csr Resource O CHoF Moot 22, 7| 2d, A AL ESE ®EG|OF oLt

9.3 Certificate 7|4t 7| &2|

9.3.1 78
OCF HIERA WM &4 Al 2F5S 2S5t 2ot HES &7 fI8 S AR S
718 Z&otes ATAM R el 71§ A" & AL

Device 7t OCF WER3I WA HIHZ/T CMS (Credential Management Service)d| 2|df
Je|HA ZZH|XMY0| XEH, ABSAM O 7l 2ZH £ A AT 7| (CAO ol
HHE = JACH 2Z CA Q9 42, X509 & 7|8e2 o 2FAM H7| 55 (CRL)Z AFEiA A ¥
=M =0lst = QICh A CA 2l ZR, Online Certificate Status Protocol (OCSP)2 A3 A
Mol 5 gl 9588 solgh 4 QUrt
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2058

2059

2060
2061

2062

2063

2064

2065

2066

2067

2068

2069
2070
2071

2072

2073

2074

2075

2076

Credential Manogemeni Service

= ~ e gy = J g‘
—— = o !
- — & L
[ ] g - o . ]
R 4 anw r— == -l Q‘\ =1
» . .
Credenlial Management Service » #° e
/ i s°° y Mgl W .
" i t? " v | | -' ‘—:&‘ !
: > D
B v @ B @
Local Credential Management Service Remote Credential Management Service

& 30 - Certificate 22| O}7|E|X

OCF QIZ M % OCF CRL (Certificate Revocation List) ™42 X.509 & 4|9 Aete =2, elliptic
curve algorithm % DER QIFE HAID 5|51, X.509 O CHEE9| M Tt X[ EX| Q40tA,
[m]

g
M OFEl Device o 27 At8IZ BHEAI7| DA =53 9Uct,

Server A2 QIF A Sl CRL #2[0 AOA, 215 M A CRL 2| Resource 2| X%, ZAA Sl Oy 2
C

E Ot resource LA ASHA $HE T, 2HAHE Interface = &P ASCZ =2 4+ UL

SRM 2 M4 5.4 0f 2FHE B Z0| Server O Mo 2t A|HH0|22 21F5A & CRL S| HIOIHE=
SVR G| O|E{H| O] A0l A X S 22| &l L.

Device 7t M2 22 FE[ZLl Device 2| ASMt H7|=[AS I Device 2| ASM & 22
CMS O ofsf N2|Z[ojoF ot B M7t FR2SICHD O AX|IH ASME H 7|8 of 3._'1 CRL 2
H 7|2l QS M Mg 3 2= ST Device o] 222 Zudt= O|O|E FXO|Ct A

CRL2 E7|H2 2 (& =0, 3 7HE0otch AuE Aoz o4 ECt

um

A
A

x
o2t

9.3.2 ¢QF

OCF 2| Q1= M HAl2 [RFC5280]0] MO|=l X509 WAl (H™ 3 0|Aho| HEXZIso|C},
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2077

2078
2079
2080

2081

2082

2083

2084

2085

2086

2087

2088

2089

2090

2091

2092

2093

2094

2095

2096
2097

2098

2099

2100
2101

2102

2103

9.3.2.1 Certificate =20} 4! TWC

OCF 215 M= Cta1t &2 HEE X[ATHCE version, serialNumber, signature, issuer, validity,

subject, subjectPublicKeyInfo, extensions, signatureAlgorithm, & signatureValue.

e version: YL E AS MOl HHA

fot

e serialNumber: QISA L H

e signature: CA O] QI8 QIS AM MO ALEEl 2D2|Fol YnE|F A HX}

o issuer: S A0 ML ASME LA 7HH

e validity: CA 7} E&5}

HF
E

e subject: TH S/ 7| EE (devicelD)| 2tTE THH|
e subjectPublicKeyInfo: 57 7| & 7|7t @i At8El= €ne2|E

e extensions: AM 93220 Mol 2l

ol

A

tot

P!

e signatureAlgorithm: CA O 2|3 QIS AM MO AL E Aot HngE

e signatureValue: ASN.1 DER QIZ Y El OCFtbsCertificate Of CHs{ At= = CIXE MY (O
MY 7t2 BIT STRING 22 QI3 Yt

OCF 215N &2 Ct22t 20| FolE Lt
OCFCertificate ::= SEQUENCE {

OCFtbsCertificate TBSCertificate,
signatureAlgorithm Algorithmldentifier,

signatureValue BIT STRING
}
OCFtbsCertificate 2E= A 3 ZrAlXto] Y, FH0 2HE 371 7|, 7= 72 X 1 51| 23
YHEE ZootCh RFC5280 O el M 3 ASM= HT EEO ¢t 2 & AFE3t HH B S
IZ Fotrt ofafo] 22 HT 2 ASME 51 835HX| Y=Lt
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2104  OCFtbsCertificate ::= SEQUENCE {

2105 version [0] 2 or above,
2106 serialNumber CertificateSerialNumber,
2107 signature Algorithmldentifier,
2108 issuer Name,
2109 validity Validity,
2110 subject Name,
2111 subjectPublicKeyInfo SubjectPublicKeylnfo,
2112 extensions  [3] EXPLICIT Extensions
2113 }
2114  subjectPublicKeylnfo := SEQUENCE {
2115 algorithm Algorithmldentifier,
2116 subjectPublicKey BIT STRING
2117 }
2118 Extensions = SEQUENCE SIZE (1..MAX) OF Extension
2119
2120 Extension := SEQUENCE {
2121 extnID OBJECT IDENTIFIER,
2122 critical  BOOLEAN DEFAULT FALSE,
2123 extnValue OCTET STRING
2124 -- contains the DER encoding of an ASN.1 value
2125 -- corresponding to the extension type identified
2126 -- by extnID
2127 }
Certificate 2E 493 OCF X.509
version 2 0|4t 2 2=
serialNumber CertificateSerialNu oA A
mber
1.2.840.10045.4.3.2 | [RFC3279],
. , | (SHA256 & 7t7 [RFC4055], %
signature Algorithmldentifier
OCFtbsCertifi ECDSA €112[F, [RFC4491]0]
cate ) 38
issuer FY Eh ER
validity a4y = =
subject kS ERy ER
subjectPublic | SubjectPublicKeyln | 1.2.840.10045.2.1,1. | [RFC3279],
KeylInfo fo 2.840.10045.3.1.7 [RFC4055], &
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2128

2129

2130
2131
2132
2133

2134

2135

2136

2137

2138
2139

2140

2141
2142

2143

2144

(secp256r1 HEE | [RFC4491]0]
Effz o 7y
SHA256 & 7+%
ECDSA €12|F,
25)
; ; FA|A
issuerUniquel | & A|H x| lg|x| ot
D Uniqueldentifier
subjectUniqu | 2A|H x| lg|x| oS M EH
elD Uniqueldentifier
extensions TAH =T g2
1.2.840.10045.4.3.2 | [RFC3279],
. , , | (SHA256 & 7t7l [RFC4055], &
signatureAlgorithm Algorithmldentifier —
ECDSA €12[F, [RFC4491]0f
2) 3
signatureValue BIT STRING = R

H 16 — OCF 2} X.509 Zt2| certificate 2 E H|

9.3.2.2 XAkl ASM 2%}

Ol QUBAM =HX= RFC 5280 2| BEE B EO0|EE, 2 AHONAME= RFC o MM HT E HEXZ

ZohotCt ofzfof 2t EXE QUstT RFC Holo st ™S LIESHCL Device = 7|0
O.l_

=
=
=]
EE &HAE st Olsslo
C. A
o

L g Foich 2 AT ZEX Qe 1Y
QL M4 103 0AE SIS X2IS mBtolM ASH Kol HS
ST S SR QS U OfF SE2 Fofof SH=XIS HIYCH

to| RFC SHEIAHE TR B}HA|
A0 Ot Device 7} F+¥438lOF

O1F 7|8 7| MEX} (Authority Key Identifier: AKl) &A= QB AM O A HO| ALl 740l
7100 t8ste 370 712 AESH7| /ot =t MIotct 2 A2HoMEs 0] HEXS
HxE oo Ch2at 2 =83 7ttt

AuthorityKeyldentifier A|#2A2 =

ZE= S 8E|X| 21, keyldentifier Bt -8

authorityCertlssuer
ECh o=

=

id-ce-authorityKeyldentifier OBJECT IDENTIFIER = {id-ce 35}
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2145
2146
2147
2148

2149

2150

2151

2152

2153

2154

2155
2156
2157
2158
2159

2160

2161

2162

2163
2164
2165
2166
2167

2168

2169
2170
2171
2172
2173
2174
2175

2176

AuthorityKeyldentifier ::= SEQUENCE {
keyldentifier [0] Keyldentifier }

Keyldentifier := OCTET STRING
FH 7| MEXF 4.2.1.2)

rir
ro

FH 7| MEXL (Subject Key Identifier) ZM9| SubjectPublickeyinfo ZE0| Z2HEl
S 7128 EEEAY 1R/ ¢S dH5te Y- E TEE00F St 2 AHM=
BIT STRING subjectPublickKey Zt°| 256 H|E SHA-2 sfA|S HZEstct (E§, 20|, & H]
AHE HE = MQ). 23N HOS HBSHE Device £ 7| MYXE MAESH7| 9 ofst
=3 YYe THZE siMe EXD AS Mo 20l 7| AEXto| Ciet 215 ZZ20|M
AKI 2t SKI o] BiEE 272 &HOF otrt.

A CHH Ol F

EKU X7 EXHSD Zf XXXXXX & Z10 A0{M role SMYS 7122 W, FH A
O|2 (Subject Alternative Name) (subjectAltName)O| Z=Xjstu, O|= Ct3at Z0]
SHMEICH EKU 7t AL CHE 42 A1 UAS2H, subjectAltName ZEX7L EXHSHX]
°¢O|-O|: OtCE subjectAltName ZHEXt= role S AMO|A 3StLt O[&2| Role ID @S

FZst=0 ABE0 F=H S7H 7|0 role & BRI TICL subjectAltName &A= RFC
5280 (M 4.2.1.6)0 Fo|ECt

id-ce-subjectAltName OBJECT IDENTIFIER = {id-ce 17}
SubjectAltName ::= GeneralNames
GeneralNames ::= SEQUENCE SIZE (1.MAX) OF GeneralName

GeneralName ::= CHOICE {
otherName [0] OtherName,
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2177
2178
2179
2180
2181
2182
2183
2184
2185
2186
2187
2188

2189

2190
2191
2192
2193
2194
2195
2196

2197

2198

2199

2200

2201

2202

2203

2204

2205

2206

rfc822Name 1] IA5String,

dNSName [2] IA5String,
x400Address [3] ORAddress,
directoryName (4] Name,
ediPartyName [5] EDIPartyName,
uniformResourceldentifier [6] [A5String,
iPAddress [71  OCTET STRING,
registeredID [8] OBJECT IDENTIFIER }

EDIPartyName ::= SEQUENCE {

nameAssigner [0] DirectoryString OPTIONAL,
partyName [1] DirectoryString }

role 2 QA YSHE GeneralNames SEQUENCE L2l Zt GeneralName = Name EtQ
directoryName O|C}. Name 2 X.501 Z1®F2| Name O|C}. Z} Name & 25| 5tLte| CN
(Common Name) &1t & E& SFLEC| OU (Organizational Unit) 822 Z=CH OU
dE2, EMSt= 4% role 2l #FE2 Folot 7|2 X|Fotct OU | &
X7t role & 2|3t Z0|CH CN d&2 role ID € QA YsICt O
O] SEQUENCE L{of ZxHe == UX|ZF role 2 SHAM &K= ?%EEP. d2B2, 23 A
X7t subjectAltName ZHEXH0| H| role FAHES ZYSH, P FZQI=E
|=|0] M= QHEICE.

F

ne

E

_

02 o 0°I*

Hl nE
d

role It 7|22 ASN.1 PrintableString Et®, M2tE EXF Y [0-9a-z-A-z '()+,-./:=7]12E
oI A G |0 of BtCt,

7| 89 4.2.1.3)
7| 8% (Key Usage) S&XtE QB MO ZatE 7|9 EXE Folotct (0f: =3, MY,
ASM M) 550 X0 AFEE = A= 7|18 Mot M= 89 Mool HE8F 4+ ULCH

= 2HO0 M= o] At HxE Folo =82 7otk E=tt

712 e (4.2.1.9)
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2207
2208

2209

2210

2211

2212
2213
2214

2215

2216

2217

2218

2219

2220

2221
2222

2223

2224

2225

2226
2227
2228
2229
2230

2231

2232

2233

2234

2235

7|2 H|Sf (Basic Constraints) &A= AABMO FHIZI CA 2XE AYsta AFME
oot 8 QUF d=2o XOf Zo|E AldsiCt O X7 gle™ CESA= CHE
AS Mo LlXI7F E 5= QiCt

Extended Key Usage) &&Xt= QAZE I 7|7t MAEE = U= 3
t. Device 7t QIBME ABIH, ASMIL EXfsts &= =8 HEHA
=
=

= Ltefotd s dsts 550 ASM

o O
n —

CA £ anyExtendedKeyUsage OID (2.5.29.37.0)2 BN E LAl = Ot=ICH

OCF 172l 55 % 0|E Bst7| ?lof 2& & OID o 552 O3 ZLt

o OO[EIEIE] 21F A 1.3.6.1.4.1.44924.1.6

e Role 21& A 1.3.6.1.4.1.44924.1.7
9.3.2.3¢F, AgH4A, % FHEYS 2T Cipher Suite
oI5 7|t 7| HB|E XSl  2E  Device £  [RFC7251101 @ HolEl
TLS_ECDHE_ECDSA_WITH_AES_128_CCM_8 cipher suite & X|d$ICt. & Device 7t9| EOF AL S
TM3le Ol& ECDHE_ECDSA (&, Diffie-Hellman 7| X9 M¥ HF) 7| o Z2EZO|
AMEEICH O ZEEEZE ME 30 AE0| Mz AFSHA ECh HolH H&Eol 7|EHE
AES_128_CCM_8 Of 2ldi MSZE L HOolE H&o| FZHAEEZ SHA256 Of 2[d] XS ECh XA
Atgt2 [RFC7251]01 & Q| &l C.

H Xt ASM MElE fldh, Chga 20| BE2 o] M E Lt

e signatureAlgorithm := ANSI X9.62 ECDSA algorithm with SHA256,
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2236

2237

2238

2239
2240

2241

2242

2243

2244
2245
2246
2247

2248

2249

2250

2251

2252

2253

2254

2255

2256
2257

2258

2259

2260

2261

2262

2263

e signature := ANSI X9.62 ECDSA algorithm with SHA256,

e subjectPublicKeyInfo := ANSI X9.62 ECDSA algorithm with SHA256 based on secp256r1

curve.
AZM 8 7|7t AB MO MEf0 2ot HEI X &= AS CAZL EBSt= 7|22, 0| HE
o= 5 2O SEQUENCE 2 EHEICE

o Q=AM Q% 7|7to] AZF 4R (notBefore)

o QUSM 7= VI

N

to] 32 &M (notAfter)

notBefore 2 notAfter = & Ct UTCTime 22 Q1A & &|0{OF SHC},

|

2 2R A =M ASMO Mot ASMHE LA TNt ASMe 27AE MHESHH

= —TI— o =
O|£2 UTF8String 22 QIAEE[0f CN M0 & ElCt,

(M

OCF CRL ¥Al2 [RFC5280]2 ECHZ ofX|2F MEY DELE X[AZ|X 640 ANEH oA ZE
At&o|ct,

rir
rx
12

9.3.3.1CRLEEZmY Y EE

OCF CRL 2 g1 &2 ZE=E X|YTHCH signature, issuer, this Update, revocationDate,

signaturealgorithm, ¥ signatureValue

e signature: CA O 2J3lf CRL MO A&l 2n2|Fel gnelF A EXt
o issuer: CRLO| M3t CRLS LA 7HA|
e this Update : CRL Q| &

e userCertificate : QISA &

iy
rE

=z

e revocationDate : H| 7| A
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2264

2265

2266

2267
2268
2269
2270
2271
2272
2273
2274
2275
2276
2277
2278
2279
2280
2281
2282
2283
2284
2285

2286

e signatureAlgorithm: CA O] 2|8 CRL A 0| AtEE A=t L g

e signatureValue: ASN.1 DER o=
M3 Zt2 BIT STRING 22 QA Gl

signature, signatureAlgorithm, % signatureValue 2 Z2 MY &H ZE = ME

CertificateList 1= SEQUENCE {
OCFtbsCertList TBSCertlList,
signatureAlgorithm  Algorithmldentifier,
signatureValue BIT STRING

}
OCFtbsCertList:: = SEQUENCE {

signature Algorithmldentifier OPTIONAL,
issuer Name,
this Update  Time,

revokedCertificates RevokedCertificates,
signatureAlgorithm Algorithmldentifier OPTIONAL,

signatureValue BIT STRING OPTIONAL

}
RevokedCertificates SEQUENCE OF SEQUENCE {

userCertificate CertificateSerialNumber,

i

QIA G =l OCFtbsCertificate Off CHsl At==l CIX[E MY (O]

Ateholtt.

revocationDate Time
}
CRL 2E 49 OCF X.509
version HAE v2 X HE X s A EH
[RFC3279],
1.2.840.10045.4.
, _ [RFC4055], %
) Algorithmldent | 3.2(SHA256 &
signature . [RFC4491]
ifier 7+l ECDSA
SE oD O
Ln2|E, MEH)
OCFtbsCert e
List issuer HA 2= 2=
thisUpdate AlZH Ebs e
nextUpdate Al Zt XA X S= M=
userCertificat | 215 M N N
revokedC . e =T =T
ertificates - — —
revocationDa | A|Zt = 2=
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2287

2288

2289

2290

2291

2292
2293

2294
2295
2296

2297

2298
2299
2300
2301
2302

2303

2304
2305
2306

2307

te
crlEntryExten A7t x| 2l5(x| oo e
tions
crlExtensions IS NG XX %A M EH
[RFC3279],
1.2.840.10045.4.
) = [RFC4055], &
) ) Algorithmldent | 3.2(SHA256 &
signatureAlgorithm . [RFC4491]
ifier 7tZl ECDSA
=5 0D of
ganels, d=)
3
signatureValue BIT STRING M EH ER

H 17 - OCF 2} X.509 ZI°| CRL ZE H|un

9.3.3.2CRL Q| ¢la gl

CRL 9| Q3E0j= [ISO/IEC 8825-1]01 Ho|=l ASN.1 1§ Q3L F% (DER 22T HrEHO|
At EICt

9.3.4 Resource Model

Device 215 A2} 79l 7|= cred Resource O EZECH CRL 2 H7] 5&E2 |5t
M 9| crl Resource & AFESIAM {X| U A EICH

Ju

ol

cred Resource = Device Of & QSAM FEE ZAICt PublicData Property & device

QIZ M CA QBA HQIZ ERSICt PrivateData Property £ Q1S A0 ¥o=2 017" Device
Hel 718 ERTCL (Joic/sec/cred Resource Of ot O XtAMoh At MM 132 & FXG7|
HFEHCE)

215N 7| |5 Resource & CMS & &3l FSE H7IE ASM FEZ FAISt=0 AHEEICH
Device £ lL1|7|EI AISME 2SM d2 439 Yete=z= 12{sliof otCt CRL Resource 7F 22f
| 7Lt Platform Resource 7t TH =52 RA|St=0 SEHX] ¥ 2T, Device & CMS Off 2AXY

m7| MEfE ZOIs|OF $tCE (/oic/sec/crl Resource O &3t O XtM|sH At MM Error!
Reference source not found.S &Zx38}7| HiEtCH)
9.3.5 OISM ZZHXY

CMS (of: 312 s ADEE)= At Device O CHal ABME LADCE CMS & A4l 2IFAM 8
7| e Lk 2B ME a) self-signed if it acts as Root CA 2 S&sts 42 XM MY
ZAO0|HLE b) Sub CA 2 SZ3ots Z2 ME AZAM &2 CA o o8 MBE Zo|Ct o=
F20z QABM= MM 9320 7|=E YAZ 7K OF SHCF
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2308
2309
2310
2311

2312

2313

2314

2315

2316

2317
2318
2319
2320
2321

2322

2323

2324
2325
2326

2327

2328
2329
2330
2331
2332
2333

CMS 2| CA & Device 2| 37 7|2t 74l 7| 27 SH2 ZM3St1, O] CA ASMO| Qs MY =
Device 2 QABSME gt 2|1 LHM, CMS & Z3tsHM Device 2
ITME TEDCH MEiNo=z CcMS & MM 932 of 7|8 FAME 2 Lt 0|49 role
IEME TSt d27t AL ZF role B MOl subjectPublickey & Device 215X 9|

subjectPublicKey @ Y X|s§OF SHC}.

o
-

Of2ho| A|ZAOA Certificate Signing Request (CSR)= RFC 2986 2| PKCS#10 Of HMolz|:
of 7|0 &=ECh

Client X|&f 20| et 1SN HEHO SES & 310 ZAISHCH

1. CMS 7t AABME 2HSI= Device 2EFE CSR 2 ZMBICH O] CSR O A, Device
28s= UUID & FHof 7|Yst 37§ 7| & SubjectPublicKeyinfo Off 7| 2 $tCt. Device
S 712 EXE Mottt Ol A2 S0 AHE3H7| @[3l ettt 7|EQ| Z2H|KMJE AL
= ALH, 7|7t EXSHX| Pod HEHC R A 7| 2 485t 37 FES M-St
7] ¥ QB M7t OCF °._|x01|9—| AHBO 2 HstE|22 MM 9323 9 Error! Reference
source not found.0ll LI El 38 ciphersuites O LS8} 0F stC}.

rr rr

Device 7b AMEO| Z=2HMEE 7] @2 7HX|2 UX| §1 7] ¥E ddg = geH
AZME AHEE == QICt O] H 2, Device & /oic/sec/doxm 2| sct property LS| 0x8 HIE
QXIE 0 C2 MYTOZMN 0|33t AFAME 22|, /oic/sec/csr resource 7} Z=X|SHK|
Ye=lte LFE 2| HotCL

s

2. CMS 7} 3%t credid & AFEdiA ZAE S ML CA S X|EE Device 2 TEBHAM
JHel ZIetel AHAZ |FA[SHCE CMS 2R EH Device 22| POST O S2 AZ|HES
EZUCEN, & 31 oM QASMe MFO AFEE IZ|HH EtY (oic.sec.cred)OI role
1SNl TEOZ AFEECE OFO|HIE[E] QB M&=  credusage  property
‘oic.sec.cred.cert' 2 A™HM XMEED, role 2B A=  credusage property

“oic.sec.cred.rolecert' 2 M-S A X ZEEICH

mu
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Client-directed Certificate Transfer

Credential Management Service Device

The Ownership Credential should be used to establish a secure connection. %

| 1 RETRIEVE /oic/sec/csr i

2 RSP [{"csr":"<contents of CSR=", "encoding™:"<supported-encoding-type="}]

UPDATE foic/secicred [{"credtype"”:8, "subject™: "deviceuuid", "credusage”: "oic.sec.cred.cert",

| 3. "publicdata™ "<DER-encoded device and CA cerificate chaln in haseG4="}] ‘_:
|4 RSP 204 |
1 5 UPDATE foicfsecipstat [{..., "tm"="hx0010,0000", ...}] ,_:
i 6 RSP 204 |
Credential Management Service Device
2334
2335 E 31 -Client X|2 ASM MY

2336 9.3.6 CRL Provisioning

o
ol

ISME

r

2337 CRL Z&S 9ot o MT 27 MI2 CMS (O 52 E= ADHEE)ZE 7

(@]
°
2338 S 25l1, CRLO| MHSED Device 2 M= 7|58 = AO|CH
2339 CMS &= Device 2 CRL & M EsICt

2340  Ofzfel 215 M 7| O|7= Zt Device O M CRL 412 &0 EC,

2341 o HAX FHO HZ

2342 e Device 2 CA 7to| & HH
2343 o QSN P&

2344 e COiE3t= 71O 7|2 &l o

2345 CRL2 U

2346 Device

0| OCF HESHAL 2= AWM= 7hsTt Device 2 HEE 5+ AULE S 420,

OH A
ol
O CMS O CRLE 8% &= L}

g
49 =

2347

2348 CRL= duotn MEHSt= H= F 7HA 40| UL

2349 e CMS 7t Z Device Ol CRLS L¥tH o= U SIL},
2350 e Z Device 7} T7|M 22 CRLO| AAES 2AFsICT

2351 Client X|&F ZEO|| CH$t CRL M YO SEE & 32 0 T A|gHCY,
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2352 1. CMS 7} CRL Resource Property & Z A0}
2353 2. Device 7} CMSOff CRLC| MEHS 28H, CMS 7t Device 2 7+HE %29 CRL 2 M EstCt

2354

Client-directed CRL Transfer

Credential
Management
Service Device

The Ownership Credential should be used to establish a secure connection. b]

| POST foic/sectct

o [ terhid™ i

| update™”.", |

i "cridata”; "DER-encoded CRL in baseB4"}] >

:‘( RSP 2.04 !

| UPDATE foic/sec/pstat [f..., "cm"="b»0010,0000", ]

:-( RSP 2.04 !

Credential Device
Management
Service

2355 £ 32 - Client X|2 CRL &
2356 Server XK@ ZHO| Cist CRL MELl SE2 & 33 0 ZA|BICE
2357 1. Device 7t CMS Of CH3H CRL Resource Property tupdate & ZASICt,
2358 2. CMS 7} X| ™ &l tupdate AlZF 20 AME CRL HEE QIASIH, Device 2 CRL 2 METHCL

2359
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2360

2361

Server-directed CRL Transfer

Dewice

Credential
Management
Service

! 1 GET Joic/sec/erl?tupdate="ULL or UTCTIME

The Ownership Credential should be used to establish a secure connection. L\]

[({"crlid":"
2 "tupdate

POST foicfsec/crl

"cridata™; "DER-encoded CRL in baseB4"

r o

3 RSP 2.04

o G St

UPDATE /oic/sec/pstat [[..., "sm"="bx0010 0000", .. J} ||

5 REP 2.04

“R-

Device
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2362

2363
2364

2365

2366

2367

2368
2369
2370

2371

2372
2373
2374
2375
2376

2377

2378

2379
2380
2381
2382

2383

2384
2385
2386
2387
2388
2389

2390

2391

2392

10 Device S

28 Ao Client Z=3SIC}E Client & server 7F UM A MO ZF™O| ALRE £ 9

—_
StLt O|&9| role 2 TEE =& UL}

rir

Client 7t Server &2| X|otEl Resource O M2 [, Server = Client & Q15 3HCEH WM A9
=
o

10.1 CHAH 7| AE2|HEE A% Device 213

o150 CHE 7|E A8 [, Server Device = ServerKeyExchange MA[X|E Z3tstn
psk_identity_hint & Server 2| Device ID 2 H7otCt. Client & Subject ID 7t Server 2| Device
D2 HYE I2HMg 20 0 A2 EFYO| pSK Ql g =QIstct O™ X| 2o W Client
unknown_psk_identity Ol 2] &= 11 5fo| MHst of2{ 2 SEHCL.

Client 7} MAst psK Ie2|HES XM, Client 9| Device ID 2 HFE psk_identity_hint &
TS ClientkeyExchange HAIX|2 SESHCE Server = YX|8HE Subject ID 2 EfYS
Zoste JE2|HMEE #Z QX Holstct O"X| R2 ™M, Server £ unknown_psk_identity E&
1 ste| HAESh 01IE1 EZ2 gYsiCt YX|SHE Subject ID 9 EFYS ZetstE A2 HES 2D
Ae= AS &QIStH, Server = DTLS ZE2EEEZZ A A Client 2 Server 7t 218 Q1 premaster

10.2 Raw H| C{& 7| A2|HIHE A3 Device 9!

ol

o150 raw H| CHE 7|5 A2 O, Client 2 Server & Device 0Of HIQIE =l I2|HIMEZ HE Q|
MEst 37 7|8 ZYSCE 2 Device & MIE 374 7|7 #31 U= FA2|HHEQ| PublicData
HEQL YX|SH=X| Holstn, A2|WHEQ| C§E3t= Subject ID & AMESHA IO Device &
Aldsiot

10.3 Certificate & A% Device 215

o150 ASME ArEE M, Client 2 Server = ZtZt MEHEl Q1T cipher suite 2| Y2tz HASH
ﬂEIFi'MOH MEEl OIEM Holg ZEsCh Zt Device £ IO Device 0O 28 FO{Zl QIS A
Holg AE ot Z42to| 213 M ME 2 “oic.sec.cred.trustca’ credusage & AH&diA| /oic/sec/cred
Resource WOIAM 371 7|8 &2 WX BFSECL /oic/sec/cred O|A &2 F2|H A Resource &
IEM BE HES TESH=H ALEEICE E3H el ZE ASMo| Oisf 2 7|2t X H7| dEH=
SOl =},

Device & of RFC 5280 2| Section 6 0| 7| &%l A2 AZ Yn2|ES [2tof ot E79,
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2393
2394
2395
2396
2397
2398

2399

2400

2401

2402

2403

2404

2405

2406
2407
2408

2409

2410

2411
2412
2413
2414
2415
2416

2417

2418

2419

2420
2421

2422

2423

| =
o L= Hl FEH

%7t pathLenConstraint
ISMO ofsf ZE WA
Ho ™ Hel Zolof Mgetol ULt

o HE H ZE MM ASMO| 9
HIEZL #E 5O A=X| =Qlotrt

e Device & Authority Key Identifier
ALt Device = O =HEA7L @itk

of YTAOl HHR FHI SUY

Al &3} OF ohLt,

o Mool JE M ASTMI MIEH=
ZAStEXE =Qletot
TR Hen, Mt HEE 0o
=

JHH| 1S Afof CHsY,
boolean O] TRUE QIX| =QIStCt & F0f StLt7t AHAO|H
pathLenConstraint 2 E7t EX{5IH, Device =
0|5t QI K|

ISAME

EKU =&X7F gle B
C

Device £ 7= Mo 2tFA7F XSt A LiOf CA

= =

= —
O] AIBMQ BT 7HH S AM 2t 2SN
£79|, pathLenConstraint 7t
o

2 QUCt pathLenConstraint EE7} EX| K|

, Device & 7| &8k AT EXMSEL keyCertSign

SYAE MEA T ASME MUK e =+
i ASME HEY =+ flan, tdo =X FEO|
st AR ASMel S 7IE AMEHM AS=

2H0| XNetst Extended Key Usage (EKU)E
A ABME ozt EMo=zL
anyExtendedKeyUsage OID (2.5.29.37.0)&

oLt

ot M= CHE R&% EKU & Zd3 AEEHE AHESHOfF Strt.

[ ]
O
D
<
(@)
D
rir
Jm
ox
=
ro
=2
=2
2
IS
0
ikl
™
~
C
ujn
o
o[
2
o
rot
inl
=
ro
=
1o
m
%
>
ro
o[
>x
O
ra

o
bl
5

ot

F

o

o

giE 29 ot =5 | Z e AL} EKU
SYAE ZOHR| o2 H HAX ASME 1 SHO| o R=otch AR ASM = EKU
YA A ASAM L AVt FHS P EKU o HP FFZ EECOF BHCh EKU
SEAE Gle FEA dSMe BE SHO| ol R=5tH, Ol= EKU 2EA7F gle S
WA el S Mot THE FOICt
54 5 % 2HE OID = MM 93220 &Lt
Device 7t &EXAE QAANSIX| RStH F=(E[Z HES ZARHOP otCt Oof HEJH TRUE O|H,
Device = ASME AHZESHOF otLh. O] EETL FALSE O, Device = 2TAZL 8l ANE
ASME HBeM M2l E TAeHoF oot O] 42 Ml Lo 2= AS Mol & ECt.
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2424

2425

2426

2427
2428

2429

2430
2431
2432
2433
2434
2435
2436
2437
2438

2439

2440

2441

2442
2443

al
ro
o[
>
é
N
=
Al
I~
ol
rlo

2 Amo| ST HHO| W0 TBE|X| %iC

O] MMOM= ©Q
server 7} 215 M

obgiCt,

M role A2|HAEE AR server O CHSE client & role FEOf| CHsl A HSHCT
=X

=
o
A2|HE Bt S X /SHK] %2, client = ASME ALESHM role & FEH

i

=
—

t = AF2SIAX &= role ABME AFESHAM server 9 role
resource £ AU ZMN OH-P 0|42l role 2 FHE = RULCL role AZHEE 2SN
32[dH0o[0foF stH, QABM H S ZETICE server & MM 103 Of 7|=E HiQF 20| Z+Zf9
A2|dd NS Bt £ Device 2500 AFEE FE M 1EM S 7= ZE role
(BEH A AEMel S 7| LX|sioF oHCE ¢ ofL2l, BT JHA Q1Fo| FH £+ FADL
role QBME ME LX|SoF Lt FHEE role 2 AB MO subjectAltName =X} L{Of
oI g EICH SubJeCtA| tName 2E= 52| 22 7IE &= UM, BHY ASME client O HEE[=
= role 2E M| EKU 2HEA7E € 1.3.6.1.4.1.44924.1.7
(MM 9321 **7‘) 2o S MIt role & FHSH=MH AEE = JUsAE SOt & 34 =

=]

ro

U

f

client Device 7} server O CH3l role & FT&

Asserting Certificate Role Credentials

Client SEMVEr

A secure connection must be established using a cerificate credential to authenticate the client b]

UFPDATE foic/sec/roles
["eredid™"." "sub™" ", "credtype™B,
"phdata™ " DEFE encnded ||:|Ie and CA cemﬁcate chain in haseB4",

1 "|'|:|Ieid"'{"authnrity":"Dptinnal Autharity ldentifier”, "role”: "1B-byte octet string"}, :

DWHIS" n n :

) >

< 2 RSP 2.04 .
Client SEMNVEr

T 34 - QF XM role A2|HES ALES role AL
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2444

2445

2446

2447

2448
2449

2450

2451

2452
2453

2454

2455
2456
2457
2458
2459

2460

2461

2462
2463

2464

2465

2466

2467

2468

2469

2470

T34 F

1.

SEH2 M3S LIEtWE "204 No Content" & O3S LEHLHE 4xx & ZE3tstch
server 7t QIZ A JE2|HHE S X|YSHX| %2 "501 Not Implemented"E 2| E 5 OF SHC},

client o 28} FEEl role 2 server O 2|8 MEHE = ULt o 7|7+
role 215AMQ &

Lol ASME =lshA

|7t St FX|
b |SE|™M, /oic/sec/roles

80F st

—

H

N

Jiot
Xodn pi

ol
>
N
g
N
=
rr
rg
HU
n
$Q
lo
g
S
(]

/o
>

server = client Of 2|gt Bt role 2| X} FFS mSH7| fof EO| OfH 7|ZH=
ofCh ABMOl R2 7S O] 7|2 AR EZM CMS 7L O 7|2t 2at¥oz e
= AESF 5= AO| BHEF XDILf.

=

e ZE0M BEEl= HOHe dA2 A2|dde FF0|Ct (oicsec.cred, E 23 T X).
HO|E 0= credtype 8 (21EME 7t2[Z)0| Z2tZ|1d PrivateData EE= EXSHXA| E=CH
oic.sec.cred ML CISMO| S5E= EE0 ishAMe S Ml 20| HS0| ALEEICH
& =0, A2|AE0 Period EEZl HAEE[0 UA2H server & ASM F= 7[7HE

=
MEIZ = Ue ALZE FIZEOF BHCL roleid H|OIH (authority, role)Ol CHSHIA T
xt

at

OAIZEME & 311 20| QIBYEIC} (base64 2 DER QIZ L E QS A A Q)

Client E Joic/sec/roles resource & FESOHA O[O FHME role & Lt = ULCH
Ae|HA Kol HfEo| 2|HE|lD, %ixl HomM A F=o oMo F=HE role O] §IZ2
LIE}LH= "204 No Content"7} 2| & EIC},

11 HAIX] 224 % 7|2
Client 2 Server Zt2| HOF EA2 HA|X| 7|2 d U RAHE H3ste EQ HAHLISZS ArE8HA
LH, B X% E= AKX Y22 H B =IO
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2471

2472
2473
2474

2475

2476

2477

2478

2479

2480

2481
2482

2483

2484

2485

2486

2487

2488

2489
2490
2491
2492
2493

2494

2495

2496

2497
2498
2499
2500

2501

11.1 DTLS € AI8%H MM ES

Device &= [RFC 634710 HOo|=l EOF SEXME ¢t DTLS & K| |SHCt TCP & AFE2SI= Device =
£ XL HAIX] SAS T 2 £ M

[RFC 524610 Hol& Eot SAZ 22 TLS v1.2
1 2

cipher suite 2| 252 MM

o
i
ikl
P
Of
N
o
=
il U

OCF Device & (D)TLS H{& 1.2 O| &2 K| Ao StH, T 1.1 O|St= K| & SHA| R£OOF SHCE

Z: HEIFHAE MM 20| 2 KA security 2= 0| & HO|&|X| &Lt

11.1.1 S§LFHA2E MM 2|0

Client 2 Server 7t |LIFHAE OAIX|O| CisiM= YZF2| Device 7} &= QIS TICE Device
QIZOof 2tk XtA|e Attt MM 10 2 & XSH7| HEZECH

Client 2 Server 7t2| Hot JLIFHAE HA[X[O= MM 11.2 Q| cipher suite & AL&SHCE S4F
Device = ME#SH cipher suite O ™Mol=l CHE HAIXIE =3t & 2Fsa, =4F Device £
HAIXIE Ne|st7| Tof| HAIX|E BS55te =23} sljoF otrt,

11.2 Cipher Suite

A& S7tEl cipher suite = HHEAEO b2t HEtE 5 QUL O] MHOM= 4Af3A O/ Dt
SEM4H™Ol 25 B0 87t|= cipher suite & LIE$ICt CHE Ol RFC & OCF Of|A AFEE[E cipher
suite Of 2ot F7t YEE N S$HCt

[RFC 4279]: (D)TLS Ol At &S] 7| (PSK)2| A& S T+ THCL.

[RFC 4492]: (D)TLS 0| A EfY M 2= 7|t”°| AHE S mdTtrt

[RFC 5489]: Et® =M Diffie-Hellman (ECDHE) % PSK £ At&3lE cipher suite 9| A}
TS

[RFC 6655, 7251]: ECDHE 2 274 AES-CCM EE cipher suite & T3 $HCt

0o
ujo

11.2.1 Device 273 O|HE 2% Cipher Suite
11.2.1.1 Just Works 24 Cipher Suite

Just Works 273 O|™ 22 TS 9| (D)TLS cipher suite & AFEE &= QUCE
TLS_ECDH_ANON_WITH_AES_128_CBC_SHAZ256,
TLS_ECDH_ANON_WITH_AES_256_CBC_SHA?256

Just Works OTM & X| ¥ 3t= 2 E Device = L&

mjo

73

rot

ct.
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2502
2503
2504

2505

2506

2507
2508
2509
2510
2511

2512

2513

2514
2515
2516
2517
2518
2519
2520
2521
2522
2523
2524
2525
2526

2527

2528

2529
2530
2531
2532
2533
2534
2535

2536

TLS_ECDH_ANON_WITH_AES_128_CBC_SHA256 (2t OxFF00 AL&)

Just Works OTM 2 X| 48l 2 & Device = LSS T3 olOf SHCt
TLS_ECDH_ANON_WITH_AES_256_CBC_SHA256 (7F OxFFO1 A|"<E3?‘)

11.2.1.2 Random PIN %4 Cipher Suite

—

Random PIN 7|8t AR O™ &2 CtZ2| (D)TLS cipher suite & AH&E = UL
TLS_ECDHE_PSK_WITH_AES_128_CBC_SHA256,
TLS_ECDHE_PSK_WITH_AES_256_CBC_SHA256,

Random Pin 7|8t OTM 2 X| {3l 2 & Device = LSS FoSHOL
TLS_ECDHE_PSK_WITH_AES_128 _CBC_SHA256

11.2.1.3 S M WA Cipher suite

HzZ=AR QIS A 7

N
rII

a

o
r:E

O| ™

—

ox

TLS_ECDHE_ECDSA_WITH_AES_128_CCM_8,
TLS_ECDHE_ECDSA_WITH_AES_256_CCM_8,
TLS_ECDHE_ECDSA_WITH_AES_128_CCM,
TLS_ECDHE_ECDSA_WITH_AES_256_CCM

ChEo HEE AMESHAM
secp256r1 ([RFC4492] & =x)

HZ=AL QIZM 718 OTM 2 K| -{Ste ZE Device £ 22 74
TLS_ECDHE_ECDSA_WITH_AES_128_CCM_8

HZ=AL QIS M 7|8 OTM & X|¥St= Device & Ct2& TR OF
TLS_ECDHE_ECDSA_WITH_AES_256_CCM_8,
TLS_ECDHE_ECDSA_WITH_AES_128_CCM,
TLS_ECDHE_ECDSA_WITH_AES_256_CCM

o
o

o
n

11.2.2 tHH 7| & Cipher Suite

L= 2| cipher suite = PSK & AF&%t= (D)TLS &40 CHa F 2|l Ct.
TLS_ECDHE_PSK_WITH_AES_128_CBC_SHA256,
TLS_ECDHE_PSK_WITH_AES_256_CBC_SHA256,
TLS_PSK_WITH_AES_128_CCM_8, (* 8 OCTET 9IZ Ef1 *)
TLS_PSK_WITH_AES_256_CCM_8,

TLS_PSK_WITH_AES_128_CCM, (* 16 OCTET 9I& Ef1 *)
TLS_PSK_WITH_AES_256_CCM,
F: BE CCM 7|8t cipher suite & 2152 @3 HMAC-SHA-256 = A+E3tLCE,
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2537
2538
2539
2540
2541
2542
2543
2544
2545
2546

2547

2548

2549
2550
2551
2552
2553
2554
2555
2556
2557
2558
2559
2560
2561
2562
2563
2564

2565

D E Device £ LSS 7SO

TLS_ECDHE_PSK_WITH_AES_128_CBC_SHA256,

Device = Ct2& T5HOF otCt.
TLS_ECDHE_PSK_WITH_AES_128_CBC_SHA256,
TLS_ECDHE_PSK_WITH_AES_256_CBC_SHAZ256,
TLS_PSK_WITH_AES_128_CCM_8,
TLS_PSK_WITH_AES_256_CCM_8,
TLS_PSK_WITH_AES_128_CCM,
TLS_PSK_WITH_AES_256_CCM

11.2.3 H| tfd 32|HHE & Cipher Suite

Ct=2 2| cipher suite &= H| TiA 7| 2= AAZME AHESt= (D)TLS 410 CHa &2l &I L.

TLS_ECDHE_ECDSA_WITH_AES_128_CCM_8,

TLS_ECDHE_ECDSA_WITH_AES_256_CCM_8,

TLS_ECDHE_ECDSA_WITH_AES_128_CCM,

TLS_ECDHE_ECDSA_WITH_AES_256_CCM
Ctgol 72 S A8t

secp256r1 (See [RFC4492])

H A J2|HE S X|&Sl= 2 E Device e CHS2 +

TLS_ECDHE_ECDSA_WITH_AES_128_CCM_8

rot
rot
n

H Oy F2|HES X|-{5t= 2= Device & tHE2 T {0k SHCt.
TLS_ECDHE_ECDSA_WITH_AES_256_CCM_8,
TLS_ECDHE_ECDSA_WITH_AES_128_CCM,
TLS_ECDHE_ECDSA_WITH_AES_256_CCM
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2566

2567

2568

2569

2570
2571
2572

2573

2574

2575

2576

2577
2578

2579

2580
2581
2582
2583

2584

2585

2586

2587

2588

2589

2590

2591

2592

2593

2594

2595

12 AMA Hof
12.1 ACL A o &g

o] M2 g

ot
o
Rl
lo
>

El

HolAM 2EE 07 ZOlCt.

12.2 ACL 87 3 A&

Server = QEXOAH ==A|7[7] T0| OfZ2[# 0] Resource Off CH3H UM MO{E ALt
EE ol AMAE 4BHH, Server LH2| Security Resource Manager (SRM)£ QX XHE

elEetet. "FH'z2 E2l= AT E 2EA= Xl OFO|HIE|E], role & £t =9

o
ofEo MEE = RULE E=, FH ALEFES AEA ASE 2EAE 8 &= AL

rir
>
D)
—
0X
4o

H 2o ZEZ S 20| U, 4T 2K FH ALEFE ES ALESHE ACL
C

2HEl resource 7F ACL =0 A X o™ MMAT HAHEICEH (F: 2 7H resource 0f 2
MM AZF ACL resource 2| Z2H[XJ0| 2AMA L= B27l U= Device 2EZ0| ZAAHE
=M2HE 0 27t QULE)

2 MICH ACL (5, /oic/sec/acl2)2 resource reference 2| HIEES AFESHAM ACE2 AMA HEO|
HMEE|l= Resource E Oi&SI= resource OHE Ln2[EFS A83StE= Access Control Entries
(ACE2)o| HHE S =&sict OfE2 ACE2 "resource" property 2| zf (MM 13 &#xX)ot 2@FE
Resource 2| HI{WE &l O|FO{XICt Resource = Ctsdt &2 Y| 7tX| & = SILIE AFEiA

Of A =} host reference (href), resource type (rt), resource interface (if), ¥ resource wildcard.

12.2.1 Host Reference Oj%!

ACE2 OHE @2 LHO| EXstE E 2, Host Reference (href) Property 7t resource 0§ Off A& =ICt

tot

ok oS &=7| fA8 ALE =

- href Property & Resource 82| H

]

12.2.2 Resource Type DI %

ACE2 OHE Q4 o EXistE 42, Resource Type (rt) Property 7t resource DHE O AFE=ICtH

- rt Property = Resource Type BE 2| H2ot &S &7| s AFEEICE.

o —

- E22%9| Resource Type HAE S F&35l= Resource (O: collection resource)2| Oj& 0o =
EEo| HiZO| A EILCE

=
A
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2596

2597

2598

2599

2600

2601

2602
2603
2604

2605

2606
2607
2608

2609

2610

2611

2612

2613

2614

2615

2616

2617

2618

2619

2620

12.2.3 Interface Df %!

ACE2 OiE @4 Lo EXistE B2, Interface (if) property 7F resource Oi & 0 AHEEICH

!

fot
1ok

FORE S &7| 98 AFS & L

J

- 'if" property Resource Interface 2E& 2| H

BR0= 2EY2 HIEO0| AHEEIL,

rir

- Resource 7t ===29| Interface & T2t
12.2.4 B3 7|F B3

2ot ACE2 Resource property WO ===2| Of& 7|FO0| MIEH (o: ‘href H ‘rt" X "if)
7122l =2l AND 7t HEECL OlE =0, Resource property WO ‘href'="/a/light <t

‘if ="oic.if.s"7t YO M ZH resource O CHSH ‘href' @t ‘if 7|&0| & Ct &L M} Oj& O] =X|SHA
=ICH

ACE2 "resource" property 7t €52 H{EO|™, 2t HIE Q40 s =2 OR 7t HEE L O E
=0, Resource property 2| X HH H{E L7t ‘href'="/a/light"E Z&5t1 Resource
property 2| & H® HIE QAT 'if'="oic.ifs"E ZYSIH ‘href 7|F E& 'if 7|0 HEE=

Resource 7} O & Resource & g0 ZghElCt,

12.2.5 Resource 2L E7tE Oj &

12 A2 O ZM oic.sec.ace2.resource-ref TR0 EZ3El QFUETIIE Property
R E

esource & &Y + UL Gt 22 ALEFIE IE 2EZO| FolE Lt

>
[m

o
mx
ol

+
H
rin
|'UII

t74 7bs resource Off O & =ICt,

=]
=

H
rin
N

£ 75 resource Of Of%& =ICt,

n 2 E resource Of Of& =ICt,

H 18 - ACE2 ¥ EFIE OjH AEH HFH

ZF: B AH EJFs resource = CHE collection resource Off LFEFE = QUX|BF /res collection 0=
LIEFLER] b BHHO||, & A 7Hs resource & /oic/wk/res Resource Off LEEFSHCE,

Ofl: Resource D& 2 2%t JSON

{
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2621
2622
2623
2624
2625
2626
2627
2628
2629
2630
2631
2632
2633
2634
2635
2636
2637
2638
2639
2640
2641
2642
2643
2644
2645
2646
2647
2648
2649
2650
2651

2652

2653

2654

2655

2656

//Matches Resources named "/x/door1" or "/x/door2"
{
"href":"/x/door1"

7

“href":"/x/door2"
2
//Matches Resources with Resource Type "oic.sec.crl" and "oic.sec.cred"

{

"rt":[" oic.sec.crl ", "oic.sec.cred "]
b
// Matches Resources that implement both "oic.if.baseline" and
"oic.if.rw" Interfaces.
"if":["oic.if.baseline", "oic.if.rw"]
2
//Matches Resources named "/x/light1" or "/x/light2" and have Resource Types "x.light.led"

"x.light.flourescent" and "x.light.color".

{
"href":"/x/light1",
"rt":["x.light.led","x.light.flourescent", "x.light.color"]
7
{
"href":"/x/light2",
"rt":["x.light.led","x.light.flourescent", "x.light.color"]
7
//Matches all Resources.
{
"wtE
}
]
}
12.2.6 ALEIIEE AHETH FH HE

D= QHX7t O A =ICt OCF server =

= ™
OCF client & 2185 & UKL ASSH=E 27 5= A2 OfLICL
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2657
2658
2659
2660
2661
2662
2663
2664
2665
2666

2667

2668

2669

2670

2671

2672

2673

2674

2675

2676

2677
2678

2679

2680

2681

2682

2683

2684

2685

2686

2687

2688

//matches all subjects that have authenticated and confidentiality

protections in place.

"subject” : {
"conntype" : "auth-crypt"
}
//matches all subjects that have NOT authenticated and have NO confidentiality protections
in place.
"subject" : {

"conntype" : "anon-clear"

12.2.7 Role & A%t FH| 0fd
ACE X7} role 2 X E=0 AL, ChZ0t 22 20 FXA7t OfE E Lt
1. Q¥X7t A 7| Je|HB2 AFED F2[HAE resource 2 AZ|HAE TH=9| roleid
property LHO|l role O] =X} AL,

7L RISME QS E|D HIF Ao 8Kt 2IEAM 370 7|2+ &7 role resource L{Of
M

X | 215
2%t role 2ABM7F ZXHE . role ASML HE2 MM 10.3.1 off Zol=Ch

12.2.8 ACL H7}

OCF Server &= Ct21t Z2 A|RAZ O1AS s8st= ACE2 OfE 12|

o
mjo

S R=S
1O

rot

Ct.

1. Joic/sec/sacl Resource 7} =Xt MYO| MaXMoz ZHZg|H 0|5 ACE2 ngl 3
otC o A

CHAOM 2Z ACE2 5o Teto| 7|0 BHEL. Server = /oic/sec/sacl Resource

H g
O|O{ M X[t otEH MEHZ AS Lt
2. Z Joic/sec/acl2 Resource = At219| ACE2 &= 2 OfA O MSTHCt

3. O39 BE 7|FO0| DHEE[H HMATL S IHEICH
a. SX™XI7t ACE2 "FKX|" Property Off 2| Of & =ICt

b. 28 E Resource 7t ACE2 "resource" Property Of 2o DHEZ|1 @ =
Resource 7} 27 Server &0 Z=X|$tCt.

c. "period" Property 20| TtFEIC},
d. "permission" Property A 20| M & ZIC}.

: 252 ACE2 &50| Resource 20| EEPH 2= O ACE o SH2=2 R& 3{7t&
O|stCt 0| & E0f, Perm1=CR---; Perm2=--UDN O| ™, UNION (Perm1, Perm2)=CRUDN.
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2689

2690

2691

2692

Server £ 72 3|7t& EUE HNLE A[HSCL
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2693

2694

2695

13 HEOQ Resource

oic.r.acl2
Resource

aclist2
rowneruuid

oic.r.doxm
Resource

oxm
oxmsel

sct

owned
deviceuuid
devowneruuid
rowneruuid

oic.r.cred

creds
rowneruuid

Resource

oic.r.cred
Resource

creds

oic.r.sacl

Resource
Aclist2
signature

oic.r.pstat
Resource
dos
isop
cm
tm
om
sm
rowneruuid

pubdatatype
Property

rowneruuid

Copyright Open Connectiv

encoding
data

privdatatype
Property

oic.r.acl oic.r.amacl
Resource Resource
aclist resources
rowneruuid
oic.r.crl
R'esource oic.r.roles
cr!ld Resource
thisupdate
crldata roles
I 35 - OCF £ ¢ Resource
creds
Property
credid
subjectuuid
roleid
credtype
credusage
publicdata
" | privatedata
optionaldata
period
—
cms

encoding
data
handle

optdatatype
Property

encoding
data
revstat

& 36 - oic.r.cred Resource ¥ Property

aclist2
Property

©

subject
resources

subject
Property

2016-2( didtype
conntype

roletype
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2696

2697

2698

2699

2700

2701

2702

oic.r.acl2
Resource
aclist2 _—
rowneruuid
resource
_— Property
href
rt
if
wce
E 37 - oic.r.acl2 Resource % Property
resources
Property
oic.r.amacl
Resource
subject
resources resources
permission
validity
aceid
& 38 - oic.r.amacl Resource ¥ Property
oic.r.sacl aclist2 resources
Resource Property Property
. — >
aclist2
signatulre subject href
\/ resources rt
signature per.m.ission if
Property vallc_jlty wc
- aceid
sigtype
sigvalue

& 39 - oic.secr.sacl Resource ¥ Property

13.1 Device Owner Transfer Resource

/oic/sec/doxm Resource = YL HO| X|&A L= Device 253 0| BfHS ZotsH

Resource discovery ZEAMAE 2 AHO

CRUDN X| &2 E=3HCt.

ZotEl 2O Resource ™Mo|9|
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2703

/oic/sec/dox

m

Device Owner urn:oic.r.doxm baseline Device 273 -

Transfer o|™ 2 X|&st7|
Methods 2|3t Resource

Owner
Transfer
Method

oxms

E 19 - oic.r.doxm Resource 29|

oic.sec.do | H{Y ofl R

xmtype

k>
o 90
i
o

£
=
0

Oxm

Selection

oxmsel

oic.sec.do | UINT16 ofl Server = (4) "oic.sec.oxm.self"' =
RESET R R
xmtype Aottt

RFOTM RW

M IS5t Server = Device AEfE
RESET 22 Fgtsict,

2
ol
e
dlo

RFPRO R

RFNOP R

2
on
gQ
dlo

SRESET

o)
2
on
£Q
ojo

Supported
Credential

Types

sct

oic.sec.cre | bitmask of R Devic

D

M

dtype

N m
—_— T

M

N or e
ot mjo njo
>y o N

|.
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Owned | owned | Boolean TIF O | RESET

RFOTM

RFPRO
RFNOP
SRESET

Device |deviceuui| 2E& | oicsecdi | O
uuiD d dtype RESET

RFOTM

RFPRO
RFNOP
SRESET

Device |devowner| 2AEZ& uuid o
Owner Id uuid RESET

RFOTM

RFPRO

R

RW

RW

RW

Server = FALSE 2 A 3iC},

]
r

ro

F A9 o|F MMO| Mg
DOXS = TRUE 2 MM stCt,

of =
on @
£Q
dlo

St
on
£Q
dlo

ot
on
£Q
djo

Server = RESET S 2 Mztst
yorC CHE 2A| random
UUID & T+-d3trt,

PROPERTY_NOT_FOUND 2
A= s, DOXS =

Server 7t M| S5t= a2
Zot=0| ALt
/doxm.owned=FALSE £ Zl5l1
MME SO

ot
o
£Q
dlo

St
on
£Q
dlo

St
on
£Q
dlo

Server £ nil uuid 222 ALt
(0d: "00000000-0000-0000-0000-
000000000000™
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RFNOP R dig 2
SRESET R |8 2ls
Resource rowneruui, 2AEZ uuid o Server £ nil uuid ¢t2 2 A™ L}
Owner Id d RESET R (G{l: "00000000-0000-0000-0000-

000000000000")

_|C_>|_ o|7t-| A-||A10| A—l_T'_I-l o=z
RFOTM | RW |7+‘dE|™ DOXS = rowneruuid
property & T°35H{OF Bt

RFPRO R Sie A=
RFNOP R S els

DOXS (/doxm.devowneruuid
property & Sl &X)= &=
OI=E| HOF MAMNO| 2AE|H
resource owner property =
SRESET | RW ZZoln, ZQstH ZAls|of

St Rowneruuid 7t f8 %t
DOXS & &ZSHX| ioH™
Server & RESET Device &fEfZ
Hetotrt.
2704 H 20 - oic.r.doxm Resource 2| Property
Property | Property | Value Value g3 Device OHM| A A
Title Name Type Rule 2FEl nc
Device uuid 2EQ | uuid ol RW - uuid 2k
ID
2705 H 21 - oic.sec.didtype Property 2| £7d
2706 A7 M O™ ¥ (oxms) Property = M= =AHE LIEE AFH O|N HRHO| 553 EEICt
2707 Device MZAts 7t% HEZoE 0| SMET H2 WO 40| LEE O] Property & T/ oHC}
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2708

2709

2710

2711

2712

2713

2714

2715

2716

2717

2718

2719

2720

2721

2722

2723

2724

2725

2726

2727

2728

2729

2730

2731
2732

2733

2734

HESRZ &2 20| 7t Hedst gys dEgd o, 22T Ao HE/I &2 E0| o] 5ES

i

AfH O™ HHo| MEHO| O|0{A, oxmsel Property & AMES{A TOIE O] /doxm
|

o
Resource Off & 3 =ICt

rot
C
po)
Z
=
m
oA
0z
rE
10
-n
I
A
o
u
-
0x
rm
inl

<OxmType> = "urn:" <NID> ":" <NSS>

<NID> :: = <Vendor-Organization>

<NSS> ::= <Method> | {<NameSpaceQualifier> "."} <Method>
<NameSpaceQualifier> ::= String

<Method> ::= String

<Vendor-Organization> ::= String

owned Property 7t ‘1" (TRUE)Z MAFE=Ct I ZAxt,

S £
St Device 9| R il g>.|s_ 0|29 A== 2OjistA .

&5 A 3H O|M0 830 SRM 2 /oic/sec/doxm Resource O XEE|= Device identifier
C

27d O YE2 27dS FSots MH[20 deviceuuid & TEHHOF otCf AMH|AE HOF

Ol O E{H| O] & L{Of| deviceuuid 2 OC & B# X|0{Of BtC}.

Device 33 Xt= Device identifier (deviceuuid)?t X|&ZX0|AHLt (WAl E7h) H| X[HXQ Aoz
(A9 H O™ MH|AO Q8] Al 7bs — ak.a DOXS) EHEHSHCH

deviceuuid 7t X|£XQl ZO0|H, A QX2 0|2 PROPERTY_NOT_FOUND Z A I{stA =ICt

Hl X|&Z0|®, 244 QN0 MBHMO 2 £ Device 7} RESET & I{7HX| DOXS Of 2|&H X2 =
20| 7| =t O ol CHE O|f 2 AAO0| AHIistD Device &fEN7F RESET 22 HBtE|X| Yo ™
deviceuuid 2| £ nil UUID (%|: "00000000-0000-0000-0000-000000000000") 2 &I},

1
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2735
2736

2737

2738

Device 2| deviceuuid 7} X540 2tA §10|, Device 7t RESET &fEi2 TetE OfOFCH A Al random

Hl B2 yuID 7} MM EICt Al deviceuuid & DOXS 7} EOF OTM ¢ZE FM4&
AME{ 7} RESET AE{ QI 5O 2|1 RFOTM Device HEfQ S AHE EICH

o
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2739

2740

2741

13.1.1 OCF 2| A /3 O|H it
Value Type |Value Type URN | €A Zt (=) a9
Name ()
OCFJustWorks | oic.sec.doxm.jw 0 just-works &2 anonymous Diffie-Hellman 7| & 2]
ZZEZ0| o/=|M OBT 7t 2t Device O] 28 HES
T = U= oCE A HIE FESH= OBT 7t Device
A QX2 QAHEICE just-works B#2 Device to the OBT O
CHSH Device & 2SSt OFEL7LX| 2 Device Of CHSH OBT &
QB SH=0 AMBEl= 37 HIZEE M- g3BICt Device £
OBT 7} Device 2| 2732 #535t=5F 5t11, CHE OBT Of
o5t 0|29 ARH FE A= HINSHA =L
T just-works 22 F7F SAXL| 34 40| EICH
ekA, o] BHHE AFEE = S8 22t M35H7| flot
At CHA4O| QAO{OF BHCE
OCFSharedPin |oic.sec.doxm.rdp 1 M1 Device 7t THY 2| X 22 S35l Device OBT 2
HMEE= PINS 2222 M dsiCt tie W Diffie-Hellman
7| oo ZREE2 Y% EL MO| PIN 2 ARIEE
TJBtCt OBT Of 2|3 PIN Q| &7 = 41t Device Ofl device
A2RHE FEY = USS AASHC
OCFMfgCert | oic.sec. 2 Al Device = Device 2% A|0|| Diffie-Hellman. m 20|
doxm.mfgcert M= AL &= H tHE 742 7|8 WESHM MZEl=
Ao & 7tFsich MZEAL QIEM £ Platform 22t 2 % 1
Hro| Hot HE T2 E3S|of St
OCF Reserved |<Reserved> 3 ol 2f
OCFSelf oic.sec.oxm.self 4 MZAtE /doxm.oxmsel 442 (4)2 2L} Server =
RESET Device &fEHEZ T8t A|0f| O| £t (42 2|AIBtT
OCF Reserved |<Reserved> 5~0xFEFF OCF AtE S Sldl o<
Vendor-defined | <Reserved> OxFFOO~OxFFFF | S &AL £ OTM AFEE {ldH 0of|of
Value Type
Name

H 22 - oic.sec.doxmtype Property 2| &°d

13.2 A2|Hd Resource
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2742

2743

2744
2745

2746

2747

2748

2749

2750

2751

2752

2753

2754

2755

2756

2757

2758
2759
2760

2761

2762

2763

2764

2765

2766

2767

2768

X
L
[>
i
Rl

/oic/sec/cred Resource = Client & A3&5t1 ASt=0 AHE K= 2| EE 8T ofL| 2}
A

O
Client O T3l Server & St MH|AS X[@ot=H AMEE = A2|HEE 2Rt

=

OCF framework O M= & AtH 57 7|, H THE 7|, 1SN
6] 8 2Lt credential Resource & Subject UUID & AHE3HA{ QI
A5t QlAGH MH|AF K| R BHCL

EZostE S50 I2|Ed EFY 0|
A sto 2 M Client &

H
i
o
oA

"creds" Array Property & #2|3t7| I3t interface & M&33t7| Idl, oic.r.cred Resource 49
RETRIEVE, UPDATE, % DELETE &% & CtZ3t 20| O|F0{ZICt

1. RETRIEVE & 27| ©& Property (of: 7§12l 7| GIO|E)E M= AS M elstD T
Resource B3S 2| E St
2. UPDATE £ Ct21} Z0| UPDATE ¥t oW M= =EIHO ZBH=El Property £

CHAISEA LE Property Off Z=7t8tCY
a. UPDATE EHO| "creds" array Property & Z&5IH,

i. 71Z9 "credid"?t LX|St= "credid"2 MEIE creds = 7|&E9| "creds"

Hi € o CHS3t= cred & 27D CHA SHCL.

ii. "credid" 90| MBE creds & 7|EQ| "creds" HiEO| =7tZ|1, Server Of
8 DRt (cred Resource O CHSH) "credid"7t &0 & cred Of
P EICE interface 2 ZEES THAZ|1 He ZHS 2t2tA|7|7] 2l

FHI =l cred 2] "credid"= X AF2SIX| =Lt

met 1o

1>

iii. Z|E2 "credid"?t YX[SIX|] %= "credid"Z2E MIE creds & HIE
"credid"E ALESHAM 7|EQ| "creds" HIE 0| FIt=ICE

3. ZOo| nt2to|E 7t ¢l= DELETE = MM "creds" HIES AX SHX|2F oic.r.cred Resource =
AH|SHR| @=L

4. StL} O|&t9| "credid" ZQ| Inj2t0|HE Z+= DELETE & "creds" HHEZHE LSSl

= cred & APN|BHCE

Q
@
o
a
i
AN
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2769

17 URI Resource | Resource Type ID | Interface a9 oA 7|s 9
Type Title ("rt" Zk)
/oic/sec/cred Credentials urn:oic.r.cred baseline |Device 215, A5, & HOt
CIolH E= & 23
A2|HE S XSt
Resource.
H 23 -oic.r.cred Resource d29|
Property Property Value Value | E= Device | HMA Aad
Title Name Type Rule AEH =
Credentials creds oicseccr| H{iE off Server = N|ZEA 7| 2M8Ho 2
RESET S
ed SRSl gu )
RW |[A3XQl OTM Z0f DOXS of 2|sh
RFOTM et
R |g332 215 20| CMS
(/cred.rowneruuid property & Sl
RFPRO N _
Ex)of os MY =Tt vertical
resource Off CHot AWM AE FX|EICE
RENOP R |OHE ACEE #2H vertical
resource Of CHSH HM AT S =T
RW |E2H NMO| &1 Server 2t
DOXS 7t 21E&|™ DOXS
(/doxm.devowneruuid property &
SRESET N
E8| HX)= creds 20| FAMS
ZItsof 5t creds a2 AAY
= UCE
Resource | rowneruuid | AEZ uuid ol RESET R |Server = nil uuid 2t (04|: "00000000-
Owner ID 0000-0000-0000-
000000000000M 2.2 AH oL},
RW |ASH oM MMo| M2xoz
RFOTM AdE[H DOXS = /cred.owneruuid
property & TH{Of otC}.
RFPRO R |3HE 8l3
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2770

2771

2772

2773

2774

2775

2776

RFNOP R |diE 8ls
RW |4 QIEEl HOt N MO| L™
DOXS (/doxm.devowneruuid
property & &3l &ZX)= resource
owner propert -l 55}7,
SRESET property £ &3

HQots ALBHOF St
rowneruuid 7t 2% DOXS &
ExSHR| 2O Server & RESET
Device ofEf 2 FgtotCt,

H 24 -oic.r.cred Resource 2| Property

D= HOF Device WNAE BSEH 2 4= HEZ E35E= /oic/sec/cred Resource & # =Lt

/oic/sec/cred Resource & ‘rowneruuid’ Property Li{Of
AL,

ACL B3 /oic/sec/cred Resource = CRUDN ¥ MA ZEE

g3 =

Me[20f o5 49 S +="8E &
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Property | Property | Value | Value | E# | HMA | Device ck
Title Name Type Rule HE E}
Credential credid UINT16 |0 —64K-| O RW CtE Resource EFEHO| 2Z X E
ID 1 fet B2 A2|H4 D
Subject | subjectuui | AEZ uuid ol RW Ol A2|HHE0| HEE|= FHE
uuID d AlE5L7] 218 uuid
Role ID roleid |oic.sec.ro - Ot | RW FH7t FESGEE QTR role 2
letype Al Eotot
Credential | credtype |oic.sec.cr| bitmask | Of RW O] Az|HH EIYE mAHTICL
T
ype edtype 0 - ZAH] AFS
1 - CHE & 7
2-0& 38 7|
4 - H THE MY 7
8- QB A el H Y MY 7|
16 — PIN EE& H|2HS
32 - Hl O|E &= 7|
Credential | credusage | 2E& - OfL2 | RW A2[HEe 2 871582 si2a5}7]
Usage QI8 AHEEICt O E A /0{ C| 0l A
cred 7t AFE|EX|E 7H2|ZICH
oic.sec.cred.trustca: QS A 22| WH
oic.sec.cred.cert: OFO|EHlE[E| QIF A
oic.sec.cred.rolecert: role Q1S A
oic.sec.cred.mfgtrustca: M Z=AF Q15 Af
ME| AAH
oic.sec.cred.mfgcert: M Z=AF 15 A
Public Data | publicdata | oic.sec.p - OtL | RW S0 A2|HAE HE
ubdataty 1:2: EJ3, 27 skDC 2
pe

4,32: 7 7| 3t

8: PIZ A
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2777

Private Data | privatedata | oic.sec.pr - OfL|2 1:2: OE 7|
vdatatyp 4:8,32, 64 7491 1| fA 7|
e
16: HIZHD SA|, B|ZRHS gf, HOF
PN =]
=1
RESET Server & MZEAL 7| 2HEC 2
© | gma,
H3E 2l OTM 20| DOXS off 2fsH
W RFOTM
HYEC
2IZ &l DOXS & CMS of 2|8}
W RFPRO
HYECT
- RFNOP |8d % S0l= 2 & 8lbt
DOXS 7t RFPRO 22| T2H0|
W SRESET N
tsstEsE +=8e = ACL
Optional | optionalda | oic.sec.o - OfL|2 | RW H2[HE H7| HEf Y&
Data ta ptdataty 1,2, 4 32: H7| MEf HE
pe
8 7| + CA QIBA
Period period | 2EZ - ot | RW RFC5545 Off ofsli Fo|=l 7|7 sixy
AlZ+0| Period A|ZHCHOIA SHOJLIEH
He|HES AMEOHA| B=C
Credential crms  |oicseccr| HHE | OfL|2 | RW Period Property & 7t J2|HM2
Refresh mtype oic.sec.crm Of Chk EHY Folof et
Method S2[HE AN S (crm)S A8 M
ALEC
H 25 -oic.sec.cred Property 2| £7d
Property | Property | Value | Value | HM& | &4 a9
Title Name Type Rule HE=E
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>
[m
o

Encoding | encoding RW | OtL|2 |pubdata Off Z2tE HO|H2| QIR E HAS
E

format X Hoh= &

"oic.sec.encoding jwt" - RFC7517 JSON & EZ
wr) el=E

"oic.sec.encoding.cwt” - RFC CBOR & EZ
cwr elag

"oic.sec.encoding.base64" — Base64 21T
"oic.sec.encoding.uri” — URI &=

"oic.sec.encoding.pem” -PEM QIA L El 2IF A

L= Helof oigt A2 E

"oic.sec.encoding.der" —DER-QIZ &l Q15 A

L= Helof oigt FE

"oic.sec.encoding.raw” — Raw hex QI2 & &l
O &

Data data AEZY - RW |OfLQ [QIZEEl Zt

2778 H 26 -oic.sec.pubdatatype Property 2| &4

Property | Property |Value Value |#MA |2 | MHH
Title Name |Type Rule (2E

Encoding | encoding | 2E# - RW Of |privdata Off Z3tEl HIO|E{Q| QIR E HAIS
E

[
format X&sts 2EE

"oic.sec.encodingjwt" - RFC7517 JSON & EZ
Jwr) QIR g

"oic.sec.encoding.cwt" - RFC CBOR &l EZ2
(cwr) 212 g

"oic.sec.encoding.base64"” — Base64 213 Y
"oic.sec.encoding.uri” — UR| &=

"oic.sec.encoding.handle” — G|O|E{ 7} HES
AEM BRElE M ME ALE LYo

ZetECh

"oic.sec.encoding.raw” — Raw hex QI3 & &l
GO &
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2779

2780

Data data 2EE - RW | Ot4e |13 7t
O 22 Zdi g2 =+ 8lrt
Handle handle UINT16 - RW | OtL|2 | 7] X% resource Off CHSH HE
H 27 -oic.sec.privdatatype Property 2| &°d
Property | Property | Value | Value | M2 | E= 2%
Title Name Type Rule B=
Revocation | revstat | Boolean | T|F RW of |H>Y| MEf E2H2
status True - H|7| 21918
False — H| 7| 2| X| %S
Encoding | encoding | 2Ed - RW | OtL|2 |optdata Off Z&tEl HIO|EH S| QIFE AAE
format XEste 2EY
"oic.sec.encodingjwt" - RFC7517 JSON & EZ
wr) el=E
"oic.sec.encoding.cwt" - RFC CBOR &l E&
(CwT) 2132y
"oic.sec.encoding.base64"” — Base64 913 Y
"oic.sec.encoding.pem” —PEM @I A E &l OIF Af
EE= Nes flet R
"oic.sec.encoding.der" -DER QIR G &l QI Z A
EE= NHYE flet 22E
"oic.sec.encoding.raw” — Raw hex QI3 2 &l
ololE
Data data 2EZ - RW | OfL[Q |QIAYE £X
H 28 -oic.sec.optdatatype Property 2| &7
Property Property |[Value Type |Value |AMA |Z |HY
Title Name Rule m=
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2781

2782

2783

2784

2785

2786

2787

2788

2789

2790

2791

2792

2793

2794

2795

2796

2797

2798

2799

2800
2801

2802

Authority authority 2EE - R OfL|2 |role & 2|t 7| 2te| FE. EXSHA|
Ao ™ J2[Hld LMXIT} role 2 2T
ZO|Ct. EX{5HH ASN.1
PrintableString 2 2 HE¥ 78l 0fF SHC}
Role role 2EE - R of [role 2 AlE37| ot AlEXL ASN.1
PrintableString 22 E3 7t56}OF $HL}

H 29 —oic.sec.roletype Property 2|

13.2.1 3 2|4 Resource 2| Property

13.2.1.1 Credential ID

Credential ID (credid)£ /oic/sec/cred QAIAEHAO| Lot 2ZHEZEO|Ct credid = SRM Of 2|l MM =ICt
credid = & 2% Subject UUID & Z £ Resource QIAEHAZSO| Xt0|E B 7| s AtE=ICt
13.2.1.2 ZFH vuiD

Subject UUID = E¢t MM E #8510, 2T Al 8BS BBSHAHL 215 AIRE 2155H7| |8l
A2|HM Resource 7} A2 E|+= Device EE = AH|AZ AlEHSICH

i
ro
ol
Ot
rir
Lu
n
ra
mz
mjo

Server At412| Device ID 2t YX|5t= Subject UUID & 3HE3St= Device
Al oD

Subject UUID & && HIO|HE EZ5t7| s 2& 7|7t A8kl 18 A Eot=0 AHEECH

13.2.1.3 Role ID

Role ID &= Subject UUID Of £0{E role o HeS AMHSCE FHE role E= role 2 T2

roleid Property O Z&tEl role gf2| 22 & eO|Ct

A2|HE0| role o eSS Z&stE B2, THE role O] A2[HAE LHO| role 2T 1 EQA0|H

ot 2
ACL 0| MIAIXMogz DH‘t|%ﬂ [f.

o o T

r

13.2.1.4 Credential Type
Credential Type & Az2[EHAEo| EfY0 w2t HEXIF Hetd = U= o2 CHE Property a2
Si M50 AFEEICE 0| 2{8t property O & publicdata, privatedata, ¥ optionaldata 7t ZgHEI L},
CredType %t ‘0" ("EQt ZE gIE&"2 Al  CHZE &F 2 28l oLECE HEF HIXl= EFY
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2803

2804

2805

2806

2807
2808

2809

2810

2811

2812

2813

2814
2815

2816

2817

2818

2819
2820

2821

2822

2823

2824

2825

2826

2827

2828

rot
oY
>

'0'Q A2|HEo ZRHX S A ESHA HELE SRM 2 ME HiX[oe] AES X[t 2
|-

13.2.1.5 Public Data

Public Data & A 2|4 LS S F71HQ HEAEZ NI5t= EE ZCL O 59,
215X E= Key Management Service 2FH2| & HO|H Lo ZatE EE =Zad = ULt
T CHE Ol2, TEe SKDC 2 E[2int 22 e Ho|HE =g £ UCt

13.2.1.6 Private Data

Private Data = Device & ¢!
~
o

HSot=d A8 L= HIE

ot1, HOHe B3 & 278 E& dAstAL AT A= SES

Private Data = SR B2 ZIE| X UOIOF TIC} SRM 9o Azl ZHEE
7|gte] Foi0= EQF @4 (SE) = ME ¥ 2 (TEE)O| ALEX|O{OF BHCE. O] 2{9h &F&H0f A,
§ X =

Private Data Z1 &l SHE0| ALt 29t % resource 0| Q] X7 0|0 OF ShCt,

Rl

13.2.1.7 Optional Data

Optional Data = MEHCO=2 HIE XD 7| 22|, &HE, E= d& AL HOIE T HSt=
HEE Zgottt o|E S0, Credential Type 0| ASME AE5IH, Ol ASAM H7| MEH o A
A% QIF0| AFEE Certificate Authority (CA) QIZME EaoC},

13.2.1.8 Period

Period Property = 32|HMO| f5 7|7tS AMEsICH 95 7|72t0] X FE O JYX| fo®, F2|dHd

B2 olLX] =0t ER-AL 7|53 Fo5HA| Q= HMTHE Device = CMS 282 H X IR
ANzt HEE F S

13.2.1.9 AegHE dH U By ol

oic.sec.crm 2 CMS 7t f+oist= A2|EHA AL BHHZ HolotL}
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2829

Value

Type
Name

Value Type
URN

Mg 7tsE

3e|HE EtY

Provisio
ning

Service

oic.sec.crm.pro

All

CMS & CtE7t 71t A 2|HA0| Xf L3S THA[BHCH
Server & M% resource 2| Z2|E @[3 CtEE AZ|HAES
AbH| 8l OF $HCF Resource Owner Property £ Z2H| X
MH|AE EZBICE Server & /oic/sec/cred.rowneruuid
Resource & AHEdliA| O] A2[EHHE AN HH S X|Ast=

£IPEQl 7| BE| MH|AS AlESiC)

— =

Pre-
shared

Key

oic.sec.crm.psk

(1]

Server = AZ|EHA 3tZ H0j| Diffie-Hellman 7|gH2]
ciphersuite 2t # X PSK & AHE3{A DTLS ¢1ZS
HAIZ S ZM ad-hoc 7| ZHAIE F=>HSHCE &7 DTLS
MasterSecret 240| AlF PSK 2 EICt Server = M |2
712t MEfSICE M 3 7|2 g2 dX) 22| JE0) Chah
A8t= Device 2 M&EICE Device £ 43
OE2M O] HAE HOLSO0|HLE M SEHS
EM 0] HLlE ARSI Server =
/oic/sec/cred.rowneruuid Resource & AHE3liAl O] 32|HE

A4 S Xk 7| 22| ME|AE A Eolr)

\J

r
™

rmomo i
0%

o mo M
o

0

oo Ho
rmool oo

Random
PIN

oic.sec.crm.rdp

(16]

Server £ oic.sec.crm.psk H 0| 0|0{ A ad-hoc 7| A4S
TAHSHX| T T 9 22 Sl * 4 Device HEHE=
random PIN {2 4/ d5tX| Y=Lt SXY PSK + PI
S Al E|0f DTLS ciphersuite 2+ 24| ALEE Mt PSK'E
g3ttt &, PSK' = SHA256 (PSK, PIN). Server £
/oic/sec/cred.rowneruuid Resource & AME3S{lA| O] 32|HH

A S Xk 7| BE| MH|AE A Eolr)

Z
[u rlo

SKDC

oic.sec.crm.skdc

(1, 2, 4, 32]

1

5t7|
of =
oLt Server
/oic/sec/cred.rowneruuid Resource & A&diiA O] 3 2|H
=:]
=

44 LS X @ots 7| &2l MH|AE MBI

Server = Device 0| CH3t E|ZS
HrHSICH  Server = E|ZIO| Cf
A2 A Az|HES A

olo 4%

L

i rot
0X o
HC o

% o

> rot
mxz riromup o mjo

PKCS10

oic.sec.crm.pk10

(8]

ol

Server = Al QIS ME FSSt7| Yot PKCS#10 AEM 2F
HAIXIE LHSICE  Server =  Joic/sec/cred.rowneruuid
Resource & AFE3HAl O F2|HIE AL HHZ X|AS= 7|

22| MH|AE MESICE

H 30 -oic.sec.crmtype Property 2| Zt H2|
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2830

2831
2832

2833

2834

2835

2836

2837

2838

2839

2840

2841

2842

2843

2844
2845

2846

2847

2848

2849

13.2.1.1 Jz2H4 85

OF

He2|HH 2= Device Off T3l A2|HES ALE3H0F
go| &l

o o

b= &S LIEFHEE CH 712l 2rol

e oic.seccred.trustca: O] ASAME MM 103 Of HOl=l Hip ZO0| AFSA MO HABS

2oz 8= Alg W o|ct

e oicsec.cred.cert: O| credusage = MM 103 0 T2lEl Ht Z0| Device 7t 7§Ql 7| &
AR5t EQoF MMOjA OFO|HIEIE| RIF0| 742l 7| & A3tz QS MO CHsH AEE T

e oicsec.cred.rolecert: O] credusage & MM 10.3.1 O oIl Hio}
=X

zl =
7|8 2R354 StLt 0]¢2 role & FHSI=0 742 7|E MESt= 25

o
A

| Device 7} 7l¢@l
Off CHSH At EICE.

e oicseccred.mfgtrustca: O QAZA= MM 736 0Of M= H Z0| Manufacturer

Certificate Based Owner Transfer Method & 2& o 2 8t= Al Z| W7 0|Ct

e oicsec.cred.mfgcert: O] 2ZA = MM 736 Of o= HiQt Z0| Device 7t 72l 7|E

A 838l Manufacturer Certificate Based Owner Transfer Method OlA{2] @1=0| 749l

7| & A8t IS A0 CHo AtE =t

13.2.2 7| €4

13.2.2.1 R 7] @Al
A 7| Chedt 28 "Alg Zert
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2850

2851

2852

2853

2854

2855

2856

2857

2858

2859

2860
2861

2862

2863

2864
2865
2866

2867

of

o
N
ot

y | um

Length 16 OCTET Length Off (t2& 8 H|E octet 2| &5 X| Lt
Key opaque OCTET B | octet 2| 16 HIO|E H{E. PSK 7| 5012 YHo = ALELH

Length 7} ‘4 2FEICE

31 - 128 H E & 7]

H

Bd o 4 Ay
Length 32 OCTET Length Ol 2+ 8 H|E octet 2| =5 X|YiCt
Key opaque OCTET HHE | octet 2| 32 HIO|E H{ . PSK 7|50||Q| YHOZ AHEEIH

Length 7} -4 2FEICE

H 32 - 256 H E Cj% 7|
13.2.2.2 Hl CHE 7|

H O 7] 94 23

ro

= HEel AHOME AHEE 5 BT

L — =

13.2.2.3 oIZAMet Hl cHHE 7|

7| A 282 ASXM Folof 2o g2l Ect.

13.2.3 32|HAE 74N B HA

13.2.3.1.1 Z2H|XMY MH[A

resource 29 XtE T ZH|X Y AMHAE AMYHSICEH Server 7t A2|HAE0| HAS HQZE St O}
HHEHO| ™MEE|X| UL MI|S=e ZHOE TCHSIEH, Server = QtE FMo| 3
TZHXMYES a8t 32|HA0| BtZ %M Server = Resource & A8l OF $tCt.
13.2.3.1.2 AtH 37 7|

Of EEE A83lA, ®X PSK = DTLS O|AM Diffie-Hellman MM 7|& Fd35t=0 At&ECH
TLS_PRF &= Al (AAE) PSK & MHSt= 7] F= &= (key derivation function: KDF)E
A& =i

PSK = TLS_PRF(MasterSecret, Message, length);
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2868
2869

2870

2871

2872

2873

2874

2875

2876
2877
2878

2879

2880

2881
2882

2883

2884

2885

2886

2887

2888

2889

2890

2891

2892

2893

2894

2895

2896

e MasterSecret = 92| ciphersuite & StLIE AFES DTLS HEMO|AZEH d7|=
MasterSecret %fO|Ct.

o RM - Al 28 — & "ojc.sec.crm.psk”

o Device ID_A = DTLS ClientHello & X5 Device ID 2| & o| Ct.

0|1|
H
rot

o Device ID_B = DTLS ClientHello HA|X|0ff € E'St= Device O|LC}.
e length = HIO|E ErHe[o] MA|X| ZO|O|C}.
Server 2t Client & = Ct PSK & AH&dli A /oic/sec/cred Resource 2| privatedata Property &
AL} Server 7} A2|HAE AUZ JHAISHEH, A R2 7|HE MEISIT} Server = (EHTH R &2
712t2 MEA #8E DTLS MEE S3lf Client O Al T&3540], Server Of Cis Cf S35t= A2|H A
Resource & Al 5= QULCL
13.2.3.1.3 Random PIN

O] ZEZ AEBfA|, &Xf TRE|X| 42 PIN 2 RFC2898 0 2= PSK S MAMst=0H AtECH
PSK £ Al MM 7|18 M43t7| st Diffie-Hellman w3t S0 AFEEICH MM 7= PIN O A
PSK ZEZ HBHSH=T| AFRE|0fOf BT},

PIN 2 Server Off 23l 222 HH0 Y o HEHZ S Client 2 MEHEICH AL &&= OO0B
g2 2 Aol Hof Zote|X| =Lt

)
37 71§ d45t=0 MEEHE= 3R HAOIEr PIN 215 MHE Z% 7| (PPSK)E PSK & 3183}
DTLS ciphersuite 2 X| & I Cf.

PPSK = PBKDF2(PRF, PIN, RM, Device ID, ¢, dkLen)

PRF - DTLS PRF & At23%tCt.

PIN - Devices 70| &/ =IC}.

=

- RM - A4 E = voicsec.crm.rdp”

Device ID - 41t Device 2| UUID.

-c-1000 22 =7|5tE g5 72 E, AL S M{OtCt 7L

dkLen - ==&l PSK 9| octet TH{|2o] RIst= Z0|.
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2897
2898
2899
2900

2901

2902
2903
2904

2905

2906

2907
2908
2909

2910

2011

2912

2913

2914

2915

2916

2917

2918

2919

Server & Client = & L} PPSK & AF&3HA /oic/sec/cred Resource 2| PrivateData Property £
AL Server 7t A2|HE HLS JHAISHH, M 7 7| HEISIHT) Server = BT R 2
717t2 MEA #dE DTLS MAE &3l Client Ol Al ©&3H0], Server O s CHESt= A2|Hd

Resource £ ZAAlg = ULCH

13.2.3.1.4 SKDC

-

DTLS MMO| oicseccrm.skde FZ|HAE AL 2HHEZ X|J5tE= svctype="oic.sec.cms"E 77
/oic/sec/cred.rowneruuid Off CHSH ZHREICH oic.sec.ems AH[AO| CHsH E[ZN Q8 OA[X] 7}
Meggn, SEHo=Z EZ 2FO0| 2|HEICE Server = E[Z SH HHEHXO 98 QtLjLE

/oic/sec/cred Resource & AASIHLE QIAE ASISICE

13.2.3.1.5 PKCS10

DTLS MMO| oicsec.erm.pk10 Z2|HHE AL HHEZ X[AS= svctype="oic.sec.cms"E 77
/oic/sec/cred.rowneruuid O CHSH ZHEEZICH A{H|AO| CHS| PKCS10 64*'OI HIA|X| 7 M EEICH
WAE QS MO gl 50, oic.sec.cms AMB|AE Server Of CH3] QIS ME MESICE Server =

OIS M HEH X0 o8| Ot £|+= /oic/sec/cred Resource & A AISHA '-f A EH AT

A

13.2.3.2 Resource 27X}
Resource Owner Property £ Device 222 ZZ0| X|@ AMH[AONS] HA AT}
2|8 Z2HXMJ0| 2YSt=E otCt O|= Device 22 &0 Oict SEH2=Z

Resource £ Z 2|8l = QI7IE 7§H E AlYHSIC}

_—

SEEZ] Hof
/

oic/sec/cred

13.3AFM H7| F
13.3.1 CRL Resource 29|

Device 215 Mt 7@l 7|= cred Resource LHO| EZEICH CRL 2 H7| 552 FXI5t7| sk
MEH ™ol=l HZ9| crl Resource & AtESIAM X S AAEICH
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2920

2921

2922

2923
2924
2925
2926

2927

2928

2929

2930

1% URI Resource Type |Resource Type |Interface |dH #H s
Title ID ("rt" &) i
/oic/sec/crl CRLs urn:oic.r.crl baseline |Device Q15 A 1| 7|0f Hot
Cist CRL 2 ZE&tsH=
Resource
H 33 -oic.r.crl Resource 32|
Property Property |Value |Value [HMA |E |HF
Title Name Type (Rule |[EE
CRL Id crlid UINT16| 0- | RW Ol |CHE Resource 2EFEQ| #XE 2/3t CRL
64K-1 ID
This Update | thisupdate |A2EZ | - RW O |0]Zd2 CRLO| AME A7t LIEFHACE
(UTC)
CRL Data cridata  |2AEZ> | - RW O] |CRL Z=Znt L{O| Certificatelist & ECIZ

St CRL Cl|O| E.

H 34 -oic.r.crl Resource 2| Property

13.4 ACL Resource

Server O] o8 ZAEEL|E RE Resource = ACL H*o| DA/ O{oF $tCt ACL HH2
/oic/sec/acl, /oic/sec/amacl, X /oic/sec/sacl 2| Ml 7tX| ACL Resource Type = AFE3HA BT
= QUC} Resource 02| HNAE QHSH= FKX (0: Client 2| Device ID)= ACL M32| A& Hof

Hot

QIS ECH BRI AH8Y = A= Resource = ALEFIE FH HZE AFEY 5= ALt H]
A

13.4.1 OCF ¥M| A H|Oof 55 (ACL) BNF H2| ACL +X=

Backus-Naur Form (BNF) E7|H0| M2 ACL +X:

<ACL> <ACE> {<ACE>}

<ACE> <Subjectld> <ResourceRef> <Permission> {<Validity>}
<Subjectld> <Deviceld> | <Wildcard> | <Roleld>

<Deviceld> <UUID>

<Roleld> [<Authority>] <RoleName> {<RoleName>}
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2931

2932

2933

2934

2935

<RoleName>

<URI>

<Authority>

<UuID>

<ResourceRef>

" (" <OIC_LINK> {'," {OIC_LINK>}")'

<Permission>

(C'| ') CR|™=) (U ['=) (D' ') (N'| ')

<Validity> <Period> {<Recurrence>}

<Wildcard> *

<URI> RFC3986 // Ct&2| 2812, 25 L= TE7I 2 2MoM fHEE 2A&8EH
HE0| UM HsHo|Ct RV #7|E 2912 ER0= /& Tt
HEECH Mot #7|5[X] g2 22910 2R0= e 229 2MEHET
L& 2ol HEElCt.
OIC Core Specification H2

<UuID> RFC4122 // CtE2 2812, 25 L= TE7I 2 2MoM fHE 22 2A&8EH
HE0| UM H=sHo|Ct ER7L #7|E 2912 ER0= /& Tt
HEECH Mot #7|5[X] g2 22910 2R0= e 229 2MEHET
L& Z2h)o| HEEL.
OIC Core Specification H2

<Period> RFC5545 7|2t

<Recurrence>

RFC5545 Ht&

<OIC_LINK>

JSON Schema W{2o| Ctg2| 282, €7 = HEI =2 EM0A

8L HEO AN E+HO| g &
Tt §EgEC gR/IF # 7| E X ‘Ea—*% =2lo Bf0= HxE 229
FUEHEY W8 Zghol HE=ElLf.

OIC Core Specification 2

H 35 -OCF ACL 2| BNF 2|

<Deviceld> EZ2 QA QEXE <ACE> MO O4IAZ|7] 98§ R&l2 OFOHE[E|2

<UUID>& AtE3dt=

<RolelD> EEE2
= role 22| HIA

Je[HES 27O ot= AS of0|SHEt

YA QFAE <ACE> FHO| OiFAIZ17] {8l Atalel role 2M <URI>E

o
S 4Q|0F s A ofn|Bict
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2936

2937

2938

2939

2940

2941

2942

2943

2944

2945

2946

2947

2948

2949

2950

2951
2952

2953

2954
2955

2956

2957

2958

2959

2960

2961

2962

2963

2964

<Wildcard> EZ "'z Q52 {FF0 &4 glo] 2& QFX7I <ACE> FHM0| L= AS
o|o|strt.

<Subjectld>7t  <ACE> 7EXo| Oi&Z™, <ACE> THMEZ resource Of ODHEAIZ|=0|
<ResourceRef> 7} AFEEIC}

<OIC_LINK> EE2 SAEE resource 2| EME HOst=0 AL E 4t EEsHCt
<Permission> EZ2 <Subjectld>2t <ResourceRef> Of&O| &l Of& Zots MYSIX| Ues o
<ACE> ZH0f ofshf R£0iEl HotS X[FTtCt.

Hot2 CREATE (‘'C), RETRIEVE (‘R’), UPDATE (‘U’), DELETE ('D’), NOTIFY ('N), % NIL (-)0f

oA FolE L NIL 2 o gdt=s Heto| £OEX| g 20|ote dot 242 A T

— =

re
0
==
11

YA 2ots 7|22z OfF 3 ML Hot: ROEX| HgS 20|

<Validity> E320| =XstH, 2O E <Permission>0| A|Zb <Period>0f A $HEICE <Validity> &
=

IH EHOf o) oA 2Ok FaE[= <Recurrence> I{EH2 2 LiH 0| E == QUCE

|>
N
El
oo

13.4.2 ACL Resource

ACL Ol = 'acl'Z} 'acl2’®| S 7+X| EtRO0| QUL ‘acl'2 EFR ‘ace’? B E0|1, ‘acl2’'= EIY ‘ace2'®
2 20|C}. Device & /acl Resource & ZSAESHA| Q=L F: /acl Resource & 9 3t Y

Provisioning Tool S0l 2|3t AF&0]| CHs 7ol &I Tt

"aces2"9| 2| (/oic/sec/acl2 Resource O CHPHE |83l interface
oic.r.ace2 Resource O Ci$t Array Property, RETRIEVE, UPDATE, ¥ DELETE &%f2 Ct=&1f Z0|

st

2. UPDATE £ Ct&1f Z0| UPDATE @81t &) MEE B ZeHE Property O CHSH CHA|
S

a. UPDATE #30| B{ ¥ Property & Z2t5tH,

i. Supplied s with an that matches an 7|E2| "aceid"?t ¥X|5t= "aceid"2
HEE ACE = 7|&2| "aces2" Hi 2| Li835t= ACE & TS| CHA| BT}

i. "aceid" 20| M3EE ACE = 7|E9| "aces2" HIEO| F7t&[1, Server O 2|df

193t (acl2 Resource O CH3H) "aceid"7t MEEO A ACE Of T ECH
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2965

2966

2967

2968

2969

2970

2971

2972

2973

2974
2975

2976

2977
2978
2979
2980

2981

2982
2983

2984

2985

2986

2987

2988
2989

2990

2991

2992

2993

2994

interface 2| 2YEE SLAI7|2 B =US 23A7|7] 28 AME ACE 9
—
-

o
"aceid"= M AIESHXA| &

ii. 7|1&2| "aceid"?t YLX|SIX| U= "aceid"Z MHIE ACE = HIE "aceid"&

AEBHM 7| EL| "aces2" HIEO| F7HEICE

O W20l 7t = DELETE & ™A "aces2" HIES AXSHX|2F oic.r.ace2 Resource &=
AK|SHR| =L

ST

4. SlL} O| 49| "aceid" ZO| ut2tO|EHE Z= DELETE & "aces?" HIEZEH 3= aceid
7t

O E ACL Resource 7} oD QHEXZEEE Q@HFHE Resource O CHSH T O|AF JHKIE AHES ==
oM — o|& =0, /oic/sec/acl, /oic/sec/sacl, H /oic/sec/amacl 7} =X S QHEl Resource 2f

O A | X| o™ ZZ ACL Resource o] W77t 2t = ICt.

2
=
[>
>

OfL|X ACLO| @FE TIEEIH, Server = AMS 0o EOt HAS J{etsiCt 1 X} AMS &
g E:

A2 = glg Me 2 X AMS 2 A|Z80F StCt Server = FH % @HEl resource & EH
ZHSZE NS0 AMS O CHoj ZOISCt Server Device ID £ AMS 0O 9Jsf EQt oA
HHAEZHEH FEE/0f ZE =0 ZEECH AMS F#0| ZHFEE|™ Permission Property 7t
2| HEICtH

2 HEl Resource 7t A E|X| RO, Server = O|HE 2|HotCH 2B XE FHE AMS MH[AE
2 ASE7| 2|8l Server O &O|S|OF $HC}. Client & AMS Ol B3l sacl (/oic/sec/sacl) Resource &
XS0 oiCt CEat 22 SAE ST ZMN 023 FHo aXds Fid + ULCL

1. Client: AMS Of CH3l 20t HAZZS 7HYtLt.

2. Client: /oic/sec/acl?device="urn:uuid:XXX...",resource="URI"E F| S sIC}.

=

3. AMS: AMS O] 28 MYHE /oic/sec/sacl Resource & F438t1, GET HHojof CHgt

SHeZ 0| g|H3tCt
4. Client: /oic/sec/sacl [{ ..sacl... }]& FE 1%L},

5. Server: AMS AZ|HAEES ALEYA sacl MBS ZHZStn, SFSIH ACL Resource £
A X[ BHCY,

6. Client: ¥2f2| Resource WAMA QB2 I A|TDICE O] If 2& acl W7t0= Al ACL O]
Z eIt
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2995  /oic/sec/sacl Resource Off Z&tEl ACL 2 B2 El Resource 2H S UESITE [ 71 A|Zt9

2096 MM AE HOJS|OF BHC}

d
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2997

1% URI

Resource Type

Title

Resource Type Interface

ID ("rt" 2})

nx
o2

/oic/sec/acl

ACL

urn:oic.r.acl baseline

o i 2

rk

2| &

Resource

H 36 -oic.r.acl Resource 2|

Property
Title

Property

Name

Value Type

1]

Lk E

H=

Value =+

Rule AEl

Device a4

ACE List

aclist

oic.sec.ace

ACL resource LH2| Access Control
Entry =&,
oic.sec.acel resource 2| Hj &1}

"aces2", U oic.sec.ace? Resource 2|

HiES Zeotet

—

O| Property & "aces",

R RESET

Server = N|Z=At 7|2 48202

2t

RW

RFOTM

HOt MMo] 74
oic.secace2 228
MERSHD

RW

RFPRO

¢33 AT E Het §E0| L,

AMS (rowneruuid property & Sdf

st 2
o=z

& X)7} oic.sec.ace?
H A SECE vertical resource Of 2

|&= SXIE L.

2
>

R RFNOP

D& Z|= ACE € &2 vertical

resource Of| | KM A7t S{EEIC

RW

SRESET

Hot MMOo| g &2 Server 2F
OBT 7} Q15 E[™, OBT

(devowneruuid property & Sd

=
EX)E oicsecace2 =9
FAdE 75t 0| & A4IsHof

Ct.

e
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2998

Resource
Owner ID

rowneruui

d

>
[m
o

uuid of|

Server 7t A E[St= MH|A HSXHE
HE517| 2|8l resource owner
property (rowneruuid)E AL},
Server & MH|A HMESA7F Q&
XS LB E OV Q=X 2
Ct.

oY 0
oM 1A
rot ru

RESET

Server & nil uuid 2t (0ll:
"00000000-0000-0000-0000-
000000000000M 2.2 ™St}

RW

RFOTM

A9 O] MMO| 2oz
T8 DOXS = /acl.rowneruuid &

acl2.rowneruuid property &
-3l OfF BHCt.

RFPRO

o4
ol
£Q
blo

RFNOP

o4
ol
£Q
blo

RW

SRESET

42 QIEE Hot M0 FYEH
DOXS (/doxm.devowneruuid
property £ &5 &ZX)= resource
owner property & ZZ3l1,
LadtH HLIBHOF Bhof.

-

DOXS &
LI XSHR| QO™ Server = RESET
HE 2 Ma3totc),

Rowneruuid 7t §& 3%t

Device

H 37 -oic.r.acl Resource 2| Property

Property
Title

Property

Name

Value Type

Value Rule

HH =
BE

1]

A
T

nx
o2

Resources

resources

oic.oic-link

of

2OH O] HgE|

O Z 2|7 0|4 2| Resource.

Permission

permission

oic.sec.crud

ntype

bitmask

RW

of

CRUDN #gte
ol=E

o b|EOtAS

Copyright Open Connectivity Foundation, Inc. © 2016-2017. All rights Reserved

159




2999

3000

Validity validity | oic.sec.ace/ B RW OfL|2  |7|Ztat Hh=o| RES| HYE.
definitions/t O] H{ Q| 2t &t=2 e
ime-interval RFC5545 Period & A3t

7|12tE LiEtL = 2E™ 8
RFC5545 Recurrence &
A2 St HHE TES
LIEf = AE- HiES
Zatotrt
Subject ID | subjectuuid 2EE uuid, "*" RW ol 0| ACE 7| 82 %|& Device
e oY A8 +E
AEHSL7| 2Bt uuid
H 38 -oic.r.ace Property 2| &
4 o M| A HAl ] F
bx0000,0000 (0) No permissions oot elg
bx0000,0001 (1) C CREATE
bx0000,0010 (2) R RETREIVE, OBSERVE, DISCOVER | "R" &{7} H|E= Read &{7t2t
Observe 317t & Ct 2+ 3IC
bx0000,0100 (4) U WRITE, UPDATE
bx0000,1000 (8) D DELETE
bx0001,0000 (16) N NOTIFY OCF 1.0 O M= "R"O| Observe
57t BESIEE "N 57t
HIEJF RA|EICE Ol & 249
ek WO 2 3totct
H 39 -oic.sec.crudntype Property 2| 2t H2|
1% URI Resource Type | Resource Interface | A% #H 7|5 dE
Title Type ID ("rt"
o)
/oic/sec/acl2 ACL2 oic.racl2 baseline MM A 22| Hot
Resource
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3001 H 40 -oic.sec.acl2 Resource H2|

= Device OH M| A

Name EH oc

T

Property Value Type

nx
od

aclist2 oic.sec.ace?2 2 aclist2 property = "oic.sec.ace2"
Hi & EtIo] ACE 2|2 =2| B EO|Ct.
Server & ZZ resource Of AN
HoE HEst=0 0| 552

1=
Attt

RESET R Server = N|ZAL 7|2 HO 2
™ot}

RFOTM RW HOot MMo| T+ =l =0f OBT 7t

oicsecace2 dF2 T4 G MEHBICE

*
r

RFPRO RW 4z QIFE 2ot MOl P H
AMS (rowneruuid property & S
EX)7t oicsecace2 S5 S AAITHCL,
vertical resource 02| AN A=

K| =T

RFNOP R Ol & = ACE € A9 ™ vertical

resource 0|2 WM AT} S| =L}

SRESET RW HOt M|Mo| M |1 Server @F
OBT 7t Q15 E|™, OBT (devowneruuid

—

property & &%l &X)= oic.secace?

#20| 2242 Brketn 0|2

0

AlBjOF 3het,

rowneruu uuid Yes oic.sec.acl 2| rowneruuid 2F =<,
id

3002 H 41 -oic.sec.acl2 Resource 2| Property

3003
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3004

3005

Property Value Type gd ok
Name
subject oic.sec.roletype, of role, Device ID, £ ¢1Z EtQI0] YX|g of
oic.sec.didtype, Client & ACE 2| FX|0|C}.
oic.sec.conntype
resources | oic.sec.ace2.resource- of 2ot JHOo| HE&|= O F2|H 0| M| resource
ref 2| H{E
permission | oic.sec.crudntype.bitmask o CRUDN #ote| H EOfAH QIR
validity oic.sec.time-pattern 2| OfL | 7|ztdp Bt=o] REC| HiE. O] HIE S| Zt &=
Hi & RFC5545 Period & AM&%t 7|2H2 LIEIW =
A E & 8l RFC5545 Recurrence & AHESH Bhe
A S LBt = 2EZ Y S ZESiCh
aceid = of aceid = ‘aces’ H{ZOj| CHS{ 1-7SHC
H 42 - oic.sec.ace2 data type ™|
Property Value Type o 49
Name
href uri OtL|2 | ACE 7l H&%|= resource & &ZESH= URIL
rt 2Eo| Hi OfL|2 | ACE 7t H8E|= resource type.
if AEZIO| Hi Y OtL|2 | ACE 7} M&E|= interface.
wCe 2EE OfL|2 | QUYETIE O HH:

- B E 9t 75 resource Of Of & EICH

n_no_ E% |:|E|-7

[

£ 715 resource O Of & =IC}

" _ B E resource Of Of & EICH
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3006

3007
3008

3009

3010
3011
3012
3013

3014

3015

3016
3017

3018

3019

3020
3021

3022

Property Value | Value Rule 44
Name Type
conntype AEEY enum O| property &= ACE 7} 12 = HA[X| E2 EIQS EOZ
of &l £ siC

[ "auth- N =l =5 oot
crypt”,
"anon-
clear" ]

auth-crypt | Client 7t 215 &30 H|O|Ef X{'E E= OA|X|7} 223t
FZ2H0| EzE|l= 42 ACE 7t 8 EICH

anon-clear | Client 7} 215 | | 20 HO|E MY == HAIX|Z¢
A HE|X| AUAX|P FEEO| B2 E|= E ACE 7t
Mg =Lt

H 44 - oic.sec.conntype Property 2| Zt 9|

22 ACL Resource &= OCF AEH QIAEA LHO|A Resource AMA AlHH
M3 3tCE OCF framework &= Client O| A Server Resource Of YAMAZE £ Q= 22 X I3tCt
Ol ACLO| Mg *f%ﬁH*‘l FHe X2 HItetot

ACL BHM LHofjM FHHE Resource & TA E= FEX0|0{0F SICt HX| Resource reference &
Resource 2 ZAESH=E A4 Device 2| Device ID & Z2|{0oF SHCH 22 resource reference =
27 Resource Server 7 Resource & ZAETE o|0|5tCt M M| resource reference 74 FO{X|H,
BMAE AlZMSt= Intermediary 7t Resource Server 0|2 EQt &S ZE11, Resource Server &
Intermediary 7t Resource UM A A|HEOZ T4l SESIEE QIR =X S HBSHCL

—

Resource Server & UM A A[HO| MEE|= Device 2t ACL Resource 02|
2L}, Server Resource 0|2 WMAZL 0|0 Hoj=l MEjY ZHo|E2 AAMA
MM A AlZH 2ZE0| O] F X0 o|ESHK| = %=Lt

ST

o
ot
e
o
=]
rot
s
inl

>k>+
NW

Z27Z ACL Resource = 0|23t Resource & QAAEHADL 9 =HEEE QI7tEl Resource Owner
MH|AE ALt Ol= CFE ACL Resource 02| H| ZE o|EH S WX|oiCt Q80 752
ACL Resource £ At23lA ACL Resource 0|2 UM A #H
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3023

3024
3025
3026
3027
3028

3029

3030

3031
3032

3033

3034

3035

3036

3037
3038

3039

3040

3041

3042

3043

3044

3045

3046

3047

3048

b (of: 0§ 1:00-2:00). 2E0
X'g =l resource 9| ACE -+ ACE2 resource property 02 OD§&2 MM Error! Reference
LH2| Resource URI 7} ACE

S
L= ACE2 &5 {9 resource reference & SFLtRF HetstA Y X|st= ZO|C}.

ChZ & Of= StLi7t HO|E 20| ACE o O & Ct.

—_

HOot MAMof 2+HEl deviceuuid 7F ACE 2| "subjectuuid"@t YX[St1, 8 resource 7} ACE 9

"resource” & ofLtet YX[St1, ACE 7 ®iX m=et JE{O|Ct.

2. ACE "subjectuuid"?t QL EZFLE "+ ZXAE Z5tD, @Y resource 7t ACE 2| "resource” &
StLEQE YX|SE, ACE 7F X R&= %t 2HEfO|CH

3. 2130l Y 7| A2HES A8 [

H,

QH2| CoAP HO|ZE HO| AEZO| role

Se[ddnt A D,

mjo
R
ox
Ot
Kl
o
rir

SR 2ot MMl tfE 7|

SHO| CoAP HO|ZE ZEO| AEHO| role g X

o
e,
k1
o
rir

G 2oF M2

oic.r.cred.creds.roleid property Off Z&te|11,
2 resource 7} ACE 2| "resource" & fLte} Y X|st 1,
ACE 7} ®X =3t &EfO|LCt.

CtE & 0= oLt #O[H 20 ACE2 of O & Lt

1. ACE2 "subject"7} oic.sec.didtype EFR 0|1, EQt MMt 2 Zl deviceuuid 2F € X|St= UUID
ws &1,

2 A resource 7} ACE2 oic.sec.ace2.resource-ref 2| "resource" & StLt2t Y X|sl1,

ACE2 7} X 7=t SEHOICE
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3049
3050

3051

3052

3053

3054

3055

3056

3057

3058

3059

3060

3061

3062

3063
3064

3065

3066

3067

3068

3069

3070

3071

3072

>
@)
m
[\
m:
e
S
@D
I
—~
N
o
O
n
[¢>]
I
I8
O
o}
o}
~—
<
©
(0]
m
IS
ot
=
-1
0x
rm
re
!
_'lTl_
18]
=
ne
Ras
Of
rir
e}
ne
n
N
n

.

QA resource 7} ACE2 oic.sec.ace2.resource-ref 2| "resource" & dfLt2t X381,

Client 2150] 2ISA A2|HES MEL [

role 2S5 M0 Z&tEl roleid %t & StLt7F ACE2 oic.sec.roletype 2| "roleid"2t Y X|st1,

role A A S70 717t X 22t Muel Fg0 AL E IS Mol S/ 7|eF EX|5t2,

28 resource 7} ACE2 oic.sec.ace2.resource-ref 2| "resource" & StLtQF X[,

ACE2 7t &M 7=t JEfO[CE.

>

Client 2150 2IFA A2 H

|l

= Ar8g M,

S 89| CoAP HO|ZE HO| AEZQ| role & X|H™3}I1, 0| = role AEZM ZTHE role &
THEA0

ot

.

role 2Z MO Z&El roleid 240| ACE2 oic.sec.roletype 2| "roleid"2t Y X[t

role ASM S70 7[7h dX 2ot MHof g0 AEE AT M2 S 7|2 LX|StD

2 A resource 7} ACE2 oic.sec.ace2.resource-ref 2|"resource"” & StLtQ} Y X|&t1,

ACE2 7} § X 72t HEHOICE

Client 9150 Th& 7| A2|HMS AL S 0f

I
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3073

3074

3075

3076

3077

3078

3079

3080

3081

3082

3083

3084

3085

3086

3087

3088
3089
3090

HOob MAMof AFEE CHE 7] I2|H-Ear 2AE roleid €f & SFLEZF ACE2 oic.sec.roletype 2]

"roleid"@t YX|st1,

QA resource 7} ACE2 oic.sec.ace2.resource-ref 2|"resource” & otLIQ} Y X|st1,

ACE2 7t &iX| =t JEfO|CE.
6. Client 2150| ¥ 7| 2[HES MEE [

H,

QMO| CoAP I|O|2E EO| AEZIO| role € X|H3t1, O

oic.r.cred.creds.roleid property 0 Z& |1,

rir
ret
=
HT
ro
=
rx
lo

29| CoAP HO|ZE EO| AEZO| ACE2 oic.sec.roletype 2| "roleid"2t L X|3tE= role &

X851,

2 A resource 7} ACE2 oic.sec.ace2.resource-ref 2|"resource" & 8Lt} LX|st1,

ACE2 7} AR 72t HEHOICE

THE == ACE & 0= BtLi7L 28 S &5
20| HRECL

rir
H
rot
mjo
Hl
oot
Of
re
o
oxt
=)
of¥
ro
[l

ACE 7t resource 02| #stE2 FAHo=ZE HAEY = s W2 QICH d3=2
7tZ Device 7t LSt role & 7t &£ SHLEO| Device 2 27t CHE AHBLS ZE

e
CHZ role 2 T2 H|X Y& 0{OF BhC},
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3091

3092

3093

3094

3095

3096

13.5 Access Manager ACL Resource

/oic/sec/amacl

Managed ACL | urn:oicramacl | baseline ol A 2~

i

2l&g

Resource

Resources

resources

E 45 -oic.r.amacl Resource H2|

oic.secac | Hi¥ RW of |0] ZAEQ| Resource Off Ci$H
e2 g3

=

AL
—|_|_9—

H 46 —oic.r.amacl Resource 2| Property

13.6 MHE ACL Resource

oic/sec/sac|Signed ACL

urn;oic.r.sacl baseline O M| A EF2|-8 Resource

E 47 -oic.r.sacl Resource H2|

ACE List aclist2 oicsecace2 | H{E | RW | Of |ACL Resource LHO| ANA KO &=
Signature | signature | oic.secsigtype | - RW | O |ACL Resource Off CHet A&

H 48 -oic.r.sacl Resource 2| Property

Copyright Open Connectivity Foundation, Inc. © 2016-2017. All rights Reserved

167



3097

3098

3099
3100
3101
3102
3103
3104

3105

Signature | sigtype | 228 | - . RW of | AbE RHolEl MY Al
Type N EPN-L1)

"oic.sec.sigtype.jws" —
RFC7515 JSON & M3
JwWs) Zix|

"oic.sec.sigtype.pk7" —
RFC2315 base64 Q13 H &l
245

"oic.sec.sigtype.cws" —
CBOR 22 & JWS 2K

>
[m
o

Signature | sigvalue - - RW of IREE ME

Value

H 49 -oic.sec.sigtype Property 2| 579

13.7 Z2H|X'd ME} Resource

/oic/sec/pstat Resource & Device Z2H|X Y AMEfE HKQBICt Device Z2H| XYL Client X| &

= Server X|g0[0{OF BtCt Client A Z=H|X'E2 Client Device O 2[E8iA Server

Resource 2 QIAE AL G ZHAlof zob CH4, o, S 2SS AFDICL Server X ZEH|XE2

Server Of Q[FES{M A0 M2t Z=ZH|XMEES A[EDCH Server A& ZEHXEE2

/oic/sec/cred.rowneruuid % /oic/sec/cred Resource 2| T+40| o|EsHAM F|ATH MHED X
i

ME|AQH H=0] 20 HZS /|Yot=H 20 @Y 2 Server 5 FEAEJSIT
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1% URI Resource Type | Resource Type | Interface adg #H 7|5 dE
Title ID ("rt" 2
/oic/sec/pstat B) Provisioning urn:oic.r.pstat baseline |Device ZZH|X Y o
Status SEf 228
Resource
H 50 -oic.r.pstat Resource 2|
Property |Property | Value Type | Value | E# |MANA| Device Ay
Title Name Rule nc | e
Device dos |oic.sec.dostype| - ol RW Device 2= & ArEY
Onboarding
State
Is isop Boolean TIF o Cm O] FO| OtL|C{Et=e
Operational Device 7} 7|s& =+ QUCH
Device IsOp 7} FALSE & [}
R RESET
Tm S HZA7| =0 EE
2 M0 M SBIL} Server &
FALSE 2 @&t
Server = FALSE £
R RFOTM
HAEECH
R RFPRO Server = FALSE £
Atk
= MBI
R D RENOP [Server £ TRUE 2 270! t.
Server = FALSE 2
R SRESET N
2o
Current cm oic.sec.dpmtyp |bitmask of R Server & 0000,0001 £
Mode e RSkl
R OTM 0| §3H2 =z
2t =2 | M DOXS of ofdH
00xx,xx10 S 2 A EICt,
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50| §3Ho g 2=E
S0 CMS, AMS, DOXS Of

ols 2 ElCt

Server = 0000,0001 £

27t

Target Mode tm

oic.sec.dpmtyp

e

bitmask

ofL| 2

Server & 0000,0010 2=

273 otot.

RW

OTM O] 8&5X¥o =2
2t 2 /™ DOXS Of 2|8k

28t

RW

M CMS, AMS,
DOXS of 2|l &7 = Ct.

RW

Ho=Z

M CMS, AMS,
DOXS Of 2|sff 4™ =ICt

n o
2
OH

RW

QEEEH S75t=0
=2 Alof DOXS of olsh
A ™ EICt Server =
SRESET 22 T3t Ao
XXXX,XX00 S 2 MM,

Operational om
Mode

oic.sec.pomtyp

e

bitmask

ol

Server = M| ZA}

Jl2E8ez 2Fr.

—

RW

OTM O] 85X =2
2t Z T/ ™ DOXS Of o|sH

28 ECt
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RW

RW

2tZ &M CMS, AMS,
DOXS of 2|l A7 = Ct.

RW

DOXS Of ofsf 27 ECt.

Supported
Mode

sm

oic.sec.pomtyp
e

bitmask

o

XNE= Z=H|Md
MHIA 29 nC

Device UUID

deviceuui
d

[>
[m
on

uuid

Ol

RW

[DEPRECATED] AEH 7}
HME2L|= Device &

ATRHSEY| {8 uuid.

Resource

Owner ID

rowneruui
d

>
[m
on

uuid

o

RESET

Server = nil uuid 2} (Ol:
"00000000-0000-0000-

0000-000000000000" 2 2

Mect

RW

RFOTM

B

o O[T M0

o
)
3Yoz T4

=

0x

DOXS = /pstat.rowneruuid
property £ /35 OF Bt

RFPRO

(o]
HA

OF
ol
ojo

f

RFNOP

St
ol
£
ojo
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3107

3108
3109
3110
3111
3112

3113

3114

3115

3116

3117

DOXS

(/doxm.devowneruuid

RW

property & Sdlf &X)=
AT QIS E 2Ot MMO|
T E|H resource owner
SRESET |property & #3351,

HadtH, AAS{OF BhC}
Rowneruuid 7t F2%+
DOXS & T=olX| o™
Server = RESET Device
SEfE T Ehotr)

H 51 -oic.r.pstat Resource 2| Property

Z2H|X'd AE Resource /oic/sec/pstat = Device 7} A}7| X[k Z2H|XNIZ sl =
St=0 AFEEICH Device = ARMO| X 74 JEfQ Bt 1Y S EE QAKX SHCE XY 2HEY
ZEHO| XtO|7} S ™, Device £ /oic/sec/cred Resource 2| rowneruuid Property & #
MHst T2H| Y MHAZF EXYS=X| TS OF SHC Device = A% A 322 LM E|Of
ZTZHNMYES QHFd|oF $ICt /oic/sec/pstat Resource 2| om Property = O|2{g+ 4
Ol & =] = Device 2 &2 173t}

o & Jo |n

ot 30 P+ 30
> e = B

=2

21 A Z2HME2 HEQIOM B FoiFol =Hle &Y ZZHINY 7202 oEds
E|22t5t7] ?{%H Device 7t O 2 At2dE 41 7| St & oLt

Copyright Open Connectivity Foundation, Inc. © 2016-2017. All rights Reserved 172



Property
Title

Property

Name

Value

Type

Value Rule

13}
1

o | &
nc

Device
el

Device
Onboarding
State

UINT1

enum
(O=RESET,
1=RFOTM,
2=RFPRO,
3=RFNOP,
4=SRESET

o

RESET

Device?} Hard Reset
SEfZ |0 QUCH

RW

RFOTM

Device?} Ready-For-
Owner-Transfer-Method
SEfZ £|0] RATH OTMO]
SSHLR Rtz k|H
DOXSOi| 2|3l RFPROZ
2EE L

RW

RFPRO

Device?} Ready-For-
PROVvisioning & Ef 2 Z|0f
ULH 2IF0] 43Xz
L2 E|MH CMS, AMS,
DOXSOl| 2|3l 27 Lt

RW

RFNOP

Device Ready-For-Normal-
Operation & Ef2 &|0f
ULt S0 Xz
=2 M CMS, AMS,
DOXSOf| 2lsf 27 &l Ct.

RW

SRESET

Device7} Soft-Reset AEfZ
£|0] ACE.

S =XV QIS ED
propertyE AASIEE
QI7tE|H, /pstat.dos.sO|
JNEEOCEN HHo R

A HEg s34 ot

dos.s

o
ol=0| MEEOoZ

o 11—

2tZ L|H CMS, AMS,

DOXSOf °folf 278 &Lt
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3118

3119

3120

3121
3122
3123
3124
3125
3126

3127

3128

3129

3130

3131

3132

3133

3134

3135

3136

3137

3138

3139

Pending p Boolea T|F ofl R TRUE (1) —Device

state n resource Off 2R3t 2=
HEOo| 2tz E Wntx| s
AEf7L BB EICH

FALSE (0) — 's' AfEf HZA0|
2t = T ALt

H 52 -oic.sec.dostype Property 2| £/d

SE HEHOIA,
e /pstat.dos.p Property = 2 & QX X}of CHsf 97| HME0|Ct
e ©QIZE client = pstat.dos.s=<device_state>E AL O 2 M Device SEf HES =&
= AL éoi A S22 M Server 7t X|'JEl Device MEfZ Metst=0 Zast ZE BE2
As22 YIS X|AIStC 559 CHAZL US = A28 2 X HRM tHAE dos.p 40|
TRUE 2 & 78 Cn 2 E CHATH 2E2E WX TRUE & {AISHCt ORX| 2 EHA = dos.p &
A

FALSE 2 27d3tC}. dos.p #40| FALSE 2 EE &t A0 dos.s 240] X|"Z & Device &EHZ
MM EIC} client & Device AEf HZO0| 22 E|H /pstat.dos 7t EX| &= A S £

St role (Of: DOXS, CMS, AMS)E 2R3t A2 ™, Client = /pstat.dos.s Of

o QEXNIZEY £ Qe HYEHEO| MBS ALStE /pstat.dos.s 2] M7 @F 2
DEVICE_STATE_NOT_PERMITTED 02| & ZXzeffstCt.

e /pstat.dos.p 7t TRUE € [f /pstat.dos.s 0|2 A 7| 282 DEVICE_STATE_NOT_READY
ol E Zefotrt.

e =0{Z If /pstat.dos.p & TRUE 2 M HE|0{OF L},

o LIZ Ijj /pstat.dos.p property £ FALSE 2 &7 £|0{OF SHC,
Device &E{ 7} RESET & i,

o EE SVR AHETL ANED MZEA 7| 2EE ULE 2| MELCH

o 7|2 M ZEA} Device 4 Ei= RESET O|LC},

e Vertical resource = MZAt 7|24 2| M EICt
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3140

3141

3142

3143

3144

3145

3146

3147

3148

3149

3150

3151

3152

3153

3154

3155

3156
3157
3158

3159

3160

3161

3162

3163

3164

3165

3166

e Vertical resource 0= MM AT 5 QiCH

o client 1EXt7t dos.p=FALSE & &=
HEO Eooh7t siHE= AT o X

e RESET O] HM3XNOo=2 X2|Z®H, /pstatdos.s & RFOTM 22 HFIHSZMN SRM

RFOTM 2 2 HStEICt,
Device &E{7} RFOTM €& IH:

e Vertical Resource O = A2 4= QIC}.

e OTM O] HE3Xo=2 2ARE|7| MO, /oic/sec/doxm Resource 2| deviceid Property

BRQI2 F=EE UUID o2 ML 0{oF it

« OTMO| §3H2
HEo|tt.

e OTMO| §3Xo2 ARE|H, /pstat.dos.s Property = 27+l @K™ XLof| CHoH

o HEZE Device 2AFA A2|HMA L OBT 7t Device 4EJE RFPRO 29| Mo
2 |

o <tbd=60> = 20| OTM O] =ZEUAS [ ASE MuS 78 + Y28, SRM

o2 2=E|7| MO, /pstat.dos.s Property & H| Q17tEl @ FXL0j| CHal 2

StH, AMA KMo H FA2[HAE resource (HA|X]
|

0|

—

97| m7|2

2 9l 3}7|

2 0TM

|
MIlE MOISt RESET (/pstat.dos.s=RESET)2 2 M ESICt (F: /doxm.owned 7t TRUE 2
MHEEH AQ3 OO &AZE ZHOZ ZHFTICH Device MElE X7 ZRHMYE

t2317| 28 RFOTM & SX|st= A7t ULH)

Device &Ef7} RFPRO & [f:

o /pstat.dos.s Property = H| Q7tEl X0 L3l 817 H&O0|1 217kE RFXHof Cfidh

9|7]-#70|ct,

e Vertical Resource O & AT 4= QIC}.

OI[:I-.

+

e OCF Server = vertical Resource & x| Md%t

o QT Client £ RFNOP Ol M 2 X 7|5S <) 2Q0f Wat SVR S Z2HHIE
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3167

3168

3169
3170

3171

3172

3173

3174

3175

3176

3177

3178

3179

3180

3181

3182

3183

3184

3185
3186

3187

3188
3189

3190

3191

3192

3193

3194

3195

SVRE 88X2 =2 Z2H|XJotA| o5t RESET 2 =29 oEf H&te| #elo] E + ULk
o€ =0, Device 7} 0|0| SRESET S22 EH FSE[AX|T ALd HHES ASshM Hmie

QI7LEl Client & /pstat.dos.s=RFNOP 2 £ &L},

Device &Ef7} RFNOP & [I:

/pstat.dos.s Property = H| 217+E QFX0f Cish 87| T80l A7HE QFXIOf CHH
817|-227|0|Ct,

Vertical resource, SVR, ¥ core Resource = ™AX QI M A K2|0f 2t B AT
oIt
AN .

—

QI7tz| ™ RFPRO 2 M&tst 4= QICt Device 2K A2t SRESET = RESET 22 Mstsh 4
ALt
AN .

Device 2EN7} SRESET & [If:

SIC}. vertical Resource o] 2ZMH0| oM E|X| 2t

Vertical Resource 0| = M AT o~
ZE AMESHX| Y=L

=
SRM 2 O|0f Chet AM A E& &

O

SVR 2| FAE0| HFE|X| QX2 AF SVR Property 0|2 AM27F HRSICEH o 7|0 =

/doxm.devowner, /cred[<devowner>], ¥ /pstat.dos 7} Z &=L}

Device 27 XHE AMEHSILI QUIISHY| [t ABS MBS ZE X[ A22HO| /cred H /doxm
resource & M d-d3iA SRESET O CHDF Device 274t MO E 7tsstA & = QUL
SRM O] O]2{®t Resource & T+5tX| ZS+H RESET HEf =2 T 2SHCE

QI7tEl Client &= SVR g9 HAS

SVR& Z2HINMEE = ULt

£SO S EXH= RFPRO O A2 X 0l
+ RFNOP 0| A{o] HAXOl 7|52 2ol 20 et

o

7%l Device 29 Xt= /pstat.dos.s & RFPRO fE= RFNOP 2 HH O Z M RESET
7 S

JEf2 Meotel= AS o/E + AL

0>

SVR M9 ACL2 2&3t Ao 2 FHMBICH UM A QI7b= Device 2 Ha2lof et
SO EC,

SRM 2 Client X|& 5% REE FHSLE (O /pstat.om=CLIENT_DIRECTED).
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3196

3197
3198
3199

ZZHANE 22 EtY2 CHYSt Device ZE2H| MY ZEE L}ESt= 16 H|E OrA3 0|0 &
EMOME EN ZIS MEiSIX| %0 Z2H XY DEQ| QIAHAE XS Q|
"{ProvisioningMode}"E At-E3%tCt
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3200

3201

Type Name

Type URN

CL:

Device urn:oic.sec.dpmtype | Device ZE2H|X'd B E= CHYot T2H|X|d ZEE
Provisioning 7|&5t= 16 H|E H[EOIAZF0|C}
Mode
H 53 -oic.sec.dpmtype Property 9|
o Device 2.E 29
bx0000,0001 (1) Reset HMzZEAL 2| X E 7t St Device 2[4 2E.
bx0000,0010 (2) Take Owner 273 O™ 5&E 7ts5HH St Device HO ™ ZE.

bx0000,0100 (4)

Bootstrap Service

BSS of QIAEADLE JHSOHA| St AHIA =

A IT
2E QIHEl THM7E BSS B EXE = UA=F StL.

>

bx0000,1000 (8) Security Device EoF MH|A B 2tAEF F2|EHEo| AARHADS
Management 7185t St MH|A Z2H[HE 2E
Services
bx0001,0000 (16) Provision urn:oic.sec.cms EFIQ| 22| MH|AE ALESHAM 4 Device
Credentials Ae|HEe| QAEHARE I3 St= A 2| A

DTZHMY RE.

bx0010,0000 (32)

Provision ACLs

urn:oic.sec. ams EF®IQ| &2| MH|AE A A Device

(o]
H
ACL 9| QIAHAGIE JH53HA St ACL Z2H[NY 2 E,

bx0100,0000 (64)

Initiate Software
Version
Validation

SYE/EFE 2ZELHO HT =l (1)
EE S2ZEQ HE =22 (0)

bx1000,0000 (128)

Initiate Secure

Software Update

QYE/ERE Bt AT ELO YHOIE (1)
o

A5 HOH 2T EF 0] E0|E (o)

H 54 - oic.sec.dpmtype Property (32| HIO|E)Q| Z} X9

Device 2 E

CL:
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LtE2l AHE= flof Ol

bx0000,0000 — <Reserved>

bx1111,1111
3202 H 55 - oic.sec.dpmtype Property (&%l HIO|E)2| Zt ol
3203 ZEHAE & ZE EIY2 CHYet Z2H/ MY % ZEE E5l= 8 HE OtA30|Ct,
3204
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Type Name Type URN ck:

Device urn:oic.sec.pomtype | Device Z2H|Nd S5 RE = st T2 H|XY S5t
Provisioning REE 7|=5l= 8 HE H[EOIAZO|CE
OperationMode
3205 H 56 - oic.sec.pomtype Property H9|
= ExnC 29
bx0000,0001 (1) Server-directed | Z2H|X'Y 23 MH|ATF MZ CHE Device Off 2| X|$HCt

utilizing multiple | [2tA, Z2H[X Y=l Device = ZF AH| 20 CHal £<=9]
provisioning DTLS MMES FA3}oF stCt H|E 0 7} FALSE & [ O]

services Z0| EXfc,
bx0000,0010 (2) Server-directed | 2= Z2H[Xd 2H MH|AT7t S LS Device L0
utilizing a single | ?{XIStC} MEtA, Z2H[X J &l Device = Z2H| X d
provisioning MHE|A0| 2 S=2| DTLS Md2 F/d5tX| g @&
service StLtol DTLS M4 2H F+-dotCt H[E 0 7F TRUE & Of Of
Z40| EXHtL,
bx0000,0100 (4) Client-directed | Device 7} Device 2| Z2H|X'd SZH0j| CHsi Z2H|X
provisioning MH|A HM|0fE X|A2tCt H|E 1 0] TRUE & [ O] Z=Z40|

ZX{BtCt O| H|E 7} FALSE O] 0| Device = ZZ2H|M'Y
CHAIS F oftet.

bx0000,1000(8) — Qo ofx
<Reserved> LS| AHE2 fIdh o<t
bx1000,0000(128)
bx1111,11xx <Reserved > LSOl ALE S fI8l o <f
3206 H 57 - oic.sec.pomtype Property 2| Zt 2|

3207 13.8 Certificate A|H 2 Resource

i 71, & RFC 2986 PKCS#10
SHE M3st=0 AtEE=CH
0x8

HIE QX0 1 & =0,

3208  /oic/sec/csr Resource = Device 7t ¥3l= O}O|HIEIE|, QITE &7
3209  Certification Request ¥&|o| Cst= 742 7|8 ARstD U=
3210 Device 7t 215 E X|@&SHH (/oic/sec/doxm 2| sct property 7 O

3211 Device & /oic/sec/csr resource & =L},

Copyright Open Connectivity Foundation, Inc. © 2016-2017. All rights Reserved 180



3212

3213

3214

3215

3216
3217
3218

3219

3220

3221
3222
3223

1% URI Resource | Resource Type | Interface adg o3 7|5 9E
Type Title ID ("rt" &)
/oic/sec/csr Certificate urn:oic.r.csr baseline |CSR resource = T4
Signing Device 2| 370 7|0
Request LSt Certificate Signing
Request & EBtotLt.

H 58 - oic.r.csr Resource 32

X' Este 2EE.

"oic.sec.encoding.pem" — PEM 212 G &l QIS M
N 2748 ¢l 23RS

"oic.sec.encoding.der" — DER Q1T Y El QIS A
MY 27E 9ot elRg

Property | Property | Value | M| = 493
Title Name Type RE
Certificate csr AEE R of 213 Y Property Off et QI3 GE MFE
Signing CSR 2 = gsict,
Request
Encoding | encoding | 2E& R o csr Property O Xl HO[E{o] Q1AL HAlS

H 59 - oic.r.csr Resource 2| Property

Device = A2 %

OH
=
N
Ui
>~
m

Metsin, o] 2

mjo

ol MEAOZ Al 7| WS MASH 2 QIC},

— =171

CSR O A{, Subject Name 2| Common Name 24+ "uuid:X" YAo| AEYZ ETSICE 07| A
X = RFC 4122 0f olsff ‘do|=l HAQ| Device 2| 8 El UUID O|Cf. Common Name % 1
Subject Name 2| 2 4= 1 52| HO|HE Zate == ULt Device 7t Common Name 2240 7}

HEE XSt aX & =, 39, F0F £= MOZFESE UUID EEQH #+E3HCH

Device 7t AFEE A ZZH|NYE 7] ®2 20 JUX| LX|C M7 7] S dH5= 7|50]
UAS ™ Device = O| resource 2| RETRIEVE 212 7| 49| MdZ A& 4= QUCE Device 7t 7|
Mol MMO| st A|ZtSZ QI8 RETRIEVE 2K SA| SEGX| Zdt= HL, Device =

|
=
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3224

3225

3226

3227

3228
3229
3230
3231

3232

3233
3234
3235
3236
3237
3238
3239
3240
3241

3242

3243
3244
3245

3246

3247

3248
3249

3250

3251

3252

3253

3254

"operation pending" O|2{& 2|H$ICL Ol Client O Al Device 7t Ot& SET FH| 7l &0 /UX|
AX T LSO SHY = USS LHELL 0| B2, Client & TAl 20| 2EE T A|=3HCL

13.9 Role resource

role resource &=, M4 10.3.1 0 7|=E HQt 20|, role EME FHE role 8 ERotCE FHE
role 2 BHE Z7] 7|, & role AFA We| 37 7|E =Lt Clien tE during (D)TLS MM 74
Ao Q1B0 ALEEl QB MOl 7] 7|t HHE role Of 2t WMAT 5= QUL role resource
(D)TLS MM AEfo| AZo=Z HOLOF $HC} role QB MO AT o] HsiMe MM 10.3.1
T Z=SH7| H2tot,

mo rir o

EE m

role resource = 0|0 M HE|0f UX| RFOH client 22| E Ot (D)TLS MM 74 Al0f server Off 2|3
MMEICt server = X ASH (D)TLS MAO| EXYSt= SOt role resource 2 SX|BHC} server =
A2z ASMIE HEEAL (D)TLS MU0l S2E WA, 0l= FO|= W#E F2 2, role resource
LHOl 2t QIS ME SX|SICE. server =, AFR A|HO|AMQ QB MOl 95 7|7t &0Isl7| st MM
103 2 1031 O] Al M8E7|E KB D)TLS MM E== QAZMo| 9B 7|7te| 0|5
ZFSHA role resource 3 1 HHZ=E
HI71M2=2 HAMSHAM resource MAS
£0{, OtEE QS AL} 4™ 7|7t 590
ULE.

>|.

Sk A =

£ X 5= ULH server £ role resource 9 ZHHZXE
Elz Zg%= GMoj| met AHXE Fa|sof st of
b HE0| gl client 22HO| S MIF M2l Cfao] €

—

—

-|> ]

0 Aae CHE, resource = (D)TLS MMl A A0 server Of 2Jsl| =Mooz MdEICEH
THAESZ, Role Resource O C{3t RETRIEVE, UPDATE, % DELETE S%2 Ct=21t Z0]

E=E
O|RO{ZICE LIEEX| 2 SH2 7o SEHO0IH FHOIX| @t B, A7|Me 7|&2 AHEH
Aoz, A0l X S 7[&2 RAML oAl M| S StCt.

1. Retrieve = 2& O|T0| F=ZE client 2] 371 7|0 2 E role & 2|HBICE server oA 374
= EOF Ry ™MEO| Usoz AMA| AI2 JtSSICh ROl mZI0|HE ZH= Retrieve =
XA E| K| 2A=CF.

LS T

2. Update = "roles" array property & Z$tst1, 0| HIEO| i role 2 resource O F7hEICH,
C

_

O] A2 3t client 2 371 7|0 HLe[7t SHHEICE "role” &=+ "authority” property 7t CtEH
T 7Hel role 2 MZ CH2L}

3. Delete & client 2| 371 7|0f CHet A "role” HHES AF X SHCY.
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3255

3256

3257

3258

3259

3260

3261

3262

3263

3264

3265

3266
3267

3268

3269

3270

3271

3272

3273

1% URI Resource Type |Resource Type | Interface adg #H s
Title ID ("rt" &) i
/oic/sec/roles Roles urn;oic.r.roles | baseline |0 server O CH3| Hot
oo FEEYH
role 2 EZgSt=
Resource
H 60 - oic.r.roles Resource 42|
Property | Property |Value Type| Value |HMA | E4 49
Title Name Rule | 2 E
Roles roles oicseccred| HIE | RW O |0l server Off CHaH OO =R AH
role o 2&

H 61 - oic.r.roles Resource 2| Property

13.10 Security Virtual Resources (SVR) W UM A Y

SVR & Device 2| 22t 2 & Property & =& A[ZIC}.

of2{gt SVR Off gt Hl Q7F () Client 2 M2 27 (RETRIEVE, UPDATE, DELETE S)=
SOSIH ZElO|HA| EE= HOt ZHE 22 Z = ULt

Ol =0{, Device onboarding State 7t RFOTM O|™ oic.r.doxm Resource Off CH3t 2AFO|
QEXC ¥ Q0 Bl Aoz OBT 0O 23 Device 7t HZEL0] 2EYE £+ QUCL
ZANtMoz ZZIO|HA|l 23 E 98l, oicr.doxm Resource O CH3H 2ol QXEXIol @FE
HAESH= A0| HE AT = ULt

13.11 SVR, Discoverability, % Endpoint

RE FHE SVR2 "2 Jtsoith (HEe 22, €8 E= R 2 EMOM pHHCR
I8 HEo ANAM E+HOICE M7t #Y|E £ ZR0= AEE T HEECH ERIL

U ERaks
BI|EX| 2 2ol 420 = 29l A

S

OIC Core Specification, Policy Parameter A4 7.82.1.2 &#X).

BE PHE YA JH53H SVR 2 Secure Endpoint (O: CoAPS)E =Z=A|ZICH (CH29| 2812, 4&
Ee MR E EMOM AHECR Q80 HE0| UM E=HO|Ct ERIt B7|E 239
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3274

3275

3276

3277

3278
3279
3280

3281

3282

3283

3284

3285

3286

3287

3288

3289

3290
3201
3292

3293

3294

3295

3296

3297

3298
3299
3300

3301

OIC Core Specification, Endpoint MEf 10 &=xX).

/doxm Resource = RFOTM Ol A Unsecure Endpoint (0: CoAP)E == A|ZICt (LS9 232,

U E£ TR 2 BNl RUNOR ABHY X80l Q01N B 97t 5718
280 FL0|E I E WO MGECL YN BIIEK %2 ¥ FLU s HXE 2ol
HAT(BY W 28| HE D

OIC Core Specification, Endpoint E 10 &=xX).

13.12 Core W SVR 2 fIst 72 B 1 Atgd

NQ AlMILe ArjA oz =X oA I_|52§ AHEE 4 ALSBZ Z0|HAIE 9T 13 A F§
StLto|Ct, O] CHE 1t 22 Resource X Property & ZE 35T}

e 'di" & 'piid’ Property & EZ&3l+= /d Resource

rIr

e 'pi' Property & Z2&3St=/p Resource

_n_

e ‘'deviceuuid’ Property & Z&dt=/doxm Resource

2= MYXt= Device 2 =3Ol T & WM7tX] AFHO| @HXIL & = U= AF/TH 240|CH O|=
oto|™M ol ol & JtXl JWME EEHSl= 2= Client Device 7 £ Platform % Device QF 2H =
gE EIE 7=t 8% MEXNE AFEHCORE FEY = UASS 20/}

Device 2| Z2tO|HA| 225 9[ot ME0|= Ch3at 22 F 7HX[7F ALt

1. 1R AEXE ZeSHE Resource 2] 97| AMAE H st ACL HMS HE3irt
2. FHO| AEE = Y F AEXto XS5 HE Tt

ZELO|HAl S &2 E0|=58 F 7HX| 7|E€ S

ot

P 2atqoz At8d 5= ULt

1. Platform/Device MZAtS 9ol HAto| 19 AYA 00| AYAS Fetsts 7
M2 Koo} St HEYT BalXts Zato|A|l S HO|X| e ASEH Device O
Chsf HMAZ 3|83 &2 ACL HHMS +H|0F 3}
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3302
3303

3304

3305

3306

3307

3308

3309
3310
3311
3312
3313

3314

3315

3316
3317
3318
3319
3320

3321

3322
3323
3324

3325

3326
3327

3328

3329
3330
3331

3332

2. Server = /doxm Resource 9| ‘owned’ Property 7} FALSE 0|1 =9 &3 3 O|H0
AN HMgE If LAXMQ H S Device ID E M3TCE YAl AMEXHE X|HEOQ
MEXZRH 22|50 388 4K =0

a. X&EHQ MEXzRH ZE2|ECH (F, 23X E=Ch

3. Generated by a function that is At O[O[X|0f LHdS 21, & B A O|O|X|0j
A0, =0 HEE A= 750 28] g

o=z X L

=
0x
fjo

BiX| & DXt St= A Device & 22T Z2M 29[ JHA|0 ALEE AlEHXIo| OBTO| 82 a7t
ULt 2L, SAXE O] ¢S FSHAM Device o =FO| CF & W7HX| Device 2| FHO| AtES
2= UL Ol2{ot 20| Al /IS SiA5t7] s, Server & 'deviceowneruuid'?t nil UUID & [If
unauthenticate /oic/res 80| CHsl Al 'deviceuuid'E XM STHCt Server = Device Ef7}
RESET 22 HatE mf M QA H Al ‘deviceuuid’ #t2 dEBiCh O|EA HO=EM
‘deviceuuid’ ¢t2 S AFA0| ZMM FHS=0 AFEE = A =L

'deviceowneruuid’ property £ RESET A[0] nil UUID 2 Z7|3tZ[0f RFOTM Device 2EfOf|Af
H™E WYItX] SXIECL Device = 'deviceowneruuid'ZF nil UUID Q1 &¢t /oic/sec/doxm N
/oic/res Resource Of CiSt RETRIEVE Q&0 CHsl LA|XQ AEXE HIooh 228 FEEEl=
‘devowneruuid'E Server 7 /doxm 5! /res resource O CH$F RETRIEVE KO0 CHS| X|£XQl
‘deviceuuid’?| 2|HE WAISI=E St= FO| OfH UUID 2= ALt

=229 [EeE[Els 2FE Client 2HO] X|&HQl ‘deviceuuid wUE FSEYE F UEE
Joic/sec/doxm resource 02| WM AE X|3tSt= ACL HHMES Z2HNY

o

| ot
Server 2| ‘deviceuuid'® EESt= /oic/sec/cred resource =1t TH =
15 =H 28 S eX|oHL},

/oic/d Resource 2| 'di’ property £ 'deviceuuid’ Property & BtE3ICtH 2EY REE|El& ASE
Client 2tO] X|&£HQl di' 242 FSE = ULF /oic/d Resource 09| BNAE HTHS= ACL

MM Z2H|X Yol of BhCt.

/oic/d Resource 2| 'piid’ Property = ‘deviceowneruuid’Zt nil UUID Z}& 7tE [ OREIZEXZ
LA™ O|D BShE gt2 SOk BHCL server £ ‘deviceowneruuid’7t @O| OFH UUID (22
HMAE M2t XXl S MIoh(Ees 2E2Y |REEJL ZRHNISIEE DO,
resource Off TSt ACL M2 'piid'7F AHO| @ MO A 7= AS LX|HCt.
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3333

3334
3335
3336

3337

3338

3339

/oic/p Resource 2| 'pi’
7tX|, ‘deviceowneruuid'Zt O]

— o
Hot= U=

H

Property &

‘deviceowneruuid’?t nil UUID
Ot

HAEICH ACL X2 /p resource O 'pi’ property 7t 2HO| 2B XA S7HEl= A2

UuID #fe

HA —

U2 M O YA
2 HFEY RsHe oz
9| Bt

Resource | Property Propert | Value type WNA BE %
Type title y name
oicwkp | Platform ID pi oic.types- Server 7} @Al random
schema.uu All " uuID g g trt.
id States RI&H2 pi 8 HOMX]|
2=Ch
oicwk.p Protocol piid oictypes- | RESET, RESET &EfZ Mzt o
Independen schema.uu | SRESET Server 7t ®Al random
t Identifier id REPRO, R | uuiD 2 Asof it
RFNOP
2ot AxHA O™ MAMO|
—+dE =0 DOXS 7t
RFOTM | RW | X|&HQl g2 A3 =+
ALt aEX]| HoH,
Server 7t ¢tE Aot
oic.wk.d Device di oic.types- BE  Device AEHOA
Identifier schema.uu All " /d.di 7t
id states /doxm.deviceuuid 0| ZgtE=l
wuS grEotot
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3341

3342

3343

3344

3345

3346

14 Core 1T I HOt

o MM

ro

ol=Noz "l 7to2 H4H TS 0|Fo| HHEOA Yol
14.1 BEXt

14.2 +5/8%|

143 18

14.4 &Y% TfE 5 SX|
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3347

3348
3349
3350

3351

3352

3353

3354
3355
3356
3357
3358

3359

3360

3361

3362

3363

3364

3365

3366

3367

3368

3369
3370
3371

3372

3373

3374

flet Hob 13 Al S

2t =L}, 0] HE HOt HAHLESZ Solf sHAECH dLt,
O3t HAHLZO &t 22Xl StEY 0] U AT EQ O Platform | EQF ZA M0 o =3tC},
Of MMOME A =2t F Eot0f| 27 &= @48 Folstrt

AFY Device LHo| Y A2 CHYst FHQAE ZHeCh B 7|52 ALSHH AT,
olgigt #+HaA Ztzto| X2 SRIE XUACE =H|OF S} OfE S0, AES Y2 E FHSt=
CPU 9| 90| CtE Z2AM2d =M=z SHStHt: MY drlcz J[E Y= LY
BRI QtHSIX| Qo™ AES E sHSH= MY =F0| HHSICt o = QICH AW 2Fol oA =R
=2l ChYet X2 ofzfo] Ltgotct 2ot Al StF(secure execution environment:
SEE)2AMO| XA S ZFe{M, 1 85h= SEE ATt otMst XtA S ZH3 of $hot

SFERIO =% (E=)

k>
[El

E9jof Bt AT (U S0f, OWASP Of 2J3f CHROjX|E)E &ot
j2 AHRLIEZ St MR0loz £ Ao #elo| TEEX
AmEYoo] MY 2R/ 2N Platform X¥g CHECH 2ot
A

H

JO|EE 02 = =+ UL,

N

A0 LIS & 20| 245 CHEo| MEM MM 2 FSHC}
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3375

3376
3377
3378
3379
3380

3381
3382
3383

3384

3385

-

15.1.1 HoF X%
2ot M2 oIzt ALE 7|2 Oo|H ("R OlO|E (Sensitive Data)")& X &st= 22X SRS
ZotCt 2t HOo|H= o0 sHEEXl& §UXCH CfE == H CHE 74Q 7|, QB A GlOo|H
HESQZI HMNA F2|EHE, == AMEX JHQ HEE ZEsict Z22F U OlO|E (Critical
Sensitive Data)= FZ481 7|2d2 = CF |X[8ioF o=

Q|8 0F BhC.

Ht®¥, Sensitive Data = FZME

loT Device MAX}ZE QI7LE|X| %S Device, 1E, = 74010 2¢4o|™MO|AHLt 2o Q= 2XMES
?I3ll Sensitive Data O WAMASHK| RS F EtY E3E N3 AS 4= ook =0t
OtL|2}, Sensitive Data = 915 S 2220 TF AEELEE, Q[=XO|AHL LA Ql HZAO CHsH

FZ2d82 wAIGHOF St

Sensitive Data 2| 280 SE£& otafiof LtEstCt

H| 0| E §Hd B 78 B
Owner PSK (Symmetric ofl o
Keys)
Service provisioning keys of o
Asymmetric Private Keys o o
Certificate Data and Signed o =282
Hashes
Public Keys o =28
Access credentials (e.g. of of
SSID, passwords, etc.)
ECDH/ECDH Dynamic o o
Shared Key
= o
Root CA Public Keys o =88
= o
Device and Platform IDs o =28
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3386 H 63 - Sensitive Data 0f

3387 HO NEZ {3 F¥ot Bz HH2 AW EFGXNOIX|DYU, SAMOR SIEY O AZEQINE
3388 AoSte EHRO| AFEEICH
3389  15.1.1.1 StESOf EoF X%

3300 OFEYO EHO MY2 oiE A H E iR 7|, ML F2[HA, Sl VRl HELF #2 critical

3391 Sensitive Data 2| X &0 AM83St= Z0| ECf HEREQ| B2 StEQ0f EQF MY vtz X 7|8t
3302 H|Z|EM 022 ("NVRAM")E E$S}1, Critical Sensitive Data 02| QI7IE|X| %2 AUMAE

3393 EX|SI7| Qe CHA S ELBHSHC

O

3304 SIEY O 7|Hto] 2ot HEHE2 NVRAM LHO| Sensitive Data & MZ&&
3395 MAIE ZAZ EB Sensitive Data 2 AME HX|gt= Hs HAHLS
3396 AMM|E H Qo= QIX|EH ANEE sHoZ Qlg| QI7E|X| &2 JHA 7t ’8%7510_.3_ Sensitive

o = —
3397 Data 2 ZAME XfstX| L= = &|0f trt,

I:I
rulo H
F
rot
_l'_|_
l_l
o
rok
okl
AN

338 HZ HAHLIZZ, 0|0 oHEEX[= AXT 31 22 A2 Zosts, SHA2ERH Sensitive
3399  Data 02| XA A0 CHSH JIL Moderate protection 2 A&l OF SHCt

3400 1) &StHOE NVRAM 2| &S 97| fiet & mi7[X|el &2|H 2I| XA

3401 2) MXAEo=Z NVRAM 2| &2 &47| ot 2o MAHE & mj7|X|e] 228 =24

3402 3) Critical Sensitive Data 2| HE IjEHE Oja S0z MY HES ZLESH| st M=
3403 M EE= RFEES Z2Y

3404 4) OO|IAZHEZEY UM MEEAL & I HE2 W& 97 fIgt 2ol
3405 AZEQO Es HAONL ALE

3406 5) EXAES Device T&F [E= Sensitive Data O] &4 f= HZAS QL= ATo| 4¢

3407

3408  15.1.1.2 2T ESOf M

3409 HIO|HE =25tHELE Sensitive Data% MESt= H EoF HE2[et AZELO 0T o|ESH=
30 A2 YEt¥o=z AYSIK| =Lt 25 A A= 7| &2 Critical Sensitive Data 2| A& 0=
3411 7ts% o StEQ0] EoF X2 AHESHOF BHCt

3412 P EE HIEY HZ2|0 XMEE Sensitive Data & MM 15.1.1.1 O 7|&= HHZ S|
3413 QITLE[X] 2 JHA| 7t UM ASHK| RSGEF 38 7ttt dNE|ES2 AFESHAM &= f i OF StCt.
3414
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3437
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Al

15.1.1.3 F7t BQt 710 EEIQ Y J1E E2 MR

rlo

St HEfO] HOF Z3ASZ Q3| Sensitive Data 7} &M E|X| YT 2 17| 5t EEQl

1) FIPS Random Number Generator ("RNG") - 21F A|Z0| AFEEE RNG 9 4 Y
AE=ZL7I EFSH B ZEE XNIHAIZ 5= ULCL 0|23t O|FE, B E AT A0 CHsh

Q== T2t A FIPS 800-90A B8 RNG £ Al83t= Z 0|

2) Eot OtzEe A BE - 94o|¥Qol AmEQoo 2E 8 HAZ XS] 25, {1t
HE0 HO|HZ| AAE 2155tE Secure Download % Secure Boot HH S AHE23tE Z 0|

ZCt

3) MEEX = €aZ

ISR B2 Ae=

- oo eHEEX= AT, ot2fel FFo| ZE LngF2

2ot 2&E 7S CHsi ArESHA| BSOtoF SHCf,

a. SHA-1
b. MD5
c. RC4
d. RSA 1024
4) 58 Es 84 7o A=3t ME - critical Sensitive Data 7F Secure Storage O A& &[0
AL 2tE, Secure Storage QAR E MEY EQ7I US WM& HO/HE MCU/MPU LHOA
AOo[F Ol AZEQ OO ot = HS HX|SHT| sl 0| E Y= 3tsloF SHC}

ls& Melsts dR/E

. QJlE|X| %S AH/ZERMAR o =3

4 |
U M2 (YF2) A €RE Y ERV s BRE 2 220 227t /L)

Sl
m
=]
N
[H
o hu
=
|>
>
0%
|0

o M3 ATIO| CfD YE HO|E ZRO| Ho| YT M EE 233 30| YHEX YL
o ozst YMe|F0| ABEE YB3 7S o2
ctC

|
S 4 Uk O RMB Abge M2 Z2E Fxct| HiRiC

r
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Signature algorithms
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3476

3477

3478

3479

3480

3481

3482
3483
3484

3485

3486
3487

3488

3489
3490

3491

3492
3493
3494

3495

3496

3497

3498

3499

3500

3501

3502

3503
3504

3505

* Pseudo Random functions (PRF) used for key derivation

nE

2| Bot AnY 7Y A mE D, OCF L4 BE EOH AT

« Tamper evident/proof (5%l): O|A2 Device 7} (FiH], AO|A, E& LS 52 Sdll)
=2|™ =4O AN BHE EOol= A

2 2HE X8 E AHo|C}

«  Tamper resistance (&%) O|A2 S4XNoZE TE YoM Y XIHEE FoE UEE
o et SES ZtdE 2f0|et 0] Fel= FIPS 140-2

e Zste S2HQ =
security level 3 Q2 B E X} E Zo|C}

o2t WS UHY| Yt W AF HAE AZE KHE S AN Yrt HHX BB
MES B8 X Ao Baels 20l B8 moty| Ash AR EE CHYS & (BHA P 4
AN MEHO £)2 AJHCH WA FL, OCF 7+ WO Tt D1 7| A2 (0f: PK B Zf
BOIE|, OCF & 123 BYLS Utg + ULk

Device 2| 2= 2247 HESIH SHotn S0t HEE K| EUSS 2257 ot Device 7t
HEOH FEE= A &0t o= A0 7t FL RE0= S+ TA At 2 2T
2 MA doM sigsts E2o[HE &3l tZz2l, Cpu, 8 FEIIZIE AEdt=

AatMol JEE2 Zt AZEQI0 BEO| Uzz FAY HBO| 2AR= 20T 7| SE = ZAO|Ct
| e 7 Eagl £ ArESiA SiAlE CHZO (Oll: SHA_1, SHA_256)
Aot ME L2[F (0: RSA)S A2 MBE AT EQ0 2E0| O|=3tCt
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3506

3507

3508
3509
3510
3511
3512
3513

3514

3515

3516

Signer

keys Data
Hash function (e.g. SHA256)
] Signature algorithm
Rrivate key | _ (RSA encryption, ECDSA)
Public Key Data ]
Certificate Signature

Secure Storage/ TPM

£ 40-2ZEQ0 RE QAT
MAXS M 7] (7HQl 7)E AF8SiAM HO|Ho| MAHO| &2E|H, O =
(He MY 7|0l th83St= 370 71)7t MSEC FEELQL 22 519 AZEQI0 250 CHsiA &,
MY X AZ 7171 2 ZR2OW Jts K22 E= TPM ot 22 RE
HYECH OfE2AOM AZEQOR Z2 49 AZEQQ ZEN OdiMe, SHEHSE
signedData 64*'0| MY AT 7| (s ASM)E otLzt MY Znz[F, Al Lduz[EFo i
HAE ZESE PKCS#7 FA (IETF CMS RFC)O]| 2t A HO| = EICt SEX| 0, 20t HEl ALY
PKCS#7 &4 IAr 2 /75| eCt

I=!

A
Data )
Increasing
Signature Memory
Verification key address

EAM-HAS ATEY 2 E
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3517
3518

3519

3520

3521

3522

3523
3524
3525
3526

3527

3528

3529
3530
3531

3532

3533

45 222 UM 485 7] (MK S0 7))E MEHM MBS == 3ottt E
HiO[Ef{e| SHAIE AtEst, ExotEl MY (22[XE)dt HolH (&)l SHAIE H
LA5IH, 2ZELN 252 FFO[Ct

Stored Stored signature

Verification Data

“ l

Signature algorithm _
(RSA decryption, ECDSA) Hash function (e.g. SHA256)
Decrypted Signature Hashed Data

|

£ 42 - AT ES|0] 2 E Authenticity
15.2.2 EQt HEl T2 A

Device 7oi0f e} S42f £& AL ALt SEHL2=Z, PC/ Linux EFYS
CHAl= BIOS ZE (1 B REZO) 5

A (2 B RERH)E MYss T RERCE S4FO (Kernel)&
EE3}D Kernel ZE7} Qe o2 AWME HI| = TZAMAO|C} Kernel 0] 7| S38tH 2 & Kernel
Z& 3% E2IO|HE ZEDICL

2ot 2g MY Ao, RERMO MY Mo 2 RE=EO 2AMO| ASE 0o Stk flof
Aot Hiet 20|, 519 REZHE flet MY X AT 7|7t 8482z =% WX o2 Lo
MEEl=d gel, &9 M3 % dF 7l= HolH #Zx 2ZELQIO Wo| WEEOOoF (B &4
AHM L ItSSH=E FAE[0{OF) BHCt
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353 15.2.3 A0 9 At

3535 =2 AIDEE 7T B BEY D2 MAE QiMe, MY B SiA] ¥2[F0| SQE L12F F
3536  OfL}O|OjOF st11, HBO AFE= MY gt & 7|71 2o ME U0 MEE/ofof st, ¢12|F0|
3537  EOF MY oA Lo M HAZ|O0F St 7|7F ME|E =~ U= B2 E Sl SEE O M-S E|0OF SHC}
3538

3539  15.2.3.1 CtS THA

3540 SQlE 212 |F U OOEH "HAS FE Y.

3541 15.3 QS

3542 15.4 2AZEZ| 0| HGH0O|E

3543 15.4.1 7§ 8

3544  Device 2| dYHFT7|= Device 7t MEAIZEEH MEE AFHOM ELIX| 210, F&, TOf, F+,
3545 AX|/2EY, GEAE, FAESE, A =8 g EHAEX] ZOLJUA EICh Device & L
3546 CHAME AAMZ T2 & 5+ ol SHYNCEE 22Y, JAAME, U FXES Ao AAMS
3547 HEHQE Ot AIZELQOE, O|of oHEE[X&= (X T HAYY, 2IENH, HEXZE AH

3548  OfE2|AHO|M ZE

1

3549

3550  15.4.2 Sx{2| X}o| Q1A

3551  CRHFob R ZARZF CHYol &
H
=

M2 S AZEQOE AACH EM E= M USB A
35520 AT EQIOO NN E= Eol &
2

2 oA, M¥ % #EE ZE, de 1i7|X|9] Y

3553 TEQO9 I|7|X| X 5.

3554

3555  A|ZAt= 2tH™oh Hot AEQF 7| OF7|HIN L 2o F7|MQ HETJ}L X|KE& YA 7|I&F2
3556 wotZ| o RS ZEAMA A Y2 AESHE AO0| ELL

3557

3558 = 2E2 HT A0 MEF Device O 28 A= AZERIO AMO| HEE # 90 A=t

o
3559  CHA| ALR AZEQ0f AA HFL|Eat= OFF 21 =A 7+ gict.

3560
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3561

3562
3563
3564
3565
3566
3567
3568
3569
3570
3571
3572
3573

3574

3575

3576
3577
3578
3579
3580
3581
3582
3583
3584
3585
3586

3587

3588
3589

3590

3501

3592

3593

15.4.3 ATEQ 0] BT QI
/oic/sec/pstat.tm Property LS| AZEQJO] BT =22l JHA| (Initiate Software Version Validation)
HES AF2 (MM 137 o # 51 X)) 2ZEQ0] HAE = ZENAE HASts 2FE
LIEHEHCH O] Z2M A0 2|3 Device & MEY = Uz 220 Oz 2ZELO (HYof, 2IHH,
Device E2I0|H, HEYZ A 5 HZTHE HABSIH A2TEQ AL ZZMAE AIEE =Tt
A=K mefstCh (of2f &x). HotE 7HEl Client Of 2|3 /oic/sec/pstat.tm 2| Initiate Software

Version Validation H/{EZ} 1 (TRUE)E AL, Device 7t /oic/sec/pstat.cm 2| Initiate Software

Version Validation HIEE 0 22 HHEHSY A2ZEQO HT =S 7HA[THCt Device 7F A4
7bsothtn EESl= 42, AHE Zhset dA0| AL /oic/sec/pstat.cm property 2| Initiate

Software Version Validation HHEE 1 (TRUE)Z H7Est1 A8 7ts%h A410] 91T 0 (FALSE)E
MHSICE.  Software Version Validation ZZAMA°o| =25 22[7] 8, Device =
/oic/sec/pstat.tm Property 2| Initiate Software Version Validation H/EE CtA| 0 (FALSE) 2 &2
ALt Client O 2|8l /oic/sec/pstat.tm 2| Initiate Software Version Validation HEZ} 0
(FALSE) 22 E2FEH, A4 Z2MA0 OfFH FeE O|X|X| Qf=Ct

15.4.4 A= EQ|0f AG0|E

/oic/sec/pstat.tm property 2| HQb AZEQO AL JHA|l (Initiate Secure Software Update)
HEQS| MY2 (MM 1379 B 51 &X) AZEQ O AL Z2HAE JHAStE Q75 LIELHCL
HotE 74T Client O 2|8 /oic/sec/pstat.tm 2| Initiate Secure Software Update H|E7} 1
(TRUE)E A7 E|™, Device 7| /oic/sec/pstat.cm 2| Initiate Software Version Validation HEE
0 22 H73Estn AZEQIO AL Z2NAE JHA[SICH AZEQO] AN ZEMA 2E A0,
A2TELO7 HEHCE AL} M Device 7t /oic/sec/pstat.cm property 2| Initiate Secure
Software Update HHEE 1 (TRUE)Z HHsta AHAO| X AU H 0 (FALSE)S 2 ™ TICt
Hot AZEQIO A4 mEMAQ 22 E H2[7| fIdH, Device = /oic/sec/pstat.tm Property 2
Initiate Secure Software Update H|EZE CiA| 0 (FALSE)2Z AL Client Of 2[5
/oic/sec/pstat.tm 2| Initiate Secure Software Update H|EZl 0 (FALSE)2Z2 MEE|H, A
ZEMA0 OFR 3 F&2 OIX|X| g=C}

ST

15.4.5 HZE A2

/oic/sec/pstat.tm 2| |Initiate Secure Software Update H|E+& Initiate Software Version
Validation 2Q10] 2t & Z0j| Client O 2|5 AT &7 £ 0fOF St

Device 2ZEQ0| ALl ZZ M A= Device Operational State (/oic/sec/pstat.dos)0 TS
OX& M| BZAZ Htgr = ot AAME[E Device FOAM diYdtE Device =
= Z= 0|

= ¢l

/oic/sec/pstat.dos & 2L EH KM ALI0] 2t2 7] Ol Device EIO S DX Y
AT EQO Ao CiH|sHOoF Bhot.
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3628
3629
3630
3631
3632

3633

3634

3635

3636
3637
3638
3639

3640

3641
3642
3643
3644
3645
3646
3647
3648
3649
3650
3651
3652
3653
3654
3655
3656
3657
3658
3659
3660

3661

o M9 PHEo 27 XUS FFGH Device £ &% HEE N 2FE = ULt (E S0
Device 7F 1.1 H{T o] AHOf| &3 XZEe[2 CHE iﬂ—*l H 0| security level 12 F2o|ste=
1A

t
42, 8E 1 27 AEE HESHH Device 7F B[ 1 22 HILE O 2FEICH.

o HONYHZ2 XFT AMEXI E 5= UAO{OF SHL}
16 Appendix A: A M2 H|of of

16.1 OCF ACL Resource 0f

Server & B & ZAEZE Resource 7t HMAE QHSHE= Client O 2gt HAMNAE 7t A
golgt QI ULt /oic/sec/acl2 Resource 7t Resource SAE A0 A HiX|E|O{ Resource
F M7t otdstn 88O 2 MEECH O 0= Server O CHoH UM HH o2 AlsHY|

2|8l /oic/sec/acl2 Resource 7} HEH #HE = J=XE E0ELCt

mjo

"aclist2"™: [
{
// Subject with ID ...01 should access two named Resources with access mode “CRUDN" (Create,
Retrieve, Update, Delete and Notify)
"subject™: {"uuid": "XXXX-...-XX01"},
"resources": [
{"href":"/oic/sh/light/1"},
{"href":"/oic/sh/temp/0"}
1,
"permission”: 31, // 31 dec = 0b0001 1111 which maps to ---N DURC
"validity": [
// The period starting at 18:00:00 UTC, on January 1, 2015 and
// ending at 07:00:00 UTC on January 2, 2015
"period™: ['20150101T180000Z/20150102T070000Z"],
// Repeats the {period} every week until the last day of Jan. 2015.
"recurrence": ["RRULE:FREQ=WEEKLY;UNTIL=20150131T070000Z"]
1

"aceid": 1
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3662
3663
3664

3665

3666

3667
3668
3669

3670
3671
3672
3673
3674
3675
3676
3677
3678
3679
3680
3681

3682

// An ACL provisioning and management service should be identified as
// the resource owner
"rowneruuid": "0685B960-736F-46F7-BEC0O-9E6CBD61ADCT"

}

16.2 Access Manager Service Of

AMS = M FHo| e YESE Il AHEEI00F otX| T, X|FE Resource 7b M AE

[ OFCE Server 7t AMS Of|2] HZE S 7iEe HS @7 SHCE O] 0= Of XS 2837 lsi ofE
= =]

=
/oic/sec/amacl Resource 7} T &0 OF 3}

"resources": [
// If the {Subject} wants to access the /oic/sh/light/1 Resource at host1 and an Amacl was
// supplied then use the {4} sacl validation credential to enforce access.
{"href": /oic/sh/light/1},
// If the {Subject} wants to access the /oma/3 Resource at host2 and an AM sacl was
// supplied then use the {4} sacl validation credential to enforce access.
{"href": "/oma/3"},
// If the {Subject} wants to access any local Resource and an Amacl was supplied then use
// the {4} sacl validation credential to enforce access.

('we's “*)
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3683

3684
3685
3686
3687
3688
3689

3690
3691

3692

3693

3694
3695
3696

3697

3698

3699

3700

3701

3702

ro
K
Hu
_E_l
ne

17 Appendix B: 8% 8Z &

0T vertical % Device @ 7|50] FLSHX| %S H2 Nafsd, BE 10T ofF2|# 0| M L Au|20f
HEH0 £2 BISE IS L0 ADY AT NW2 OCF 278 YFNIIX go02 Ity
a2y @ay, U8, o XYYl 2o m2ugo Bolsolo} ok BInel Y el
1271 o) DETYUS 27 ABOZNY TolD 4 900, T2l 27 AEE BEE Bu
s282 B3RO A £ Af THO STNOISE, (EEl 2 B 2Ae W T
et

Device &&F7F IETF RFC 7228 (F£E LE U E®IAE Terminology) HEE0 MZ= OCF
AmoO| LIHX|QF St H o u;uroq &2 X 322 X stsiCt x| o
Ci$t OCF 7| ZI&E2 IETF ECF HXY loT & AIEO| O MetstA & ZAOo|Ct.

A 0 M2 resource o] SFEE 2 YIS 12{stH, E2lA 0 Device = EQF 7|50| ALt
2tA (O ARl 7H8d) QRO oJESHA EQt 7|2 st A = sS

= =
Ade Aoz FHY 5 AULL O A2 S 00 SEEZL Y= A2 siMe 5

Platform S22 SEE A’ g
0 ot sy els
1 ofl X
2 off 1

H 64 - OCF B9t =2mj

SH0IA 9ot 2L Platform 2RO Bt BEZEAN £ 1 %o 8 JIES
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of 22 7|5 (5, CPU £k, HEE[, MF ZX)2| 7t5d2 LR X| ER
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3703

3704

3705

3706

3707

3708

3709

3710

3711

3712

3713

3714

18 Appendix C: RAML d29|

Resource Name

Resource Type

Access Control List oic.r.acl Al
Access Control List 2 oic.r.acl2 A2
Managed Access Control List oic.r.amacl A3
Signed Access Control List oic.r.sacl A4
Device Ownership Transfer oic.r.doxm A5
Device Provisioning Status oic.r.pstat A6
Credential oic.r.cred A7
Certificate Signing Request oic.r.csr A8
Roles oic.r.roles A9

Certificate Revocation List oic.r.crl A.10

A1

A.1.1 e
O| resource = Z2Z HUNA HO =

A.1.2 URI of

OlICSecurityAclResource

/oic/sec/acl

A.1.3 Resource Type
A.1.4 RAML B2
#%RAML 0.8

title: O/CSecurityAc/Resource
version: v71.7-2071671213
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3715
3716
3717

3718

3719

3720

3721

3722

3723

3724

3725
3726
3727

3728

3729

3730
3731
3732
3733
3734
3735
3736
3737

3738

3739

3740

3741

3742

3743

3744

3745

3746

3747

traits:
- interface :

queryParameters:
if:
enum: ["oic.if.baseline"]

- ace-filtered :

queryParameters:

subjectuuid:

/oic/sec/acl:

description: |

This resource specifies the local access control list.

is : ['interface']
get:
description: |

Retrieves the ACL entries.
When used without query parameters, all the ACE entries are returned.
When used with a subjectuuid, only the ACEs with the specified
subjectuuid are returned
If subjectuuid and resources are specified,
only the ACEs with the specified subjectuuid and resource hrefs are

returned.

is : ['ace-filtered']
responses :
200:
body:
application/json:

schema. /

{
"$schema": "http://json-schema.org/draft-04/schema#",

"id": "https://www.openconnectivity.org/ocf-apis/security/schemas/oic.r.acl.json#",
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3748
3749
3750
3751
3752
3753
3754
3755
3756
3757
3758
3759
3760
3761
3762
3763
3764
3765
3766
3767
3768
3769
3770
3771
3772
3773
3774
3775
3776
3777
3778
3779

3780

3781

3782

3783

"title": "Access Control List information”,
"definitions": {
"oic.racl": {
"type": "object”,
"properties”: {
"aclist": {

"type": "object”,

"description”: "Subject-based Access Control Entries in the ACL resource”,

"properties”: {
"aces": {
"type": "array",
"items": {

"$ref": "oic.sec.ace.json#/definitions/oic.sec.ace"

}
1
"required™: [ "aces" ]
13
"rowneruuid"; {

"description”: "The value identifies the unique resource owner",

"$ref"; "../../core/schemas/oic.types-schema.json#/definitions/uuid”

}

L

"type": "object”,

"allof": [
{ "$ref": "../../core/schemas/oic.core-schema.json#/definitions/oic.core" },
{ "$ref": "#/definitions/oic.racl" }

1

"required”: [ "aclist", "rowneruuid" ]

example

{

"aclist": {
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3784 "aces": [

3785 {

3786 "subjectuuid": "e61c3e6b-9c54-4b81-8ce5-f9039c1d04d9",
3787 "resources": [

3788 {

3789 "href": "coaps://IP-ADDR/temp",

3790 "rel": "some-rel",

3791 "rt": ["oic.r.temperature"],

3792 "if": ["oic.if.a"]

3793 }

3794 {

3795 "href": "coaps://IP-ADDR/temp",

3796 "rel": "some-rel",

3797 "rt"; ["oic.r.temperature"],

3798 "if": ["oic.if.s"]

3799 }

3800 1,

3801 "permission™: 31,

3802 "validity": [

3803 {

3804 "period":"20160101T180000Z/20170102T070000Z",
3805 "recurrence": [ "DSTART:XXXXX",

3806  "RRULE:FREQ=DAILY;UNTIL=20180131T140000Z;BYMONTH=1"]

3807 2

3808 {

3809 "period":"20160101T180000Z/PT5H30M",

3810 "recurrence"; [ "RRULE:FREQ=DAILY;UNTIL=20180131T140000Z;BYMONTH=1" ]
3811 }

3812 ]

3813 }

3814 ]

3815 L

3816 "rowneruuid": "de305d54-75b4-431b-adb2-eb6b9e546014"
3817 }

3818

3819 400:
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3820
3821
3822

3823

3824
3825
3826
3827
3828
3829
3830
3831
3832
3833

3834

3835
3836

3837

3838
3839
3840
3841
3842
3843
3844
3845
3846
3847
3848
3849
3850
3851
3852
3853
3854

3855

description: |

The request is invalid.

post:

description: |
Updates the ACL resource with the provided values
ACEs provided
in the update not currently in the ACL are added
ACEs that already
exist in the ACL are ignored.
Note that for the purposes of update, equivalency is determined
by comparing the ACE subjectuuid, permission, string comparisons
of all validity elements, and string comparisons of all resource

hrefs.

body:

application/json:
schema

{
"$schema": "http://json-schema.org/draft-04/schema#",
"id": "https://www.openconnectivity.org/ocf-apis/security/schemas/oic.r.acljson#",
"title": "Access Control List information”,
"definitions": {
"oic.racl™ {
"type": "object”,
"properties”: {
"aclist": {
"type": "object”,
"description": "Subject-based Access Control Entries in the ACL resource”,
"properties”: {
"aces": {
"type": "array",
"items": {
"$ref"; "oic.sec.ace json#/definitions/oic.sec.ace”

}
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3856
3857
3858
3859
3860
3861
3862
3863
3864
3865
3866
3867
3868
3869
3870
3871
3872

3873

3874

3875
3876
3877
3878
3879
3880
3881
3882
3883
3884
3885
3886
3887
3888
3889
3890

3891

17
"required™: [ "aces" ]
13
"rowneruuid": {
"description”: "The value identifies the unique resource owner",
"$ref"; "../../core/schemas/oic.types-schema.json#/definitions/uuid”
}
}
}
L
"type": "object",
"allof": [
{ "$ref": "../../core/schemas/oic.core-schema.json#/definitions/oic.core" },
{ "$ref": "#/definitions/oic.r.acl" }
1

"required": [ "aclist”, "rowneruuid" ]

example

{
"aclist"; {
"aces": [
{
"subjectuuid": "e61c3e6b-9c54-4b81-8ce5-f9039c1d04d9",
"resources": [

{
"href": "coaps://IP-ADDR/temp",

"rel": "some-rel",
"rt": ["oic.r.temperature"],

"if": ["oic.if.a"]

"href": "coaps://IP-ADDR/temp",
"rel": "some-rel",
"rt"; ["oic.r.temperature"],

"if": ["oic.if.s"]
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3892
3893
3894
3895
3896
3897
3898
3899
3900
3901
3902
3903
3904
3905
3906
3907
3908
3909
3910

3911

3912

3913

3914
3915

3916

3917

3918
3919

3920

3921

3922
3923

3924

3925

}
1,
"permission™; 31,
"validity": [

{
"period":"201601017180000Z/20170102T070000Z",
"recurrence”: [ "DSTART:XXXXX",

"RRULE:FREQ=DAILY;UNTIL=20180131T140000Z;BYMONTH=1" ]

2

{

"period":"20160101T180000Z/PT5H30M",

"recurrence”: [ "RRULE:FREQ=DAILY;UNTIL=20180131T140000Z;BYMONTH=1" ]
}

]
}I
"rowneruuid"; "de305d54-75b4-431b-adb2-eb6b9e546014"

responses :
400:

description: |

The request is invalid.

201:

description: |
The ACL entry/entries is/are created.
204:
description: |

The ACL entry/entries is/are updated.

delete:
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3926
3927
3928
3929
3930
3931
3932
3933

3934

3935

3936

3937

3938
3939

3940

3941

3942
3943

3944

3945

3946

3947

description: |

Deletes ACL entries.

When DELETE is used without query parameters, all the ACE entries are deleted.
When DELETE is used with a subjectuuid, only the ACEs with the specified

subjectuuid are deleted

If subjectuuid and resources are specified,

only the ACEs with the specified subjectuuid and resource hrefs are

deleted.

is : ['ace-filtered']
responses :
200:

description: |

The matching ACEs or the entire ACL resource has been successfully deleted.

400:

description: |

The request is invalid.

A.1.5  Property H9|
Property name Value type EE Wh2 BE 449
rowneruuid 22 EFY: o o #U=2 1If
schema &= resource 2Q XS
AlHotrt,
aclist ZHH: schema of ACL resource
S el =M 7|8
Access Control
Entry
aces Hi €: schema o
(aclist) Bz
A.1.6 CRUDN B%
Resource Create Read Update Delete Notify
/oic/sec/acl get post delete
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3948

3949

3950

3951

3952

3953

3954

3955

3956

3957

3958
3959
3960

3961
3962

3963

3964

3965

3966

3967

3968
3969
3970

3971

3972

3973
3974
3975
3976
3977
3978

A.2  OlCSecurityAcl2Resource

A21 78

O resource = 22 ML MO =252 8o
A2.2 URI O

/oic/sec/acl2

A.2.3 Resource Type

A.2.4 RAML B9

#%RAML 0.8

title: O/CSecurityAcl2Resource
version: v1.0-20167214

traits:
- interface :

queryParameters:
if:
enum: ["oic.if.baseline"]

- ace-filtered :

queryParameters:

aceid:

/oic/sec/acl2:

description: |

This resource specifies the local access control list.

is : ['interface']
get:
description: |
Retrieves the ACL data.
When used without query parameters, all the ACE entries are returned.

When used with a query parameter, only the ACEs matching the specified

parameter are returned.
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3979

3980

3981

3982

3983

3984

3985
3986
3987
3988
3989
3990
3991
3992
3993
3994
3995
3996
3997
3998
3999
4000
4001
4002
4003
4004
4005
4006
4007
4008
4009
4010
4011
4012
4013

4014

is : ['ace-filtered']

responses :

200:

body:

application/json:

schema

{

"$schema": "http://json-schema.org/draft-04/schema#",

"id": "https://www.openconnectivity.org/ocf-apis/security/schemas/oic.r.acl2.json#",

"title": "Access Control List information”,
"definitions™: {
"oic.racl2": {
"type": "object”,
"properties”: {
"aclist2": {

"type": "array",
"description”: "Access Control Entries in the ACL resource”,
"items": {
"$ref"; "oic.sec.ace2.json#/definitions/oic.sec.ace2"
}
b
"rowneruuid": {
"description”: "The value identifies the unique resource owner",

"$ref": "../../core/schemas/oic.types-schema.json#/definitions/uuid”

}

2

"type": "object”,

"allof": [
{ "$ref": "../../core/schemas/oic.core-schema.json#/definitions/oic.core" },
{ "$ref"; "#/definitions/oic.r.acl2" }

L

"required": [ "aclist2", "rowneruuid”]
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4015

4016
4017
4018
4019
4020
4021
4022
4023
4024
4025
4026
4027
4028
4029
4030
4031
4032
4033
4034
4035
4036
4037
4038
4039
4040
4041
4042
4043
4044
4045
4046
4047
4048
4049
4050

4051

example

{

"aclist2": [

{
"aceid™ 1,
"subject": {
"authority": "484b8a51-cb23-46c0-a5f1-b4aebef50ebe”,
"role": "SOME_STRING"
L
"resources": [
{
"href": "/light",
"rt": ["oic.r.light"],
"if": ["oic.if baseline", "oic.if.a"]
b
{
"href": "/door",
"rt": ["oic.r.door"],
"if": ["oic.if.baseline", "oic.if.a"]
}
],
"permission": 24
b
{
"aceid": 2,
"subject": {
"uuid": "e61c3ebb-9c54-4b81-8ce5-f9039¢1d04d9"
L
"resources": [
{
"href": "/light",
"rt": ["oic.r.light"],
"if": ["oic.if baseline", "oic.if.a"]
13
{
"href": "/door",

"rt": ["oic.r.door"],
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4052 "if": ["oic.if.baseline", "oic.if.a"]

4053 }

4054 ],

4055 "permission": 24

4056 17

4057 {

4058 "aceid": 3,

4059 "subject": {"conntype": "anon-clear"},

4060 "resources”: [

4061 {

4062 "href": "/light",

4063 "rt": ["oic.r.light"],

4064 "if": ["oic.if.baseline", "oic.if.a"]

4065 2

4066 {

4067 "href": "/door",

4068 "rt": ["oic.r.door"],

4069 "if": ["oic.if.baseline", "oic.if.a"]

4070 }

4071 1,

4072 "permission™: 16

4073 "validity": [

4074 {

4075 "period":"20160101T180000Z/201701027070000Z",
4076 "recurrence"; [ "DSTART:XXXXX",

4077 "RRULE:FREQ=DAILY;UNTIL=20180131T140000Z;BYMONTH=1" ]
4078 2

4079 {

4080 "period":"20160101T180000Z/PT5H30M",
4081 "recurrence": [ "RRULE:FREQ=DAILY;UNTIL=20180131T140000Z;BYMONTH=1" ]
4082 }

4083 ]

4084 }

4085 1,

4086 "rowneruuid”: "de305d54-75b4-431b-adb2-eb6b9e546014"
4087 }

4088
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4089

4090
4091

4092

4093

4094
4095
4096
4097
4098
4099
4100
4101

4102

4103

4104

4105

4106
4107
4108
4109
4110
4111
4112
4113
4114
4115
4116
4117
4118
4119
4120
4121
4122

4123

400:

description: |

The request is invalid.

post:

description: |
Updates the ACL resource with the provided ACEs.
ACEs provided in the update with aceids not currently in the ACL
resource are added.
ACEs provided in the update with aceid(s) already in the ACL completely
replace the ACE(s) in the ACL resource.
ACEs provided in the update without aceid properties are added and

assigned unique aceids in the ACL resource.

body:

application/json:
schema

{
"$schema": "http://json-schema.org/draft-04/schema#",

"id": "https://www.openconnectivity.org/ocf-apis/security/schemas/oic.r.acl2.json#",

"title": "Access Control List information”,
"definitions": {
"oic.r.acl2": {
"type": "object”,
"properties”: {
"aclist2": {
"type": "array",
"description": "Access Control Entries in the ACL resource”,
"items": {
"$ref": "oic.sec.ace2 json#/definitions/oic.sec.ace2"
}
b
"rowneruuid"; {
"description": "The value identifies the unique resource owner",

"$ref"; "./../core/schemas/oic.types-schema.json#/definitions/uuid”
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4124
4125
4126
4127
4128
4129
4130
4131
4132
4133
4134

4135

4136

4137
4138
4139
4140
4141
4142
4143
4144
4145
4146
4147
4148
4149
4150
4151
4152
4153
4154
4155
4156
4157
4158

4159

}
}

}
13
"type": "object”,
"allof": [

{ "$ref": "../../core/schemas/oic.core-schema.json#/definitions/oic.core” },

{ "$ref": "#/definitions/oic.r.acl2" }
1,

"required": [ "aclist2", "rowneruuid"]

example

{
"aclist2": [
{
"aceid™ 1,
"subject”: {
"authority": "484b8a51-cb23-46¢0-a5f1-b4aebef50ebe”,
"role": "SOME_STRING"
17
"resources": [
{
"href": "/light",
"rt": ["oic.r.light"],
"if": ["oic.if.baseline", "oic.if.a"]
b
{
"href": "/door",
“rt": ["oic.r.door"],
"if": ["oic.if.baseline", "oic.if.a"]
}
1,
"permission”: 24
2
{
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4160
4161
4162
4163
4164
4165
4166
4167
4168
4169
4170
4171
4172
4173
4174
4175
4176
4177
4178
4179
4180

4181

4182

4183

4184
4185

4186

4187

4188
4189

4190

4191

4192
4193

4194

"aceid™ 3,
"subject": {
"uuid": "e61c3ebb-9c54-4b81-8ce5-f9039¢1d04d9"
},
"resources”: [
{
"href": "/light",
"rt": ["oic.r.light"],
"if": ["oic.if.baseline", "oic.if.a"]
b
{
"href": "/door",
"rt": ["oic.r.door"],
"if": ["oic.if.baseline", "oic.if.a"]
}
1,
"permission”: 24
}
1,
"rowneruuid”: "e61c3ebb-9c54-4b81-8ce5-f9039c1d04d9"

responses :
400:

description: |

The request is invalid.

201:

description: |
The ACL entry is created.

204:

description: |

The ACL entry is updated.
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4195

4196
4197
4198
4199
4200

4201

4202

4203

4204

4205
4206

4207

4208

4209
4210

4211

4212

4213

4214

delete:

description: |

Deletes ACL entries.

When DELETE is used without query parameters, all the ACE entries are deleted.

When DELETE is used with a query parameter, only the ACEs matching the

specified parameter are deleted.

is : ['ace-filtered']
responses :
200:

description: |

The matching ACEs or the entire ACL resource has been successfully deleted.

400:

description: |

The request is invalid.

A.2.5 Property ™9
Property name Value type o WHA RE ok
rowneruuid = EtQ: o o #U2 1&
schema &= resource
LRRE
Al oLt
aclist2 H &€: schema ofl ACL resource
X LH 2] Access
Control Entry
A.2.6 CRUDN &%
Resource Create Read Update Delete Notify
/oic/sec/acl2 get post delete
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4215

4216

4217

4218

4219
4220
4221
4222
4223
4224
4225
4226
4227
4228
4229
4230
4231
4232
4233
4234
4235
4236

4237

4238

4239

A.2.7 A X F JSON schema

A.2.8 oic.sec.didtype.json
A.2.9  Property H9|
Property name Value type 2 WAHA BE ok
uuid =4 EtE: o UUID Device ID

schema &=x

A.2.10 Schema H2|

{
"$schema": "http://json-schema.org/draft-04/schema#",
"id": "https://www.openconnectivity.org/ocf-apis/security/schemas/oic.sec.didtype. json#",
"title": "Device Identifier Format type",
"definitions": {
"oic.sec.didtype”: {

"type": "object”,
"description”: "Device identifier”,
"properties”: {
"uuid™: {
"description”: "A UUID Device ID",
"$ref": "../../core/schemas/oic.types-schema.json#/definitions/uuid"
}
b

"required”: ["uuid"]

}
}
}
A.2.11 oic.sec.ace2.json
A.2.12 Property 82
Property name Value type s WHA RE ok
aceid SR ACL LH Off A
aRet ACE B
SE LSO
Mg A
Ao M-S &
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4240

4241

4242

subject = Bt Y yes o ACE 7t
schema &= HEE= FHE,
deviceld, role,
CE=
QY EIFIEO|LC}
validity Hi &: schema Fade Al
A= oj & 2| 2|
Hf & O C.
resources Hi &: schema Hot FHO|
&z HEE=
of Z 2|04 2
resource g
S eI
rt =T EbQ: EXStH rt
(resources) schema &% (resource type)
b OREE mjer
ACE 7t HE &Lt
href = Ete: ZEMSHH href 7t
(resources) schema &= of & = Iy =
ACE 7} H & EICt.
e AEE QFYEFIE  OfH
(resources) ESEY
if = EbQ: EXSHH if
(resources) schema &= (interface)?t
of & = [y 2
ACE 7} H & &Lt
permission B yes CRUDN  #H3Ho|

HEOAS
o|la

—-1-o

A.2.13 Schema H2|

{

"$schema": "http://json-schema.org/draft-04/schema#",
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4243
4244
4245
4246
4247
4248
4249
4250
4251
4252
4253
4254
4255
4256
4257
4258
4259
4260
4261
4262
4263
4264
4265
4266
4267
4268
4269
4270
4271
4272
4273
4274
4275
4276
4277
4278

4279

"id": "https://www.openconnectivity.org/ocf-apis/security/schemas/oic.sec.ace2 json#",
"title": "Subject-based Access Control Entry (ACE) object definition”,
"definitions": {
"oic.sec.ace2": {
"type": "object",
"properties”: {
"aceid": {
"type": "integer”,
"minimum™: 1,

"description”: "An identifier for the ACE that is unique within the ACL. In cases where it isn't

supplied in an update, the Server will add the ACE and assign it a unique value."

%

"resources": {
"type": "array",
"description": "References the application's resources to which a security policy applies”,
"items": {

"type": "object”,
"description": "Each resource must have at least one of these properties set",
"properties”: {
"href": {
"description”: "When present, the ACE only applies when the href matches”,

"$ref"; "oic.oic-link-schema.json#/definitions/oic.oic-link/properties/href"

b

"rt": {
"description”: "When present, the ACE only applies when the rt (resource type) matches",
"$ref": "oic.oic-link-schema.json#/definitions/oic.oic-link/properties/rt"

b

"if": {
"description": "When present, the ACE only applies when the if (interface) matches",
"$ref": "oic.oic-link-schema.json#/definitions/oic.oic-link/properties/if"

2

"wc': {
"type": "string",
"enum"; [ "+", "-", ",

"description”: "A wildcard matching policy",
"detail-desc": [ "+ - Matches all discoverable resources”,

"- - Matches all non-discoverable resources”,
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4280
4281
4282
4283
4284
4285
4286
4287
4288
4289
4290
4291
4292
4293
4294
4295
4296
4297
4298
4299
4300
4301
4302
4303
4304
4305
4306
4307
4308
4309
4310
4311
4312
4313
4314
4315

4316

"* - Matches all resources"

}
}I
"permission™: {

"type": "integer”,
"description”: "Bitmask encoding of CRUDN permission”,
"$ref": "oic.sec.crudntype.json#/definitions/oic.sec.crudntype/properties/bitmask”
%
"subject": {
"description”: "The subject to whom this ace applies, either a deviceld, role, or wildcard",
"anyOf": [
{
"$ref": "oic.sec.didtype json#/definitions/oic.sec.didtype”
13
{
"$ref": "oic.sec.roletype.json#/definitions/oic.sec.roletype”
1
{
"type": "object”,
"properties": {
"conntype": {

"type": "string"”,

"enum"; [ "auth-crypt", "anon-clear" ],

"description™: "This property allows an ACE to be matched based on the connection or

message type",
"detail-desc™: [ "auth-crypt - ACE applies if the Client is authenticated and the data

channel or message is encrypted and integrity protected”,

"anon-clear - ACE applies if the Client is not authenticated and the data

channel or message is not encrypted but may be integrity protected”

]
}
2

"required": ["conntype"]
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4317
4318
4319
4320
4321
4322
4323
4324
4325
4326
4327
4328
4329
4330
4331
4332
4333

4334

4335

4336

4337

4338
4339
4340
4341
4342

4343

]
%
"validity": {
"type": "array"”,
"description”: "validity is an array of time-pattern objects”,
"items": {

"$ref"; "oic.sec.time-pattern.json#/definitions/time-pattern”

}
b

"required": [ "permission”, "subject" ]

A.2.14 oic.sec.roletype.json

A.2.15 Property 82

Property name Value type s WHA RE ok
role 2EE of AEEE= role 2
ID.
authority 2EE

<Authority> &
24 WM E=

device O|C}.

A.2.16 Schema ™9

{
"$schema": "http://json-schema.org/draft-04/schema#",

"id": "https://www.openconnectivity.org/ocf-apis/security/schemas/oic.sec.roletype.json#",

"title": "Security Role Types",
"definitions": {

"oic.sec.roletype": {
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4344 "type": "object”,
4345 "description": "Security role specified as an <Authority> & <Rolename>. A NULL <Authority> refers

4346 to the local entity or device.",

4347 "properties”: {

4348 "authority": {

4349 "type": "string",

4350 "description”: "The Authority component of the entity being identified. A NULL <Authority>
4351 refers to the local entity or device."

4352 }

4353 "role": {

4354 "type": "string",

4355 "description": "The ID of the role being identified."
4356 }

4357 },

4358 "required”: ["role"]

4359 }

4360 }

4361 }

4362

4363 A.2.17 oic.sec.time-pattern.json

4364 A.2.18 Property H9|

Property name Value type e WH2 BE ok
recurrence Hi &: schema RFC5545
XX Recurrence &
Abg3stol HtE
mAS ®EAHSI=
AEZ U™
period 2EQ of RFC5545
Period =
AH8stA  712tE
HAS= 2EE.
4365 A.2.19 Schema H9|
4366 {
4367 "$schema": "http://json-schema.org/draft-04/schema#",
4368 "id": "https://www.openconnectivity.org/ocf-apis/security/schemas/oic.sec.time-pattern.json#",
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4369 “title": "RFC5545 time period and recurrence rule(s)",

4370 "definitions": {

4371 "time-pattern”: {

4372 "type": "object”,

4373 "description”: "The time-pattern contains a period and recurrence expressed in RFC5545 syntax”,
4374 "properties”: {

4375 "period": {

4376 "type": "string",

4377 "description”: "String represents a period using the RFC5545 Period"
4378 }

4379 "recurrence": {

4380 "type": "array",

4381 "description”: "String array represents a recurrence rule using the RFC5545 Recurrence”,
4382 "items": {

4383 "type": "string"

4384 }

4385 }

4386 I3

4387 "required": [ "period" ]

4388 }

4389 }

4390 }

4391

4392

4393  A.2.20 oic.sec.crudntype.json

4394 A.2.21 Property 89|

Property name Value type g WHA RE 449
bitmask e of HokE LIEt=
IR E
H EOtAS
4395  A.2.22 Schema H9|
4396 {
4397 "$schema": "http://json-schema.org/draft-04/schema#",
4398 "id": "https://www.openconnectivity.org/ocf-apis/security/schemas/oic.sec.crudntype.json#",
4399 "title": "Permission BitMask",
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4400
4401
4402
4403
4404
4405
4406
4407
4408
4409
4410
4411
4412
4413
4414
4415
4416
4417
4418
4419
4420
4421
4422
4423
4424
4425

4426

4427

4428

4429

4430

4431

"definitions": {
"oic.sec.crudntype”: {
"description”: "OIC CRUDN types",
"properties": {
"bitmask": {
"type": "
"minimum™; O,

integer",

"maximum": 31,

"description": "The encoded bitmask indicating permissions”,
"detail-desc": [ "0 - No permissions",
"1 - Create permission is granted",
"2 - Read, observe, discover permission is granted”,
"4 - Write, update permission is granted”,
"8 - Delete permission is granted”,

"16 - Notify permission is granted" ]

}
%
"type™:
"allof": |

{ "$ref": "#/definitions/oic.sec.crudntype” }
1,

"required": ["bitmask"]

object",

A.3  OlCSecurityAmaclResource

A.3.1 e

O] resource &= AMS Of Q|3f| 2| El&= AMA HEHE A= TAE resource & 1A SHL

A.3.2 URI o

/oic/sec/amacl
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4432

4433

4434

4435

4436

4437
4438

4439

4440

4441

4442

4443

4444
4445

4446

4447

4448

4449
4450

4451

4452

4453

4454

4455

4456

4457
4458
4459
4460
4461
4462

4463

A.3.3 Resource Type
A.3.4 RAML H2
#%RAML 0.8

title: O/CSecurityAmaclResource
version: v1.0-20750819

traits:
- interface :

queryParameters:
if:

enum: ["oic.if.baseline"]

/Joic/sec/amacl:

description: |

This resource specifies the host resources with access permission that is managed by an AMS.

is : ['interface']
get:

description: |

Retrieves the amacl data.

responses :
200:
body:

application/json:
schema

{
"$schema": "http://json-schema.org/draft-04/schema#",
"id": "https://www.openconnectivity.org/ocf-apis/security/schemas/oic.r.amacl.json#",
"title": "Managed Access Control information”,
"definitions": {
"oic.ramacl": {

"type": "object”,
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4464
4465
4466
4467
4468
4469
4470
4471
4472
4473
4474
4475
4476
4477
4478

4479

4480

4481
4482
4483
4484
4485
4486
4487
4488
4489
4490
4491
4492
4493
4494

4495

4496

4497
4498

4499

"properties”: {

"resources": {

"type": "array",

"description”: "Multiple links to this host's resources”,

"items": { "$ref": "oic.sec.ace2 json#/properties/resources" }

}
17
"type": "object”,
"allof": [
{ "$ref": "#/definitions/oic.ramacl" }
l,

"required": [ "resources” ]

}
example
{
"resources": [
{
"href": "/temp",
"rt": ["oic.r.temperature"],
"if": ["oic.if.baseline", "oic.if.a"]
b
{
"href": "/temp",
"rt": ["oic.r.temperature"],
"if": ["oic.if.baseline", "oic.if.s"]
}
]
}
post:
description: |

Sets the new amacl data
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4500

4501

4502

4503
4504
4505
4506
4507
4508
4509
4510
4511
4512
4513
4514
4515
4516
4517
4518
4519
4520
4521
4522
4523
4524

4525

4526

4527
4528
4529
4530
4531
4532
4533
4534

4535

body:

application/json:

schema

{

"$schema": "http://json-schema.org/draft-04/schema#",
"id": "https://www.openconnectivity.org/ocf-apis/security/schemas/oic.ramacljson#",
"title": "Managed Access Control information”,
"definitions": {
"oic.ramacl": {
"type": "object”,
"properties": {
"resources"; {

"type": "array",

"description": "Multiple links to this host's resources”,

"items": { "$ref": "oic.sec.ace2.json#/properties/resources" }

}
}
13
"type": "object”,
"allof": |
{ "$ref"; "#/definitions/oic.ramacl" }
L

"required™: [ "resources" ]

example

{

"resources": [

{

"href": "/temp",

"rt": ["oic.r.temperature"],

"if": ["oic.if.baseline", "oic.if.a"]
b
{

"href": "/temp",
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4536
4537
4538
4539
4540

4541

4542

4543

4544
4545

4546

4547

4548
4549

4550

4551

4552
4553

4554

4555

4556
4557

4558

4559

4560

4561

4562
4563
4564
4565
4566
4567

4568

"rt": ["oic.r.temperature"],

"if": ["oic.if.baseline", "oic.if.s"]

responses :
400:

description: |

The request is invalid.

201:

description: |
The AMACL entry is created.

204:

description: |
The AMACL entry is updated.

put:

description: |

Creates the new acl data

body:

application/json:
schema

{

"$schema": "http://json-schema.org/draft-04/schema#",

"id": "https://www.openconnectivity.org/ocf-apis/security/schemas/oic.ramacljson#",

"title": "Managed Access Control information”,

"definitions": {
"oic.ramacl": {

"type": "object”,
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4569
4570
4571
4572
4573
4574
4575
4576
4577
4578
4579
4580
4581
4582
4583

4584

4585

4586
4587
4588
4589
4590
4591
4592
4593
4594
4595
4596
4597
4598
4599

4600

4601

4602

4603

"properties”: {

"resources": {

"type": "array",

"description”: "Multiple links to this host's resources”,

"items": { "$ref": "oic.sec.ace2.json#/properties/resources" }

}
17
"type": "object",
"allof": [
{ "$ref": "#/definitions/oic.r.amacl" }
l,

"required": [ "resources” ]

example

{

"resources": [
{
"href": "/temp",
"rt": ["oic.r.temperature"],
"if": ["oic.if.baseline", "oic.if.a"]
2
{
"href": "/temp",
"rt": ["oic.r.temperature"],

"if": ["oic.if.baseline", "oic.if.s"]

responses :
400:

description: |
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4604
4605

4606

4607
4608

4609

4610

4611
4612
4613
4614

4615

4616

4617
4618

4619
4620

4621

4622

4623

4624

4625

4626

4627

4628

4629

4630

4631

4632

4633

4634

The request is invalid.

201:

description: |
The AMACL entry is created.

delete:

description: |
Deletes the amacl data.

When DELETE is used without query parameters, the entire collection is deleted.

When DELETE uses the search parameter with "subject”, only the matched entry is deleted.

queryParameters:

subject:

type: string

description: Delete the ACE identified by the string matching the subject value.

required: false

example: DELETE /myamacl?subject="de305d54-75b4-431b-adb2-eb6b9e546014"

responses :
200:

description: |

The ACE instance or the the entire AMACL resource has been successfully deleted.
400:

description: |

The request is invalid.

A.3.5 Property ™9

3]
4>
12
=
[>
3]
In
nx
o

Property name Value type
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4635

4636

4637

4638

4639

4640

4641

4642

4643

4644

4645

4646

4647
4648

4649

4650

4651

4652

4653

4654
4655

4656

4657

4658

4659

resources H{ &: schema

ES

o

SAEQ
resource

A
=40 g3,

of 2|

A.3.6 CRUDN S%

Resource Create Read

Update

Delete

Notify

/oic/sec/amacl | put get

post

delete

A.4  OlICSecuritySignedAclResource

A.41 e

>
(@)
—
N
=
ujn
|
(o2l
rot
o

0| resource & A Y&
A4.2 URI O
/oic/sec/sacl

A.4.3 Resource Type
A44 RAML HQ
#%RAML 0.8

title: OICSecuritySignedAciResource
version: v1.0-207150819

traits:
- interface :

queryParameters:
if:

enum: ["oic.if.baseline"]

/Joic/sec/sacl:

description: |

This resource specifies a signed ACL object.

is : ['interface']
get:

description: |
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4660

4661

4662

4663

4664

4665

4666

4667
4668
4669
4670
4671
4672
4673
4674
4675
4676
4677
4678
4679
4680
4681
4682
4683
4684
4685
4686
4687
4688
4689
4690
4691
4692
4693
4694

4695

Retrieves the sacl resource data.

responses :

200:

body:

application/json:

schema

{

"$schema": "http://json-schema.org/draft-04/schema#",

"id": "https://www.openconnectivity.org/ocf-apis/security/schemas/oic.r.sacl.json#",

"title": "Signed Access Control List information”,
"definitions™: {
"oic.r.sacl"; {
"type": "object”,
"properties”: {
"aclist2"; {

"type": "array",
"description™: "Access Control Entries in the Acl resource”,
"$ref"; "oic.sec.ace2 json#/definitions/oic.sec.ace2"
b
"signature™: {
"type": "object",
"description": "The signature over the ACL resource",

"$ref": "oic.sec.sigtype.json#/definitions/oic.sec.sigtype”

}
},
"type": "object”,
"allof": [
{ "$ref"; "#/definitions/oic.r.sacl" }
1,
"required": ["aclist2", "signature"],

"additionalltems": false
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4696

4697
4698
4699
4700
4701
4702
4703
4704
4705
4706
4707
4708
4709
4710
4711
4712
4713
4714
4715
4716
4717
4718
4719
4720
4721
4722
4723
4724
4725
4726
4727
4728
4729
4730
4731

4732

example

{
"aclist2": [
{
"aceid": 1,
"subject": {"uuid": "e61c3ebb-9c54-4b81-8ce5-f9039c1d04d9"},
"resources": [
{
"href": "/temp",
"rt": ["oic.r.temperature"],
"if": ["oic.if.baseline", "oic.if.a"]
2
{
"href": "/temp",
"rt"; ["oic.r.temperature"],
"if": ["oic.if.baseline", "oic.if.s"]
}
1,
"permission™: 31,
"validity": [
{
"period™: "20160101T180000Z/20170102T070000Z",
"recurrence": [ "DSTART:XXXXX",
"RRULE:FREQ=DAILY;UNTIL=20180131T140000Z;BYMONTH=1" ]
L
{
"period": "20160101T180000Z/PT5H30M",

"recurrence”: [ "RRULE:FREQ=DAILY;UNTIL=20180131T140000Z;BYMONTH=1" ]

"aceid": 2,

"subject": {
"authority": "484b8a51-cb23-46c0-a5f1-b4aebef50ebe”,
"role"”: "SOME_STRING"

L
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4733
4734
4735
4736
4737
4738
4739
4740
4741
4742
4743
4744
4745
4746
4747
4748
4749
4750
4751
4752

4753

4754

4755
4756

4757

4758

4759

4760

4761
4762
4763
4764
4765
4766
4767

4768

"resources": [
{
"href": "/light",
"rt": ["oic.r.light"],
"if": ["oic.if.a"]
L
{
"href": "/door",
"rt": ["oic.r.door"],
"if": ["oic.if.a"]
}
1,
"permission”: 15
}
1,
"signature”: {
"sigtype": "oic.sec.sigtype.pk7",
"sigvalue": "ENCODED-SIGNATURE-VALUE"
}
}

post:

description: |

Sets the sacl resource data

body:

application/json:
schema

{

"$schema": "http://json-schema.org/draft-04/schema#",

"id": "https://www.openconnectivity.org/ocf-apis/security/schemas/oic.r.sacljson#",

"title": "Signed Access Control List information”,
"definitions": {
"oic.r.sacl": {

"type": "object”,

"properties”: {
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4769
4770
4771
4772
4773
4774
4775
4776
4777
4778
4779
4780
4781
4782
4783
4784
4785
4786
4787
4788

4789

4790

4791
4792
4793
4794
4795
4796
4797
4798
4799
4800
4801
4802
4803

4804

}
b

"aclist2": {
Iltypell: llarraylll
"description™: "Access Control Entries in the Acl resource”,

"$ref"; "oic.sec.ace2 json#/definitions/oic.sec.ace2"

b
"signature™:  {

"type": "object”,

"description": "The signature over the ACL resource",

"$ref": "oic.sec.sigtype.json#/definitions/oic.sec.sigtype”

"type": "object”,
"allof": [

{ "$ref"; "#/definitions/oic.r.sacl" }

1

"required": ["aclist2", "signature"],

"additionalltems": false

example

{

"aclist2": [

{
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"aceid™: 1,
"subject": {"uuid": "e61c3e6b-9c54-4b81-8ce5-f9039¢1d04d9"},
"resources": [
{
"href": "/temp",
"rt": ["oic.r.temperature"],
"if": ["oic.if.baseline", "oic.if.a"]
L
{
"href": "/temp",

"rt"; ["oic.r.temperature"],

. All rights Reserved
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4805
4806
4807
4808
4809
4810
4811
4812
4813
4814
4815
4816
4817
4818
4819
4820
4821
4822
4823
4824
4825
4826
4827
4828
4829
4830
4831
4832
4833
4834
4835
4836
4837
4838
4839
4840

4841

"if": ["oic.if.baseline", "oic.if.s"]
}
1,
"permission™: 31,
"validity": [
{

"period": "20160101T180000Z/20170102T070000Z",

"recurrence"; [ "DSTART:XXXXX",

"RRULE:FREQ=DAILY;UNTIL=20180131T140000Z;BYMONTH=1" ]

Copyright Open Connectivity Foundation, Inc. © 2016-2017

}

L
{

"period": "20160101T180000Z/PT5H30M",
"recurrence”: [ "RRULE:FREQ=DAILY;UNTIL=20180131T140000Z;BYMONTH=1" ]

"aceid": 2,

"subject": {

"authority": "484b8a51-cb23-46c0-a5f1-b4aebef50ebe”,

"role": "SOME_STRING"
b
"resources": [
{
"href": "/light",
"rt"; ["oic.r.light"],
"if": ["oic.if.baseline", "oic.if.a"]
L
{
"href": "/door",
"rt": ["oic.r.door"],
"if": ["oic.if.baseline", "oic.if.a"]
}
1,

"permission™: 15

. All rights Reserved
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4842
4843
4844
4845
4846

4847

4848

4849

4850
4851

4852

4853

4854
4855

4856

4857

4858
4859

4860

4861

4862
4863

4864

4865

4866

4867

4868
4869
4870
4871
4872
4873

4874

"signature”: {

"sigtype": "oic.sec.sigtype.pk7",
"sigvalue": "ENCODED-SIGNATURE-VALUE"

}
}

responses :
400:

description: |

The request is invalid.

201:

description: |
The ACL entry is created.

204:

description: |

The ACL entry is updated.

put:

description: |

Sets the sacl resource data

body:

application/json:
schema

{

"$schema": "http://json-schema.org/draft-04/schema#",

"id": "https://www.openconnectivity.org/ocf-apis/security/schemas/oic.r.sacl.json#",
"title": "Signed Access Control List information”,

"definitions": {
"oic.r.sacl": {

"type": "object”,
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4875
4876
4877
4878
4879
4880
4881
4882
4883
4884
4885
4886
4887
4888
4889
4890
4891
4892
4893
4894
4895

4896

4897

4898
4899
4900
4901
4902
4903
4904
4905
4906
4907
4908
4909

4910
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"properties”: {
"aclist2": {

“type": "array",
"description™: "Access Control Entries in the Acl resource”,
"$ref"; "oic.sec.ace2 json#/definitions/oic.sec.ace2"

b

"signature™:  {

"type": "object",
"description": "The signature over the ACL resource",
"$ref": "oic.sec.sigtype.json#/definitions/oic.sec.sigtype”
}
}
}
},
"type": "object”,
"allof": [
{ "$ref"; "#/definitions/oic.r.sacl" }
1,
"required": ["aclist2", "signature"],

"additionalltems"; false

example

{
"aclist2"[
{

"aceid™: 1,

"subject": {"uuid": "e61c3e6b-9c54-4b81-8ce5-f9039¢1d04d9"},

"resources”: [

{

"href": "/temp",

"rt": ["oic.r.temperature"],

"if": ["oic.if.baseline", "oic.if.a"]
L
{

"href": "/temp",

. All rights Reserved
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4911
4912
4913
4914
4915
4916
4917
4918
4919
4920
4921
4922
4923
4924
4925
4926
4927
4928
4929
4930
4931
4932
4933
4934
4935
4936
4937
4938
4939
4940
4941
4942
4943
4944
4945
4946

4947

"RRULE:FREQ=DAILY;UNTIL=20180131T140000Z;BYMONTH=1" ]

}
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"rt"; ["oic.r.temperature"],
"if": ["oic.if.baseline", "oic.if.s"]
}
1l
"permission™: 31,
"validity": [
{

"period": "201601017180000Z/20170102T070000Z",

"recurrence"; [ "DSTART:XXXXX",

L
{

"period": "20160101T180000Z/PT5H30M",
"recurrence”: [ "RRULE:FREQ=DAILY;UNTIL=20180131T140000Z;BYMONTH=1" ]

"aceid": 2,

"subject": {

"authority": "484b8a51-cb23-46¢0-a5f1-b4aebef50ebe”,

"role": "SOME_STRING"
b
"resources”: [
{
"href": "/light",
"rt"; ["oic.r.light"],
"if": ["oic.if.baseline", "oic.if.a"]
L
{

"href": "/door",
"rt": ["oic.r.door"],
"if": ["oic.if.baseline", "oic.if.a"]
}
1,

"permission™: 15
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4948
4949
4950
4951
4952
4953

4954

4955

4956

4957
4958

4959

4960

4961
4962

4963

4964

4965
4966
4967
4968
4969

4970

4971

4972

4973

4974

4975

4976

4977
4978

4979

4980

1

"signature”: {

"sigtype": "oic.sec.sigtype.pk7",
"sigvalue": "ENCODED-SIGNATURE-VALUE"

}
}

responses :
400:

description: |

The request is invalid.

201:

description: |

The signed ACL entry is created.

delete:

description: |
Deletes the signed ACL data.
When DELETE is used without query parameters, the entire collection is deleted.
When DELETE is used with the query parameter where "acl2" is specified, only the matched entry is
deleted.

queryParameters:

subject:

type: string

description: Delete the signed ACL identified by the string containing subject UUID.

required: false

example: DELETE /mysacl?acl2="de305d54-75b4-431b-adb2-eb6b9e546014, ..."

responses :

200:
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4981
4982

4983

4984

4985
4986
4987

4988

4989

4990

4991

4992

4993

4994

4995
4996
4997
4998
4999

5000

description: |

The signed ACL instance or the the entire signed ACL resource has been successfully deleted.
400:

description: |

The request is invalid.

A.4.5 Property "9

Property name Value type EE WhA BE k|
aclist2 Hi &: schema o Acl resource
S S Ly 2| Access
Control Entry.
signature ZHH: schema o ACL resource Of
S Ciot M.
A.46 CRUDN 5%
Resource Create Read Update Delete Notify
/oic/sec/sacl put get post delete
A.47  EXE JSON schema
A.4.8 oic.sec.sigtype.json
A.49  Property 82|
Property name Value type g WHA RE 449
sigtype 2EE of AP HolE MY
gdals XEote
2EE,
sigvalue 2EE o lagdE ME.

A.4.10 Schema M9

{
"$schema": "http://json-schema.org/draft-04/schema#",
"id": "https://www.openconnectivity.org/ocf-apis/security/schemas/oic.sec.sigtype.json#",
"title": "Signature format for signed ACL resources",
"definitions™: {

"oic.sec.sigtype”: {
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5001
5002
5003
5004
5005
5006
5007
5008
5009
5010
5011
5012
5013
5014
5015
5016
5017
5018
5019

5020

5021

5022

5023

5024

5025

5026

5027

5028

5029

5030

5031
5032

5033

"description”: "Encoded signature data",
"properties”: {
"sigtype": {

"type": "string",

"enum": ["oic.sec.sigtype.jws", "oic.sec.sigtype.pk7”, "oic.sec.sigtype.cws"],
"description”: "The string specifies the predefined signature format”,
"detail-desc™: [ "RFC7515 JSON web signature (JWS) object”,

"RFC2315 base64 encoded object”,

"CBOR encoded JWS object" ]

%
"sigvalue": {
"type": "string",
"description”: "The encoded signature"
}
b
"required": [ "sigtype", "sigvalue" ]
}
}

A.5 OICSecurityDoxmResource

A51 e

O| resource &= device 2FXE Fdst=0H ER3 property & 11732
A.5.2  URI O

/oic/sec/doxm

A.5.3 Resource Type

A.5.4 RAML B2

#%RAML 0.8

title: O/CSecurityDoxmResource
version: v1.0-207150819

traits:
- interface :

queryParameters:
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5034 if:

5035 enum: ["oic.if.baseline"]
5036

5037 /oic/sec/doxm:

5038 description: |

5039 This resource specifies properties needed to establish a device owner.
5040

5041 is : ['interface']

5042 get:

5043 description: |

5044 Retrieves the DOXM resource data.

5045

5046 responses :

5047 200:

5048 body:

5049 application/json:

5050 schema

5051 {

5052 "$schema": "http://json-schema.org/draft-04/schema#",

5053 "id": "https://www.openconnectivity.org/ocf-apis/security/schemas/oic.r.doxm.json#",
5054 "title": "Device Owner Transfer Method information”,

5055 "definitions": {

5056 "oic.r.doxm™: {

5057 "type": "object",

5058 "properties”: {

5059 "oxms": {

5060 "type": "array",

5061 "readOnly": true,

5062 "description": "List of supported owner transfer methods",
5063 "items": {

5064 "$ref"; "oic.sec.doxmtype.json#/definitions/oic.sec.doxmtype/properties/oxm"
5065 }

5066 b

5067 "oxmsel":  {
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5068 "description": "The selected owner transfer method used during on-boarding",

5069 "$ref"; "oic.sec.doxmtype.json#/definitions/oic.sec.doxmtype/properties/oxm"
5070 13

5071 "sct": {

5072 "readOnly": true,

5073 "description”: "Bitmask encoding of supported credential types",
5074 "$ref"; "oic.sec.credtype.json#/definitions/oic.sec.credtype/properties/bitmask”
5075 13

5076 "owned": {

5077 "type": "boolean”,

5078 "description”: "Ownership status flag"

5079 },

5080 "deviceuuid": {

5081 "description": "The uuid formatted identity of the device",

5082 "$ref": "././core/schemas/oic.types-schema.json#/definitions/uuid"
5083 13

5084 "devowneruuid": {

5085 "$ref": "../../core/schemas/oic.types-schema.json#/definitions/uuid"
5086 13

5087 "rowneruuid": {

5088 "$ref": "../../core/schemas/oic.types-schema.json#/definitions/uuid"
5089 }

5090 }

5001 }

5092 %

5093 "type": "object”,

5094 "allof": [

5095 { "$ref": "../../core/schemas/oic.core-schema.json#/definitions/oic.core" },
5096 { "$ref": "#/definitions/oic.r.doxm" }

5097 1,

5098 "required": [ "oxms", "oxmsel", "sct", "owned", "deviceuuid", "devowneruuid”, "rowneruuid” ]
5099 }

5100

5101 example

5102 {

5103 "oxms": [0, 2, 3],
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5104
5105
5106
5107
5108
5109
5110

5111

5112

5113
5114

5115

5116

5117
5118

5119

5120

5121

5122

5123
5124
5125
5126
5127
5128
5129
5130
5131
5132
5133
5134
5135
5136
5137

5138

"oxmsel": 0,

"sct": 16,

"owned": true,

"deviceuuid": "de305d54-75b4-431b-adb2-eb6b9e546014",
"devowneruuid": "e61c3e6b-9c54-4b81-8ce5-f9039¢1d04d9",
"rowneruuid”: "e61c3ebb-9c54-4b81-8ce5-f9039c1d04d9"

400:

description: |

The request is invalid.

post:

description: |
Updates the DOXM resource data

body:

application/json:
schema

{
"$schema": "http://json-schema.org/draft-04/schema#",
"id": "https://www.openconnectivity.org/ocf-apis/security/schemas/oic.r.doxm.json#",
"title": "Device Owner Transfer Method information"”,
"definitions": {
"oic.r.doxm": {
"type": "object”,
"properties”: {
"oxms": {
"type": "array",
"readOnly": true,
"description": "List of supported owner transfer methods",
"items": {
"$ref"; "oic.sec.doxmtype.json#/definitions/oic.sec.doxmtype/properties/oxm"

}
b
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5139
5140
5141
5142
5143
5144
5145
5146
5147
5148
5149
5150
5151
5152
5153
5154
5155
5156
5157
5158
5159
5160
5161
5162
5163
5164
5165
5166
5167
5168
5169
5170
5171

5172

5173

}
L

"oxmsel": {
"description": "The selected owner transfer method used during on-boarding",
"$ref"; "oic.sec.doxmtype.json#/definitions/oic.sec.doxmtype/properties/oxm"
b
"sct": {
"readOnly": true,
"description”: "Bitmask encoding of supported credential types",
"$ref": "oic.sec.credtype.json#/definitions/oic.sec.credtype/properties/bitmask”
b
"owned": {
"type": "boolean”,
"description": "Ownership status flag"
b
"deviceuuid": {
"description™: "The uuid formatted identity of the device",
"$ref"; "./../core/schemas/oic.types-schema.json#/definitions/uuid”
13
"devowneruuid": {
"$ref"; "./../core/schemas/oic.types-schema.json#/definitions/uuid”
b
"rowneruuid": {

"$ref"; "./../core/schemas/oic.types-schema.json#/definitions/uuid”

"type": "object",
"allof": [
{ "$ref": "../../core/schemas/oic.core-schema.json#/definitions/oic.core" },

{ "$ref": "#/definitions/oic.r.doxm" }

1

"required": [ "oxms",

n "OXmSelu, "SCt", n non non non

example
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5174
5175
5176
5177
5178
5179
5180
5181
5182

5183

5184

5185

5186
5187

5188

5189

5190
5191

5192

5193

5194
5195

5196

5197

5198
5199

5200

5201

5202

5203

5204
5205

5206

{

"oxms": [0, 2, 3],
"oxmsel": 0,
"sct": 16,

"owned": true,

"deviceuuid": "de305d54-75b4-431b-adb2-eb6b9e546014",
"devowneruuid": "e61c3e6b-9c54-4b81-8ce5-f9039¢c1d04d9",
"rowneruuid™: "e61c3e6b-9c¢54-4b81-8ce5-f9039¢1d04d9"

responses :
400:

description: |

The request is invalid.

201:

description: |
The DOXM entry is created.

204:

description: |
The DOXM entry is updated.

put:

description: |
Creates the DOXM resource data

body:

application/json:
schema

{

"$schema": "http://json-schema.org/draft-04/schema#",

"id": "https://www.openconnectivity.org/ocf-apis/security/schemas/oic.r.doxm.json#",
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5207
5208
5209
5210
5211
5212
5213
5214
5215
5216
5217
5218
5219
5220
5221
5222
5223
5224
5225
5226
5227
5228
5229
5230
5231
5232
5233
5234
5235
5236
5237
5238
5239
5240
5241
5242

5243

"title"; "Device Owner Transfer Method information”,
"definitions": {
"oic.r.doxm"; {
"type": "object”,
"properties": {
"oxms": {
"type": "array",
"readOnly": true,

"description": "List of supported owner transfer methods",

"items": {

"$ref"; "oic.sec.doxmtype.json#/definitions/oic.sec.doxmtype/properties/oxm"

}
b

"oxmsel": {

"description”: "The selected owner transfer method used during on-boarding",

"$ref"; "oic.sec.doxmtype.json#/definitions/oic.sec.doxmtype/properties/oxm"

13
"sct": {
"readOnly": true,

"description”: "Bitmask encoding of supported credential types",

"$ref"; "oic.sec.credtype.json#/definitions/oic.sec.credtype/properties/bitmask”

b
"owned": {
"type": "boolean”,
"description": "Ownership status flag"
b
"deviceuuid": {
"description": "The uuid formatted identity of the device",
"$ref": "./../core/schemas/oic.types-schema.json#/definitions/uuid”
b
"devowneruuid": {
"$ref"; "./../core/schemas/oic.types-schema.json#/definitions/uuid”
13
"rowneruuid"; {

"$ref"; "./../core/schemas/oic.types-schema.json#/definitions/uuid”
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5244
5245
5246
5247
5248
5249
5250
5251
5252

5253

5254

5255
5256
5257
5258
5259
5260
5261
5262
5263

5264

5265

5266

5267
5268

5269

5270

5271
5272

5273

5274

5275
5276

5277

}

13

"type": "object”,

"allof": [
{ "$ref": "../../core/schemas/oic.core-schema.json#/definitions/oic.core” },
{ "$ref": "#/definitions/oic.r.doxm" }

1

"required": [ "oxms", "oxmsel", "sct", "owned", "deviceuuid", "devowneruuid", "rowneruuid" ]

}
example
{
"oxms": [0, 2, 3],
"oxmsel": 0,
"sct": 16,

"owned": true,

"deviceuuid": "de305d54-75b4-431b-adb2-eb6b9e546014",
"devowneruuid": "e61c3e6b-9c54-4b81-8ce5-f9039c1d04d9",
"rowneruuid": "e61c3e6b-9c54-4b81-8ce5-f9039c1d04d9"

responses :
400:

description: |

The request is invalid.

201:

description: |
The DOXM entry is created.

delete:

description: |
Deletes the DOXM data.
When DELETE is used without query parameters, the entire DOXM resource is deleted.
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5278
5279

5280

5281

5282

5283
5284

5285

5286
5287

5288

5289

5290
5291

5292

5293

5294
5295
5296
5297
5298
5299
5300
5301
5302
5303

5304

5305

When DELETE uses a query value naming the deviceid, only the matched entry is deleted.

queryParameters:

subject:

type: string

description: Delete the DOXM entry identified by the string containing device ID.

required: false

example: DELETE /mydoxm?deviceuuid="de305d54-75b4-431b-adb2-eb6b9e546014"

responses :
400:

description: |

The request is invalid.

204:

description: |

The CRL instance or the the entire CRL resource has been successfully deleted.

A.5.5 Property ™9

Property name Value type g+ WhL BE ck:
rowneruuid = EtQ: of
schema & =X
oxms Bl €: schema of A7 ©E N 27@
S oA el
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5306

5307

5308

5309

5310

5311
5312
5313
5314
5315
5316

5317

2=
devowneruuid = Ete: o
schema &=
deviceuuid = EtY of device 2| uuid
schema & X & Al O
ofo| B E| €]
owned boolean o L7H ER
=dia
oxmsel = Etel: o 2524 A9
schema &= AHE O]l MEdE
el T ol
2.
sct = Bt of 9 HE K& E =
schema &= 2N EFYQ
H EOIA3
olay
A5.6 CRUDN S%
Resource Create Read Update Delete Notify
/oic/sec/doxm put get post delete
A5.7 HEXZE JSON schema
A.5.8 oic.sec.doxmtype.json
A.5.9  Property 82|
Property name Value type g WHNA RE 449
oxm g of Zp2to| g2 §73
£  oH
GHe LtetdCy,
A.5.10 Schema H2|
{
"$schema": "http://json-schema.org/draft-04/schema#",
"id": "https://www.openconnectivity.org/ocf-apis/security/schemas/oic.sec.doxmtype. json#",
"title": "Device Owner Transfer Method Types",
"definitions™: {
"oic.sec.doxmtype”: {
Iltypell: Ilobjectlll
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5318
5319
5320
5321
5322
5323
5324
5325
5326
5327
5328
5329
5330
5331
5332
5333
5334
5335
5336
5337
5338
5339
5340

5341

5342

5343

5344

5345

5346

5347

5348

"description": "The device owner transfer methods that may be selected at device on-boarding",
"properties”: {
"oxm": {
"type": "integer”,
"description”: "Each value indicates a specific Owner Transfer method",
"detail-desc™: [ "0 - Numeric OTM identifier for the Just-Works method (oic.sec.doxm.jw)",
"1 - Numeric OTM identifier for the random PIN method (oic.sec.doxm.rdp)”,
"2 - Numeric OTM identifier for the manufacturer certificate method
(oic.sec.doxm.mfgcert)”,
"3 - Numeric OTM identifier for the decap method (oic.sec.doxm.dcap)
(deprecated)” ]
}
}
}
b
"type": "object”,
"allof": [
{ "$ref": "#/definitions/oic.sec.doxmtype” }
1,

"required™: [ "oxm" ]

A.5.11 oic.sec.credtype.json

A.5.12 Property 32|

U
i

Property name Value type WM& BE 4%

bitmask q ofl HEOIAIZN

A.5.13 Schema ™9

{
"$schema": "http://json-schema.org/draft-04/schema#",
"id": "https://www.openconnectivity.org/ocf-apis/security/schemas/oic.sec.credtype.json#",

"title": "Credential Types",
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5349
5350
5351
5352
5353
5354
5355
5356
5357
5358
5359
5360
5361
5362
5363
5364
5365
5366
5367
5368
5369
5370
5371
5372
5373
5374
5375

5376

5377

5378

5379

5380

5381

"definitions": {
"oic.sec.credtype”: {

"type": "object”,
"description”: "OIC credential types",
"properties”: {
"bitmask": {
"type": "integer”,
"minimum": 0,
"maximum": 63,
"description”: "Cred type encoded as a bitmask ",
"detail-desc™: [ "O - Empty credential used for testing”,
"1 - Symmetric pair-wise key",
"2 - Symmetric group key",
"4 - Asymmetric signing key",
"8 - Asymmetric signing key with certificate",
"16 - PIN or password",
"32 - Asymmetric encryption key" ]
}
}
}
b
"type": "object",
"allof": [
{ "$ref": "#/definitions/oic.sec.credtype” }
1,

"required": ["bitmask"]

A.6  OlCSecurityPstatResource

A.6.1 e
O| resource & device ZZH| XY MEfE FHTHCH
A.6.2 URI ¢

/oic/sec/pstat
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5382

5383

5384

5385
5386

5387
5388
5389

5390

5391

5392

5393

5394
5395

5396

5397

5398

5399
5400

5401

5402

5403

5404

5405

5406

5407
5408
5409
5410
5411
5412

5413

A.6.3 Resource Type
A.6.4 RAML 2|
#%RAML 0.8

title: O/CSecurityPstatResource
version: v71.0-207150819

traits:
- interface :
queryParameters:
if:

enum: ["oic.if.baseline"]

/oic/sec/pstat:

description: |

This resource specifies device provisioning status.

is : ['interface']
get:

description: |

Retrieves device provisioning status data.

responses :
200:
body:

application/json:
schema

{
"$schema": "http://json-schema.org/draft-04/schema#",
"id": "https://www.openconnectivity.org/ocf-apis/security/schemas/oic.r.pstatjson#",
"title": "Device Provisioning Status information”,
"definitions": {
"oic.r.pstat": {

"type": "object”,
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5414
5415
5416
5417
5418
5419
5420
5421
5422
5423
5424
5425
5426
5427
5428
5429
5430
5431
5432
5433
5434
5435
5436
5437
5438
5439
5440
5441
5442
5443
5444
5445
5446
5447
5448
5449

5450

"properties”: {
"dOS"I {

"type": "object”,

"description”: "Device on-boarding state",

"$ref"; "oic.sec.dostype.json#/definitions/oic.sec.dostype’

3
"isop": {

"type": "boolean”,

"description": "true indicates device is operational”
b
"ecm": |

"description": "Current device provisioning mode",

"$ref": "oic.sec.dpmtype.json#/definitions/oic.sec.dpmtype/properties/bitmask”
b
"tm": {

"description”: "Target device provisioning mode",

"$ref"; "oic.sec.dpmtype.json#/definitions/oic.sec.dpmtype/properties/bitmask”
13
"om": {

"description”: "Current operational mode",

"$ref"; "oic.sec.pomtype.json#/definitions/oic.sec.pomtype/properties/bitmask”
b
"sm": {

"readOnly": true,

"description": "Supported operational modes",

"$ref": "oic.sec.pomtype.json#/definitions/oic.sec.pomtype/properties/bitmask"
b
"rowneruuid"; {

"description": "The UUID formatted identity of the Resource owner",

"$ref": "./../core/schemas/oic.types-schema.json#/definitions/uuid”

}
2
"type": "object”,
"allof": [

{ "$ref": "../../core/schemas/oic.core-schema.json#/definitions/oic.core" },
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5451
5452
5453
5454

5455

5456

5457
5458
5459
5460
5461
5462
5463
5464
5465

5466

5467

5468
5469

5470

5471

5472
5473

5474

5475

5476

5477

5478
5479
5480
5481
5482
5483

5484

{ "$ref": "#/definitions/oic.r.pstat" }

1

"required": [ "dos", "isop”, "cm", "om", "sm", "rowneruuid” ]

example

{
"dos™: {"s": 3, "p": true},
"isop": true,
"cm": §,
"tm": 60,
"om": 2,
"sm": 7,
"rowneruuid": "de305d54-75b4-431b-adb2-eb6b9e546014"

400:

description: |

The request is invalid.

post:

description: |

Sets or updates device provisioning status data.

body:

application/json:
schema

{
"$schema": "http://json-schema.org/draft-04/schema#",
"id": "https://www.openconnectivity.org/ocf-apis/security/schemas/oic.r.pstat.json#",
"title": "Device Provisioning Status information”,
"definitions": {
"oic.r.pstat™: {

"type": "object”,
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5485
5486
5487
5488
5489
5490
5491
5492
5493
5494
5495
5496
5497
5498
5499
5500
5501
5502
5503
5504
5505
5506
5507
5508
5509
5510
5511
5512
5513
5514
5515
5516
5517
5518
5519
5520

5521

"properties”: {
"dOS"I {

"type": "object”,

"description”: "Device on-boarding state",

"$ref"; "oic.sec.dostype.json#/definitions/oic.sec.dostype’

3
"isop™: {

"type": "boolean”,

"description™: "true indicates device is operational”
b
"ecm": |

"description": "Current device provisioning mode",

"$ref": "oic.sec.dpmtype.json#/definitions/oic.sec.dpmtype/properties/bitmask”
b
"tm": {

"description": "Target device provisioning mode",

"$ref"; "oic.sec.dpmtype.json#/definitions/oic.sec.dpmtype/properties/bitmask”
13
"om": {

"description™: "Current operational mode",

"$ref"; "oic.sec.pomtype.json#/definitions/oic.sec.pomtype/properties/bitmask”
b
"sm": {

"readOnly": true,

"description": "Supported operational modes",

"$ref": "oic.sec.pomtype.json#/definitions/oic.sec.pomtype/properties/bitmask"
b
"rowneruuid"; {

"description": "The UUID formatted identity of the Resource owner",

"$ref": "./../core/schemas/oic.types-schema.json#/definitions/uuid”

}
2
"type": "object”,
"allof": [

{ "$ref": "../../core/schemas/oic.core-schema.json#/definitions/oic.core" },
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5522
5523
5524
5525

5526

5527

5528
5529
5530
5531
5532
5533
5534
5535
5536

5537

5538

5539

5540
5541

5542

5543

5544
5545

5546

5547

5548
5549

5550

5551

5552
5553

5554

{ "$ref": "#/definitions/oic.r.pstat" }

1

"required": [ "dos", "isop", "cm", "om", "sm", "rowneruuid” ]

example
{

"dos": {"s": 3, "p": true},
"isop": true,

"cm": §,

"tm": 60,

"om": 2,

"sm": 7,

"rowneruuid": "de305d54-75b4-431b-adb2-eb6b9e546014"

responses :
400:

description: |

The request is invalid.

201:

description: |
The PSTAT entry is created.

204:

description: |
The PSTAT entry is updated.

put:

description: |

Sets or updates device provisioning status data.
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5555

5556

5557

5558
5559
5560
5561
5562
5563
5564
5565
5566
5567
5568
5569
5570
5571
5572
5573
5574
5575
5576
5577
5578
5579
5580
5581
5582
5583
5584
5585
5586
5587
5588
5589

5590

body:

application/json:
schema

{
"$schema": "http://json-schema.org/draft-04/schema#",
"id": "https://www.openconnectivity.org/ocf-apis/security/schemas/oic.r.pstatjson#",
"title": "Device Provisioning Status information”,
"definitions": {
"oic.r.pstat™: {
"type": "object”,
"properties": {
"dos": {
"type": "object",
"description”: "Device on-boarding state",
"$ref": "oic.sec.dostype.json#/definitions/oic.sec.dostype”
b
"isop": {
"type": "boolean”,
"description™: "true indicates device is operational”
b
"cm™ |
"description": "Current device provisioning mode”,
"$ref"; "oic.sec.dpmtype.json#/definitions/oic.sec.dpmtype/properties/bitmask”
17
"tm": {
"description™: "Target device provisioning mode",
"$ref"; "oic.sec.dpmtype.json#/definitions/oic.sec.dpmtype/properties/bitmask”
b
"om": {
"description": "Current operational mode",
"$ref": "oic.sec.pomtype.json#/definitions/oic.sec.pomtype/properties/bitmask"
b
"sm": {
"readOnly": true,
"description™: "Supported operational modes",

"$ref"; "oic.sec.pomtype.json#/definitions/oic.sec.pomtype/properties/bitmask”
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5591
5592
5593
5594
5595
5596
5597
5598
5599
5600
5601
5602
5603
5604
5605

5606

5607

5608
5609
5610
5611
5612
5613
5614
5615
5616

5617

5618

5619

5620
5621

5622

5623

5624

b

"rowneruuid"; {

"description": "The UUID formatted identity of the Resource owner",

"$ref"; "./../core/schemas/oic.types-schema.json#/definitions/uuid”

}
}
}
%
"type": "object",
"allof": [

{ "$ref": "../../core/schemas/oic.core-schema.json#/definitions/oic.core" },

{ "$ref": "#/definitions/oic.r.pstat" }

1

"required": [ "dos", "isop", "cm", "om", "sm", "rowneruuid” ]

example
{

"dos": {"s": 3, "p": true},
"isop": true,

"cm": §,

"tm": 60,

"om": 2,

"sm": 7,

"rowneruuid"; "de305d54-75b4-431b-adb2-eb6b9e546014"

responses :
400:

description: |

The request is invalid.

201:

description: |
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5625 The PSTAT entry is created.

5626

5627 delete:

5628 description: |

5629 Deletes the PSTAT data.

5630 When DELETE is used without query parameters, the entire collection is deleted.

5631 When DELETE is used with the query parameter where rowneruuid is specified, only the matched

5632  entry is deleted.

5633

5634 queryParameters:

5635 subject:

5636 type: string

5637 description: Delete the PSTAT identified by the string containing the UUID.
5638

5639 required: false

5640 example: DELETE /mypstat?rowneruuid="de305d54-75b4-431b-adb2-eb6b9e546014"
5641

5642 responses :

5643 200:

5644 description: |

5645 The PSTAT instance or the the entire resource has been successfully deleted.
5646

5647 400:

5648 description: |

5649 The request is invalid.

5650

5651

5652

5653

5654

5655

5656 A.6.5  Property ™9

13}
i

AHA BE C

od

Property name Value type
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5657

5658

5659

5660

rowneruuid == Et¢ o Resource
schema &= 28/Xe|  UUID
A9l
OFO| HIE[E|
om =3 Etg of oIl 5 BE
schema &=Xx
cm =3 Etg of A device
schema =X TZHMY 2E
isop boolean of & U=
device 7| &%
tses
LEEFHCE
tm 2 Bt o S device
schema &% DT2HNY B E
sm 22 Ol o Read Only XNl %
schema &= oc
dos ZHH|: schema o Device =224
= S ER
A6.6 CRUDN &%
Resource Create Read Update Delete Notify
/oic/sec/pstat put get post delete
A.6.7 HEXZE JSON schema
A.6.8 oic.sec.dostype.json
A.6.9  Property 89
Property name Value type g WHA BE a9
P boolean o device
resource ol
g2t 2=
HZ 0| 2=z g
CH77FR| 's' AFERZ}
7 30| p'=
TRUE O| Cf.
s SR of ol Es ER
52 S5 oH
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5661

5662
5663
5664
5665
5666
5667
5668
5669
5670
5671
5672
5673
5674
5675
5676
5677
5678
5679
5680
5681
5682
5683
5684
5685
5686
5687
5688
5689
5690
5691

5692

5693

5694

A.6.10 Schema 9|

{
"$schema": "http://json-schema.org/draft-04/schema#",
"id": "https://www.openconnectivity.org/ocf-apis/security/schemas/oic.sec.dostype.json#",
“title": "Device On-boarding States",
"definitions": {
"oic.sec.dostype": {
"description”: "Device operation state machine”,
"properties” : {
"s" {
"type": "integer”,
"minimum": 0,
"maximum": 4,
"description”: "The current or pending operational state",
"detail-desc™: [ "0 - RESET - Device reset state",
"1 - RFOTM - Ready for device owner transfer method state”,
"2 - RFPRO - Ready for device provisioning state",
"3 - RFNOP - Ready for device normal operation state",
"4 - SRESET - The device is in a soft reset state" ]
13

p":
"type": "boolean”,
"default"; true,
"description”: "'p" is TRUE when the 's' state is pending until all necessary changes to device
resources are complete.”
}
b
"required™: [ "s", "p" ]
}
}

}

A.6.11 oic.sec.dpmtype.json

A.6.12 Property ™9

!
i

Property name Value type UM BE 2%
8

=
bitmask SES o o] #f=2
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#AE=Ch 8 XA
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Hto| £ e
LbEFHHTH

5695 A.6.13 Schema 2|

5696 {

5697 "$schema": "http://json-schema.org/draft-04/schema#",

5698 "id": "https://www.openconnectivity.org/ocf-apis/security/schemas/oic.sec.dpmtype.json#",

5699 "title": "Device Provisioning Mode Types",

5700 "definitions": {

5701 "oic.sec.dpmtype”: {

5702 "description”: "Device provisioning mode maintains a bitmask of the possible provisioning states of

5703  a device",

5704 "properties” : {

5705 "bitmask™: {

5706 "type": "integer”,

5707 "minimum": O,

5708 "maximum": 255,

5709 "description": "The value can be either 8 or 16 character in length. If its only 8 characters it

5710  represents the lower byte value”,

5711 "detail-desc": [ "1 - Manufacturer reset state",

5712 "2 - Device pairing and owner transfer state",

5713 "4 - Provisiong of bootstrap services",

5714 "8 - Provisioning of credential management services",
5715 "16 - Provisioning of access management services",
5716 "32 - Provisioning of local ACLs",

5717 "64 - Initiate Software Version Validation",

5718 "128 - Initiate Secure Software Update" ]

5719 }

5720 }

5721 }

5722 },

5723 "type": "object”,

5724 "$ref": "#/definitions/oic.sec.dpmtype”,
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5725
5726

5727

5728

5729

5730

5731
5732
5733
5734
5735
5736
5737
5738
5739
5740
5741
5742
5743
5744
5745
5746
5747
5748
5749
5750
5751
5752

5753

"required”: [ "bitmask" ]

A.6.14 oic.sec.pomtype.json

A.6.15 Property H9|

Property name Value type = WA BE ck:
bitmask SR ofl of &2 F=+=
ol
HEOIATZ
Z2HME %
REE LtEHHCE

A.6.16 Schema ™29

{
"$schema": "http://json-schema.org/draft-04/schema#",
"id": "https://www.openconnectivity.org/ocf-apis/security/schemas/oic.sec.pomtype.json#",
“title": "Provisioning Operational Modes",
"definitions™: {
"oic.sec.pomtype”: {
"description": "Device provisioning operation may be server directed or client (aka provisioning
service) directed.",
"properties” : {
"bitmask": {
"type": "integer”,
"minimum": 1,
"maximum”: 7,
"description”: "The value is a bitmask encoded as integer and indicates the provisioning
operation modes”,
"detail-desc™: [ "1 - Server-directed utilzing multiple provisioning services",
"2 - Server-directed utilzing a single provisioning service",

"4 - Client-directed provisioning",

"8 - Unused",

"16 - Unused",
"32 - Unused",
"64 - Unused",

"128 - Unused" ]
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5754
5755
5756
5757
5758
5759
5760
5761
5762
5763

5764

5765

5766

5767

5768

5769

5770

5771

5772

5773

5774

5775

5776
5777

5778

5779

5780

5781

5782

5783

5784

5785

}
}

}
b
"type": "object",
"allof": [

{ "$ref": "#/definitions/oic.sec.pomtype” }
1

"required": ["bitmask"]

A.6.17
A.7  OlCSecurityCredentialResource

A71 iR

O| resource = device 7t 22t 4= Fd3t=0 At&%t= Ag|HAS FESHC}
A.7.2 URI O

/oic/sec/cred

A.7.3 Resource Type

A7.4 RAML HEQ

#%RAML 0.8

title: O/CSecurityCredentialResource
version: v7.0-20150879

traits:
- interface :

queryParameters:
if:
enum: ["oic.if.baseline"]

- cred-filtered :

queryParameters:

credid:

/oic/sec/cred:
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5786
5787
5788

5789

5790

5791
5792
5793
5794
5795
5796

5797

5798

5799

5800

5801
5802

5803

5804
5805
5806
5807
5808
5809
5810
5811
5812
5813
5814
5815
5816
5817
5818

5819

description: |

This resource specifies credentials a device may use to establish secure communication.

is : ['interface']
get:
description: |
Retrieves the credential data.
When used without query parameters, all the credential entries are returned.
When used with a query parameter, only the credentials matching the specified

parameter are returned.

Note that write-only credential data will not be returned.

is : ['cred-filtered']
responses :
200:

body:

application/json:
schema

{
"$schema": "http://json-schema.org/draft-04/schema#",
"id": "https://www.openconnectivity.org/ocf-apis/security/schemas/oic.r.cred.json#",
"title": "Device Credentials information”,
"definitions": {
"oic.r.cred": {
"type": "object”,
"properties”: {
"creds": {

"type": "array",
"description”: "List of credentials available at this resource”,
"items": {
"$ref": "oic.sec.cred.,json#/definitions/oic.sec.cred"
}
b

"rowneruuid": {
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5820
5821
5822
5823
5824
5825
5826
5827
5828
5829
5830
5831

5832

5833

5834
5835
5836
5837
5838
5839
5840
5841
5842
5843
5844
5845
5846
5847
5848
5849
5850
5851
5852
5853
5854

5855

"$ref"; "./../core/schemas/oic.types-schema.json#/definitions/uuid”
}
}

}
1
"type": "object”,
"allof": |

{ "$ref": "../../core/schemas/oic.core-schema.json#/definitions/oic.core" },

{ "$ref": "#/definitions/oic.r.cred" }
I,

"required": [ "creds", "rowneruuid” ]

example

{
"creds": [
{

"credid": 55,

"subjectuuid": "e61c3e6b-9c54-4b81-8ce5-f9039c1d04d9",

"roleid": {
"authority": "484b8a51-cb23-46c0-a5f1-b4aebef50ebe”,
"role": "SOME_STRING"

17

"credtype”: 32,

"publicdata": {
"encoding": "oic.sec.encoding.base64”,
"data": "BASE-64-ENCODED-VALUE"

L

"privatedata": {
"encoding": "oic.sec.encoding.base64”,
"data"; "BASE-64-ENCODED-VALUE",
"handle": 4

L

"optionaldata™: {
"revstat": false,

"encoding": "oic.sec.encoding.base64”,
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5856
5857
5858
5859
5860
5861
5862
5863
5864
5865
5866
5867
5868
5869
5870
5871
5872
5873
5874
5875
5876
5877
5878
5879
5880
5881
5882
5883
5884
5885
5886
5887
5888

5889

5890

5891

"data": "BASE-64-ENCODED-VALUE"
17
"period": "20160101T180000Z/20170102T070000Z",
"crms”: [ "oic.sec.crm.pk10” ]
b
{
“credid": 56,
"subjectuuid"; "e61c3e6b-9c54-4b81-8ce5-f9039¢1d04d9",
"roleid": {
"authority": "484b8a51-cb23-46¢0-a5f1-b4aebef50ebe”,
"role": "SOME_STRING"
%
"credtype™: 1,
"publicdata": {
"encoding": "oic.sec.encoding.base64"”,
"data": "BASE-64-ENCODED-VALUE"
1
"privatedata”: {
"encoding": "oic.sec.encoding.base64”,
"data": "BASE-64-ENCODED-VALUE",
"handle": 4
L
"optionaldata": {
"revstat": false,
"encoding": "oic.sec.encoding.base64”,
"data"; "BASE-64-ENCODED-VALUE"
L
"period": "20160101T180000Z/20170102T070000Z",
"crms”: [ "oic.sec.crm.pk10” ]

}

"rowneruuid™: "e61c3e6b-9c54-4b81-8ce5-f9039¢1d04d9"
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5892
5893

5894

5895
5896
5897
5898
5899
5900
5901
5902
5903

5904

5905

5906

5907

5908
5909
5910
5911
5912
5913
5914
5915
5916
5917
5918
5919
5920
5921
5922
5923
5924
5925
5926

5927

The request is invalid.

post:

description: |
Updates the credential resource with the provided credentials.
Credentials provided in the update with credid(s) not currently in the
credential resource are added.
Credentials provided in the update with credid(s) already in the
credential resource completely replace the creds in the credential
resource.
Credentials provided in the update without credid(s) properties are

added and assigned unique credid(s) in the credential resource.

body:

application/json:
schema

{
"$schema": "http://json-schema.org/draft-04/schema#",

"id": "https://www.openconnectivity.org/ocf-apis/security/schemas/oic.r.cred.json#",

"title": "Device Credentials information”,
"definitions": {
"oic.r.cred": {
"type": "object”,
"properties”: {
"creds": {
"type": "array",
"description™: "List of credentials available at this resource",
"items": {
"$ref"; "oic.sec.cred json#/definitions/oic.sec.cred"
}
b

"rowneruuid": {

"$ref"; "./../core/schemas/oic.types-schema.json#/definitions/uuid”
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5928
5929
5930
5931
5932
5933
5934
5935

5936

5937

5938
5939
5940
5941
5942
5943
5944
5945
5946
5947
5948
5949
5950
5951
5952
5953
5954
5955
5956
5957
5958
5959
5960
5961
5962

5963

17

"type": "object”,

"allof": [
{ "$ref": "../../core/schemas/oic.core-schema.json#/definitions/oic.core” },
{ "$ref": "#/definitions/oic.r.cred" }

1,

"required": [ "creds", "rowneruuid" ]

}
example
{
"creds": [
{
"credid": 55,
"subjectuuid"; "e61c3e6b-9c54-4b81-8ce5-f9039¢1d04d9",
"roleid™: {
"authority": "484b8a51-cb23-46¢0-a5f1-b4aebef50ebe”,
"role": "SOME_STRING"
13

"credtype”: 32,

"publicdata™: {
"encoding": "oic.sec.encoding.base64”,
"data": "BASE-64-ENCODED-VALUE"

17

"privatedata": {
"encoding": "oic.sec.encoding.base64”,
"data": "BASE-64-ENCODED-VALUE",
"handle": 4

3

"optionaldata": {
"revstat": false,
"encoding": "oic.sec.encoding.base64”,
"data": "BASE-64-ENCODED-VALUE"

},

"period™: "20160101T180000Z/20170102T7070000Z",

"crms”: [ "oic.sec.crm.pk10” ]
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5964
5965
5966
5967
5968
5969
5970
5971
5972
5973
5974
5975
5976
5977
5978
5979
5980
5981
5982
5983
5984
5985
5986
5987
5988
5989
5990
5991
5992
5993

5994

5995

5996

5997
5998

5999

"credid": 56,
"subjectuuid": "e61c3e6b-9c54-4b81-8ce5-f9039¢1d04d9",
"roleid": {
"authority": "484b8a51-cb23-46c0-a5f1-b4aebef50ebe”,
"role": "SOME_STRING"
]
%
"credtype": 1,
"publicdata": {
"encoding": "oic.sec.encoding.base64”,
"data": "BASE-64-ENCODED-VALUE"
},
"privatedata”; {
"encoding": "oic.sec.encoding.base64”,
"data": "BASE-64-ENCODED-VALUE",
"handle": 4
13
"optionaldata": {
"revstat": false,
"encoding": "oic.sec.encoding.base64”,
"data": "BASE-64-ENCODED-VALUE"
3
"period": "20160101T180000Z/20170102T070000Z",

"crms”; [ "oic.sec.crm.pk10" ]

}

"rowneruuid": "e61c3e6b-9c54-4b81-8ce5-f9039¢1d04d9"

responses :

description: |

The request is invalid.
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6000

6001
6002
6003

6004

6005
6006

6007

6008

6009
6010
6011
6012
6013

6014

6015

6016

6017

6018
6019
6020

6021

6022
6023
6024
6025

6026

201:

description: |

The credential entry is created.

204:

description: |

The credential entry is updated.

delete:

description: |

Deletes credential entries.

When DELETE is used without query parameters, all the cred entries are deleted.

When DELETE is used with a query parameter, only the entries matching

the query parameter are deleted.

is : ['cred-filtered']
responses :
400:

description: |

The request is invalid.

204:

description: |

The specific credential(s) or the the entire credential resource has been successfully deleted.

A.7.5 Property 2|

Property name Value type g WHA BE a9
rowneruuid = Ete: o
schema &=X
creds Hf €: schema ofl resource  Ofl A
P A& 7tset

Ae[ddo F&.
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6027 A.7.6 CRUDN 5%

Resource Create Read Update Delete Notify

/oic/sec/cred get post delete

6028 A.7.7  FZF JSON schema
6029 A.7.8 oic.sec.roletype.json

6030 A.7.9  Property ™9

Property name Value type 2 WM& RE ck:
role AEE o AHE[E= role &
ID.
authority 2EE MR = NS
713 @4, NULL
<Authority> &
24 WM E=
device O|LC}.
6031 A.7.10 Schema E9|
6032 {
6033 "$schema": "http://json-schema.org/draft-04/schema#",
6034 "id": "https://www.openconnectivity.org/ocf-apis/security/schemas/oic.sec.roletype.json#",
6035 "title": "Security Role Types",
6036 "definitions™: {
6037 "oic.sec.roletype™: {
6038 "type": "object”,
6039 "description": "Security role specified as an <Authority> & <Rolename>. A NULL <Authority> refers
6040  to the local entity or device.",
6041 "properties”: {
6042 "authority": {
6043 "type": "string",
6044 "description": "The Authority component of the entity being identified. A NULL <Authority>
6045  refers to the local entity or device."
6046 I3
6047 "role": {
6048 "type": "string",
6049 "description": "The ID of the role being identified."
6050 }
6051 3

Copyright Open Connectivity Foundation, Inc. © 2016-2017. All rights Reserved 275



6052
6053
6054
6055

6056

6057

6058

6059

6060
6061
6062
6063
6064
6065
6066
6067
6068
6069
6070
6071
6072
6073
6074
6075
6076
6077
6078
6079
6080
6081

6082

"required”: ["role"]

A.7.11 oic.sec.credtype.json

A.7.12 Property H9|

Property name Value type = WhA BE ck:
bitmask S of HIEOtAS 2 A
elagE
Ae2|d4 EtY

A.7.13 Schema ™29

{
"$schema": "http://json-schema.org/draft-04/schema#",
"id": "https://www.openconnectivity.org/ocf-apis/security/schemas/oic.sec.credtype.json#",
“title": "Credential Types",
"definitions™: {
"oic.sec.credtype”: {
"type": "object",
"description”: "OIC credential types",
"properties”: {
"bitmask": {
"type": "integer”,
"minimum": 0,
"maximum"; 63,
"description”: "Cred type encoded as a bitmask ",
"detail-desc™: [ "0 - Empty credential used for testing",
"1 - Symmetric pair-wise key",
"2 - Symmetric group key",
"4 - Asymmetric signing key",
"8 - Asymmetric signing key with certificate",
"16 - PIN or password",
"32 - Asymmetric encryption key" ]
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6083
6084
6085
6086
6087
6088
6089
6090

6091

6092

6093

6094

6095
6096
6097
6098
6099
6100
6101
6102
6103
6104
6105
6106
6107
6108
6109
6110

6111

}
b
"type": "object",
"allof": [
{ "$ref": "#/definitions/oic.sec.credtype” }

],

"required": ["bitmask”]

A.7.14 oic.sec.pubdatatype.json

A.7.15 Property 32|

Property name Value type e WHA RE a9
data 2EE IRGE &
encoding 2EZ pubdata of
ZotEl HojEe
e R R
X Est= 2E™Y.

A.7.16 Schema 2|

{
"$schema": "http://json-schema.org/draft-04/schema#",
"id": "https://www.openconnectivity.org/ocf-apis/security/schemas/oic.sec.pubdatatype.json#",
"title": "Public Credential data",
"definitions™: {
"oic.sec.pubdatatype": {
"type": "object”,
"properties”: {
"encoding": {

"type": "string",

"enum": [ "oic.sec.encoding.jwt", "oic.sec.encoding.cwt", "oic.sec.encoding.base64”,

"oic.sec.encoding.uri’, "oic.sec.encoding.pem", "oic.sec.encoding.der", "oic.sec.encoding.raw" ],
"description": "A string specifying the encoding format of the data contained in the pubdata”,
"detail-desc™: [ "oic.sec.encoding.jwt - RFC7517 JSON web token (JWT) encoding",

"oic.sec.encoding.cwt - RFC CBOR web token (CWT) encoding"”,
"oic.sec.encoding.base64 - Base64 encoded object”,

"oic.sec.encoding.uri - URI reference",
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6112
6113
6114
6115
6116
6117
6118
6119
6120
6121
6122
6123
6124

6125

6126

6127

6128

6129
6130
6131
6132
6133
6134
6135
6136

6137

"oic.sec.encoding.pem - Encoding for PEM encoded certificate or chain",

"oic.sec.encoding.der - Encoding for DER encoded certificate",
"oic.sec.encoding.raw - Raw hex encoded data" ]

%

"data": {

"type": "string",

"description”: "The encoded value"

A.7.17 oic.sec.privdatatype.json

A.7.18 Property H9|

Property name Value type o WHA BE ok
handle B 7| MNE
resource Of CHst

3=

data AEE =
encoding 2EE of privdata of
ezl O oEQ
elay "AZS
XHots 2EE.

A.7.19 Schema ™9

{
"$schema": "http://json-schema.org/draft-04/schema#",

"id": "https://www.openconnectivity.org/ocf-apis/security/schemas/oic.sec.privdatatype. json#",

"title": "Private Credential data",
"definitions™: {
"oic.sec.privdatatype": {
"type": "object",
"description”: "Credential resource non-public contents”,

"properties”: {
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6138
6139
6140
6141
6142
6143
6144
6145
6146
6147
6148
6149
6150
6151
6152
6153
6154
6155
6156
6157
6158
6159
6160
6161
6162
6163
6164

6165

6166

6167

"encoding": {

"type": "string",

"enum": [ "oic.sec.encoding.jwt", "oic.sec.encoding.cwt”, "oic.sec.encoding.base64”,

"oic.sec.encoding.uri”, "oic.sec.encoding.handle", "oic.sec.encoding.raw” ],

"description”: "A string specifying the encoding format of the data contained in the privdata”,
"detail-desc™: [ "oic.sec.encoding.jwt - RFC7517 JSON web token (JWT) encoding”,
"oic.sec.encoding.cwt - RFC CBOR web token (CWT) encoding”,

"oic.sec.encoding.base64 - Base64 encoded object”,

"oic.sec.encoding.uri - URI reference”,

"oic.sec.encoding.handle - Data is contained in a storage sub-system referenced

using a handle",
"oic.sec.encoding.raw - Raw hex encoded data" ]

3
"data": {

"type": "string",

"description”: "The encoded value"

}I
"handle": {

"type": "integer”,

"description”: "Handle to a key storage resource”

}
2
"required": [ "encoding" ]
}
}
}
A.7.20 oic.sec.optdatatype.json
A.7.21 Property H2|
Property name Value type o WHA BE a9
revstat boolean of H 7| &Ef E2i2
- & =17
data 2EE elagE =
encoding 2EE optdata of
ZotEl Ho[H<2
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6168

6169
6170
6171
6172
6173
6174
6175
6176
6177
6178
6179
6180
6181
6182
6183
6184
6185
6186
6187
6188
6189
6190
6191
6192
6193
6194
6195
6196
6197
6198
6199
6200

A.7.22 Schema 9|

{
"$schema": "http://json-schema.org/draft-04/schema#",
"id": "https://www.openconnectivity.org/ocf-apis/security/schemas/oic.sec.optdatatype.json#",
“title": "Optional Credential data",
"definitions": {
"oic.sec.optdatatype™: {
"description”: "Optional credential contents describes revocation status for this credential”,
"properties”: {
"revstat": {
"type": "boolean”,
"description": "Revocation status flag - true = revoked"
%
"encoding": {

"type": "string",
"enum": [ "oic.sec.encoding.jwt", "oic.sec.encoding.cwt", "oic.sec.encoding.base64”,
"oic.sec.encoding.pem”,

"oic.sec.encoding.der”, "oic.sec.encoding.raw" ],
"description": "A string specifying the encoding format of the data contained in the optdata",
"detail-desc™: [ "oic.sec.encoding.jwt - RFC7517 JSON web token (JWT) encoding”,
"oic.sec.encoding.cwt - RFC CBOR web token (CWT) encoding”,
"oic.sec.encoding.baseb4 - Base64 encoded object”,
"oic.sec.encoding.pem - Encoding for PEM encoded certificate or chain”,
"oic.sec.encoding.der - Encoding for DER encoded certificate”,
"oic.sec.encoding.raw - Raw hex encoded data" ]
L
"data": {
"type": "string",
"description”: "The encoded structure"
}
b

"required™