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1 Scope CE

The OCF Core specifications are divided into a set of documents:
OCF#%/IISER] 3 A — R {4

Core specification (this document): The Core specification document specifies the Framework,
i.e., the OCF core architecture, interfaces, protocols and services to enable OCF profiles
implementation for Internet of Things (loT) usages and ecosystems. This document is mandatory
for all Devices to implement.

DRSS (X)) BOFBESERE THESR, BIOCFRIMARSMS., O, MIXFAIARSS, DAE
BEETXIMEXN (IoT) AEMESRAZRRIOCFREEX MM, AN (WEK) MTFMAIRER

SR EESKRSEINAY

Core optional specification: The Core optional specification document specifies the Framework,
i.e., the OCF core architecture, interfaces, protocols and services to enable OCF profiles
implementation for Internet of Things (IoT) usages and ecosystems that can optionally be
implemented by any Device.

ROPERE . RO PNERSEXALIE THESR, BIOCFHZOZRM . O, hiNFARSS, DAMEREE T
MBI (1oT)REMESRSNOCFECE SAFAISEH, IXLESLIN TR E T S 2 FIERY,

Core extension specification(s): The Core extension specification(s) document(s) specifies
optional OCF Core functionality that are significant in scope (e.g., Wi-Fi easy setup, Cloud).

2O BALE: O BRASEXAEIE TEATEEAN. EZMNENHEOCFZ/OINEE (BN, Wi-Fi

BHIRE. B) .

2 Normative references 3| FBim &

The following documents, in whole or in part, are normatively referenced in this document and are

indispensable for its application. For dated references, only the edition cited applies. For undated

references, the latest edition of the referenced document (including any amendments) applies.
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ISO 8601, Data elements and interchange formats - Information interchange -Representation of dates

and times, International Standards Organization, December 3, 2004
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Latest version available at: https://openconnectivity.org/specs/OCF _Security Specification.pdf

BITARAEF: https://openconnectivity.org/specs/OCF_Security Specification.pdf
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IETF RFC 768 (UDP) FIFZUERININ 1980F8H
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3 Terms, definitions, and abbreviated terms RiE. ENXF4EREE

3.1 Terms and definitions RiEFIENX

For the purposes of this document, the terms and definitions given in the following apply.

MAXHmS, TIRESEXERTAX G,

ISO and IEC maintain terminological databases for use in standardization at the following addresses:

EfrtmE L ALRISOMERE TEARIECHN BT ENRIAIERIERE, ksl AR

e ISO Online browsing platform: available at https://www.iso.org/obp.
ISOTEL A https://www.iso.org/obp

e |EC Electropedia: available at http://www.electropedia.org/.
IECEETEH: http://www.electropedia.org/

3.1.1 Atomic Measurement [RFilll&

a design pattern that ensures that the Client (3.1.6) can only access the Properties (3.1.33) of linked
Resources (3.1.31) atomically, that is as a single group

—MHBREFR (3.1.6) REENRFAXEFHEZRIR (3.1.31) WEM (3.1.33) AIRITERER, BEMER
BNE,

3.1.2 Bridged Client {f&Z iR

logical entity that accesses data via a Bridged Protocol (3.1.4)

BEFHRMBGHRIBIEREESTE (3.1.4)

Note 1 to entry: For example, an AllJoyn Consumer application is a Bridged Client (3.1.2).
E: B0, AldoyniHBRENRBRERE—MFFEE R (3.1.2) .

3.1.3 Bridged Device #HEig&

Bridged Client (3.1.2) or Bridged Server (3.1.5)


http://json-schema.org/draft-04/json-schema-validation.html
https://github.com/OAI/OpenAPI-Specification/blob/master/versions/2.0.md
https://github.com/OAI/OpenAPI-Specification/blob/master/versions/2.0.md
https://www.iso.org/obp
https://www.iso.org/obp
http://www.electropedia.org/
http://www.electropedia.org/

MHEEFIm (3.1.2) SEVERSEE (3.1.5)
3.1.4 Bridged Protocol #f&thiY

another protocol (e.g., AllJoyn) that is being translated to or from OCF protocols

35 /9 OCFI1iNEL MOCF MM AR IR EY 5 —FiX  (fIZNAIJoyn)
3.1.5 Bridged Server #f1&iR 5328

logical entity that provides data via a Bridged Protocol (3.1.4)
B RN IURMEURAIZESTE (3.1.4)

Note 1 to entry: For example an AllJoyn Producer is a Bridged Server (3.1.5).
E1: FE0, AllJoynAERiER e — MRS EE (3.1.5) .

Note 2 to entry: More than one Bridged Server (3.1.5) can exist on the same physical platform.

20 E—YBEES A MEFEES IERSES (3.1.5) .
3.1.6 Client i

a logical entity that accesses a Resource (3.1.31) on a Server (3.1.37)
1hlElARSS 48 (3.1.36) L&EIR (3.1.31) AIEIESLIR

3.1.7 Collection &8

a Resource (3.1.31) that contains zero or more Links (3.1.21)
BE0NHSZHEE (3.1.21) BER (3.1.31)

3.1.8 Common Properties 2@

Properties (3.1.33) specified for all Resources (3.1.31)
RNERERIR (3.1.31) FHEREM (3.1.33)

3.1.9 Composite Device E§i8&

a Device (3.1.13) that is modelled as multiple Device Types (3.1.14); with each component Device Type
(3.1.14) being exposed as a Collection (3.1.7)

BEANZMIgEEE (3.1.14) IRE (3.1.13) ; BETAHEMHIRFEE (3.1.14) 2FA—EKE (317
)



3.1.10 Configuration Source EC &R

a cloud or service network or a local read-only file which contains and provides configuration related
information to the Devices (3.1.13)

BEHEIRE (3.1.13) REREEXEENEIHRSZ WL A RIE 4
3.1.11 Core Resources #ZIOVER

those Resources (3.1.31) that are defined in this document

AXEFREXHEIR (3.1.31)
3.1.12 Default OCF Interface ZXiAOCFiZ[]

an OCF Interface (3.1.18) used to generate the response when an OCF Interface (3.1.18) is omitted in a
request
FARE B TOCF#O (3.1.18) AYIEKRMA~AMNAIOCFHEO (3.1.18)

3.1.13 Device i%&

a logical entity that assumes one or more roles, e.g., Client (3.1.6), Server (3.1.37)
EHE—IHZTABNZESIER, B i (3.1.6) . RS (3.1.36)

Note 1 to entry: More than one Device (3.1.13) can exist on a Platform (3.1.30).
F: —PTEA (3.1.30) LRAIMEFEZMRE (3.1.13)

3.1.14 Device Type g & &EE

a uniquely named definition indicating a minimum set of Resource Types (3.1.34) that a Device(3.1.13)
supports
W—amBNENX, BRIEE (3.1.13) XHFN&R/NGERERE (3.1.34)

Note 1 to entry: A Device Type (3.1.14) provides a hint about what the Device (3.1.13) is, such as a light
or a fan, for use during Resource (3.1.31) discovery.

D IREER (3.1.14) RUHAXEHRR (3.1.31) KMHABMERMNIRE (3.1.13) AURT, BINELTER
m)ﬁc

3.1.15 Discoverable Resource B] K I &E R

a Resource (3.1.31) that is listed in "/oic/res"
£ /oic/res” FFIHEVEIR (3.1.31)



3.1.16 OCF Endpoint OCFiif =

entity participating in the OCF protocol, further identified as the source or destination of a request and
response messages for a given Transport Protocol Suite

Z5O0CFIMXEISTE, H—FinmAIE KR B a9t & i XA E R EMRIIRNE S

Note 1 to entry: Example of a Transport Protocol Suite would be CoAP over UDP over IPv6.

L EETNER G F 2 E T UDPHIPVEYAICoAP,
3.1.17 Framework {EZ2

a set of related functionalities and interactions defined in this document, which enable interoperability
across a wide range of networked devices, including loT

AXAYRE X —AEXAINEENRE, PIEEIEBENERNRNSIIMBIRE 2 LI REM,
3.1.18 OCF Interface OCF £

interface description in accordance with IETF RFC 6690 and as defined by OCF that provides a view to
and permissible responses from a Resource (3.1.31)
FFBIETF RFC 66908Vi#AMOCFE X MO, RUNFRNEBM RN (3.1.31)

3.1.19 Introspection A&

mechanism to determine the capabilities of the hosted Resources (3.1.31) of a Device (3.1.13)

MERSAARSZR (3.1.31) HIEEHINE (3.1.13)
3.1.20 Introspection Device Data (IDD) A& & & EUE

data that describes the payloads per implemented method of the Resources (3.1.31) that make up the
Device (3.1.13)
BEMAIRE (3.1.13) WHEIR (3.1.31) WXMAEN B RS GTHTHRIREIE

Note 1 to entry: See 11.4 for all requirements and exceptions.

i FREERMEER11.4,
3.1.21 Links §%i%

extends typed web links according to IETF RFC 8288
IRIBIETF RFC 8288% RBE B web iz



3.1.22 Non-Discoverable Resource 7~ 8] K ISR

a Resource (3.1.31) that is not listed in "/oic/res"

“loic/res" P RFIEER (3.1.31)

Note 1 to entry: The Resource (3.1.31) can be reached by a Link (3.1.21) which is conveyed by another
Resource(3.1.31). For example a Resource (3.1.31) linked in a Collection (3.1.7) does not have to be
listed in "/oic/res", since traversing the Collection (3.1.7) would discover the Resource (3.1.31)
implemented on the Device (3.1.13).

E: BIR (3.1.31) AIMNBEHES—TER (3.1.31) EEa08E (3.1.21) FKihh, fla, &#&8E (3.1.7
) FEHEMERIR (3.1.31) ThfE /oicires”hFIL, EABHES (3.1.7) FRMEIRE (3.1.13) LM
&R (3.1.31) .

3.1.23 Notification B

the mechanism to make a Client (3.1.6) aware of state changes in a Resource (3.1.31)
L& (3.1.6) FMMEHRFPIRSZLAINE (3.1.31)

3.1.24 Observe £

the act of monitoring a Resource (3.1.31) by sending a RETRIEVE operation which is cached by the
Server (3.1.36) hosting the Resource (3.1.31) and reprocessed on every change to that Resource
(3.1.31)

B RIFORIREEBZDR (3.1.31) AUIRME, ZIRFRIEERR (3.1.31) MBRSE (3.1.37) &7,
HEXNZTR (3.1.31) WERERINERLIE,

3.1.25 OpenAPI 2.0 OpenAPI 2.0

Resource (3.1.31) and Introspection Device Data (3.1.20) definitions used in this document as defined in
the OpenAPI specification
AXHEPERNZEIR (3.1.31) MABIREEIE (3.1.20) AIE X5 OpenAPIFEHE X H—#

3.1.26 Parameter ${

an element that provides metadata about a Resource (3.1.31) referenced by the target URI of a Link
(3.1.21)
RMEXTHREE (3.1.21) WEMRURISIBER (3.1.31) WTHENTER

3.1.27 Partial UPDATE Z89 B

an UPDATE operation to a Resource (3.1.31) that includes a subset of the Properties (3.1.33) that are
visible via the OCF Interface (3.1.18) being applied for the Resource Type (3.1.34)



STEE (3.1.31) BEFRE, EPaENATHRIFERR (3.1.34) BOCFEZO (3.1.18) AIMEMF&E
(3.1.33) .

3.1.28 Permanent Immutable ID KX A% ID

an identity for a Device (3.1.13) that cannot be altered

%% (3.1.13) FeIRZTMNHMH
3.1.29 Physical Device 1)I2ig&

the physical thing on which a Device(s) (3.1.13) is exposed
®&E (3.1.13) AFEH _ERYIBMIR

3.1.30 Platform &

a Physical Device (3.1.29) containing one or more Devices (3.1.13)
BE— S MRE (3.1.13) HIRIRE (3.1.29)

3.1.31 Resource H#H;f

represents an entity modelled and exposed by the Framework (3.1.17)

BITAEZR (3.1.17) BOEEN AT RKR RIS
3.1.32 Resource Interface &iFiE0

a qualification of the permitted requests on a Resource (3.1.31)

MER (3.1.31) KFEKEITRE
3.1.33 Property B

a significant aspect or Parameter (3.1.26) of a Resource (3.1.31), including metadata, that is exposed
through the Resource (3 1.31)
BIETHIEERN, BIEE (3.1.31) AHNEZEHFEHSE (3.1.26)

3.1.34 Resource Type &FHE

a uniquely named definition of a class of Properties (3.1.33) and the interactions that are supported by
that class

—XEM (3.1.33) ME—MREX, UIIZEMIIFHRE.,

Note 1 to entry: Each Resource (3.1.31) has a Property (3.1.33) "rt" whose value is the unique name of
the Resource Type (3.1.34).
F BTRRE (3.1.31) HE—TEM (3.1.33) ‘", HEREFEEE (3.1.34) HHE—BR,



3.1.35 Secure OCF Endpoint Z2£HOCFifmsm

an OCF Endpoint (3.1.16) with a secure connection (e.g., COAPS)
BRZ2EE (fla, CoAPS) WJOCFi%s (3.1.16) .

3.1.36 Semantic Tag iE XA

meta-information that provides additional contextual information with regard to the Resource(3.1.31) that
is the target of a Link (3.1.21)
TER, REXTFEZEMSRRE (3.1.31) MKNMLETXER (3.1.21) .

3.1.37 Server R 52

a Device (3.1.13) with the role of providing Resource (3.1.31) state information and facilitating remote
interaction with its Resources (3.1.31)
—MigE (3.1.13) , HEFARRMEE (3.1.31) RSEEHRERHEZRNZERE (3.1.31) .

3.1.38 Unsecure OCF Endpoint 7&Z£OCFif =

an OCF Endpoint (3.1.16") with an unsecure connection (e.g., CoAP)
BERLEEENOCFmSR (3.1.16') ({54, CoAP)

3.1.39 Vertical Resource Type EERIEFAT

a Resource Type (3.1.34) in a vertical domain specification
BEHEENEFNEIRER (3.1.34)

Note 1 to entry: An example of a Vertical Resource Type (3.1.39) would be "oic.r.switch.binary".
F BEERREDR (3.1.39) B9—MF 2 oic.r.switch.binary”,

3.1.40 Virtual OCF Client EIlOCFE i

logical representation of a Bridged Client (3.1.2), which an Bridged Device (3.1.3) exposes to Servers
(3.1.36)
WEEFIE (3.1.2) NBERT, HEEE (3.1.3) BEAFHARSS (3.1.36) .

3.1.41 Virtual OCF Device (or VOD) EE#lOCFi&#& (or VOD)

Virtual OCF Client (3.1.40) or Virtual OCF Server (3.1.42)
REHIOCFEFif (3.1.40) SHEHIOCFARSEE (3.1.42)

' RXARRESON(), BMmIEEIR, MR (3.1.16) ; RFAPEEN,



3.1.42 Virtual OCF Server [EOCFIR% 52

logical representation of a Bridged Server (3.1.5), which an Bridged Device (3.1.3) exposes to Clients
(3.1.6)
WiiziRSSE: (3.1.5) NBEERR, HHERE (3.1.3) BREAHFELE IR (3.1.6) .

3.2 Abbreviated terms 45B8iE

3.2.1 ACL

Access Control List

ihlElEHFIR

Note 1 to entry: The details are defined in ISO/IEC 30118-2:2018.
7 BAHIENISO/IEC 30118-2:2018,

3.2.2 BLE

Bluetooth Low Energy
RINFEIE ST

3.2.3 CBOR

Concise Binary Object Representation

B BFRY A BIST RR R
3.2.4 CoAP

Constrained Application Protocol
PR AR X

3.2.5 CoAPS

Secure Constrained Application Protocol
T2 RN AN

3.2.6 DTLS

Datagram Transport Layer Security

HERERERE

Note 1 to entry: The details are defined in IETF RFC 6347.
7 FMEREIETF RFC 6347HE X,



3.2.7 EXI

Efficient XML Interchange

BBEIXMLRZ
3.2.81IP

Internet Protocol

BEEXM Y
3.29IRI

Internationalized Resource ldentifiers
E R BRARIRST

3.2.10 ISP

Internet Service Provider

BEEXWARSS RRIAE
3.2.11 JSON

JavaScript Object Notation
JavaScriptl i & RTiE

3.2.12 mDNS

Multicast Domain Name Service

ZHEERRS
3.2.13 MTU

Maximum Transmission Unit

RARHETT
3.2.14 NAT

Network Address Translation

A& bk 515



3.2.15 OCF

Open Connectivity Foundation

AREREER

the organization that created this document

BIZ I X AHRIAR
3.2.16 REST

Representational State Transfer

RIS HERS
3.2.17 RESTful

REST-compliant Web services
HERESTHIWebARSS

3.2.18 UDP

User Datagram Protocol

P EIER X

Note 1 to entry: The details are defined in IETF RFC 768.
E: S ETEIETF RFC 7687 ENX

3.2.19 URI

Uniform Resource Identifier

F—RRIIRRF
3.2.20 URN

Uniform Resource Name
SK—RIRAMR

3.2.21 UTC

Coordinated Universal Time

UNEESPEL LR



3.2.22 UUID

Universal Unique Identifier

BAE—IRAIS
3.2.23 XML

Extensible Markup Language
Ay RARICIES



4 Document conventions and organization 45 FIF14A4H

4.1 Conventions &5l

In this document a number of terms, conditions, mechanisms, sequences, parameters, events,states, or
similar terms are printed with the first letter of each word in uppercase and the rest lowercase (e.g.,
Network Architecture). Any lowercase uses of these words have the normal technical English meaning.
FEAXMGSR, HEARIE. FE. HE. R S8 B4 RETECAREHRZRASE I RIENE—
NEHHEEMFRNERRTH (B0, Network Architecture) ., XLEBFIEA/NEREHMEBEEN
RARRIEE X,

4.2 Notation 52

In this document, features are described as required, recommended, allowed or DEPRECATED as
follows:

EAXMR, FEHRRTRNE, #F. KT EFERRHTER:

e Required (or shall or mandatory)(M).

WAk (SFUESREIE) (M),

o These basic features shall be implemented to comply with Core Architecture. The
phrases "shall not", and "PROHIBITED" indicate behavior that is prohibited, i.e. that if
performed means the implementation is not in compliance.

XEEEAIF N IZIRBAZOSRMREN, BB AT “BIE"RAELENITR, BINRERE
, MRRALHATTEEK.

e Recommended (or should)(S).

HE (BAIZR) (S).

o These features add functionality supported by Core Architecture and should be

implemented. Recommended features take advantage of the capabilities Core
Architecture, usually without imposing major increase of complexity. Notice that for
compliance testing, if a recommended feature is implemented, it shall meet the specified
requirements to be in compliance with these guidelines. Some recommended features
could become requirements in the future. The phrase"should not" indicates behavior that
is permitted but not recommended.
XTI T A RBIISHFROTNRE, ROZANCASEIN, $EFFAVHFIER B OERAAYTH
fE, BEAILGMERM, BHEE, WTFR/HEMWIE, MRTIMTHFNFYE, WENFH
EHBAIERAIEE TR, —EHFRITMER RN NER, HiF should not"RR
HEAREINATAH,



e Allowed (may or allowed)(O).

SV (AIBASES21F) (O),

o These features are neither required nor recommended by Core Architecture, but if the
feature is implemented, it shall meet the specified requirements to be in compliance with
these guidelines.

REFHBR AR O E R, A RORMETHERN, BRI T XL
, ENIZHRRENRR, URHEXLIERE,

e DEPRECATED.
TE=ER

o Although these features are still described in this document, they should not be
implemented except for backward compatibility. The occurrence of a deprecated feature
during operation of an implementation compliant with the current documentas? no effect
on the implementation’s operation and does not produce any error conditions. Backward
compatibility may require that a feature is implemented and functions as specified but it
shall never be used by implementations compliant with this document.

ERXEFEEAXGPNAEHER, BERTRARREZ), FRZIMEAN]. £5H

u%é%@ﬂ’];&i)hﬂ’] RIETEREF, TIFAMENEIMASOMSINRIE, A%

RS M. MEREJERTEIMEMFEHZINEIZ!T, ESAXHRENZIINR
TEE(EFIZINEE,

e Conditionally allowed (CA).
BERMEHATF (CA)

o The definition or behavior depends on a condition. If the specified condition is met, then
the definition or behavior is allowed, otherwise it is not allowed.

BRTE-FHNEXITH., MRFEEEENFYE, WATEXIITH, SUARRF.

e Conditionally required (CR).
BEMHNEKR (CR)

o The definition or behavior depends on a condition. If the specified condition is met, then
the definition or behavior is required. Otherwise the definition or behavior is allowed as
default unless specifically defined as not allowed.

BURTE-FHNEXSTH, IRFBEEENFRYE, WEEEXEITH. SN, FRIER
MEX ARV, BUWRPREXFITRERIRRIME,

Strings that are to be taken literally are enclosed in "double quotes".
RFARRERNFRHHEESIE NS

2 [BE38NE (documentas) , KZgdocument hastYZEiR; X hRiZdocument hasiH{TENIZE .,



Words that are emphasized are printed in italic.

SRIEAIE A RHAENR

In all of the Property and Resource definition tables that are included throughout this document the
"Mandatory" column indicates that the item detailed is mandatory to implement; the mandating of
inclusion of the item in a Resource Payload associated with a CRUDN action is dependent on the
applicable schema for that action.

EAXMHRESRFAERBMEMGEREXEKRF, “WRIIMERNIENNIN; EERMEESES
CRUDNGIEXRBXRIEHRB R A FEUR T IZIRERERER

4.3 Data types £{iEZEY

Resources are defined using data types derived from JSON values as defined in IETF RFC
7159.However, a Resource can overload a JSON defined value to specify a particular subset of the JSON
value, using validation keywords defined in JSON Schema Validation.
FIRZEERIETF RFC 71597 E X AYJSONMEIRAE RV EIELR B E XRY, B2, HIRAILAERAJSONEIILIE
REXNHIEXEFEHJSONEXHIE, UIEEJSONENIGE FE&.

Among other validation keywords, clause 7 in JSON Schema Validation defines a "format" keyword with a
number of format attributes such as "uri" and "date-time", and a "pattern" keyword with a regular
expression that can be used to validate a string. This clause defines patterns that are available for use in
describing OCF Resources. The pattern names can be used in documenttext where JSON format names
can occur. The actual JSON schemas shall use the JSON type and pattern instead.

FEEHMIVEXREFR, JSONRLIEPHNFRTEX T — T format’ XEF, ZXBFABITZRAEN,
W uri"fl“date-time”, MA/&k—"pattern”XEF, ZXBFEE—PENRIAR, ATRATFRIEFRNS, HE
AE X PR THIAOCFEIRIRR . I ARERARN R, HPrJUHMISONEHARTR, T
FRAYJSONRT N iz FHJSONZE R FNR T,

For all rows defined in Table 1, the JSON type is string.
NTFRAPEXRFAETT, JSONKEMRFRHE,

Strings shall be encoded as UTF-8 unless otherwise specified.

FRIERBIRAE, BNFFHENERUTF-8%R.

In a JSON schema, "maxLength" for a string indicates the maximum number of characters not octets.
However, "maxLength" shall also indicate the maximum number of octets. If no"maxLength"is defined for
a string, then the maximum length shall be 64 octets.

EJSONRINH, FRFFBERY maxLength’ RINERANFREMIE/\UTAHE . 1BRE, “maxLength™thNiZ&R
TERANFTH, NRZEAFRHFEEX maxLength”, BBARAKERN H64FT,



Table 1 — Additional OCF Types

&1 - fIINOCFEY

Pattern Name

R KR

Pattern

&=

Description

i

csv

<none>

A comma separated list of values
encoded within a string. The value type
in the csv is described by the Property
where the csv is used. For example a
csv of integers.

RESHIR. RIBTFRHERNET
K, csvAYEEIIMERcsviVE i

w, i, —PEHNCcsv.

NOTE csv is considered deprecated and
an array of strings should be used
instead for new Resources.
FesvIBRIANRNE R, MY TR, &
HEAFRFHRARE,

"date"

"([0-9){4})-(1[0-2]|0[1-91)-(3[0-1]|2[0-9]|1[
0-9]|0[1-9))$

The full-date format pattern according to
IETF RFC 3339
IRIEIETF RFC 3339/9 52 /8 AR

"duration”

A(P(?1$)([0-91+Y)2([0-9]+M)?([0-9]+W)?([
0-9]+D)?((T(?=[0-9]+[HMS])([0-9]+H)?([0
-9]+M)?([0-9]+8)?)?))$|(P[0-9]+W)$|"(P
[0-9K{4})-(1[0-2]|0[1-9])-(3[0-1]|2[0-9]|1[O-
9]|0[1-9])T(2[0-3]|1[0-9]|0[1-9]):([0-5][0-9]
):([0-5][0-9])$|*(P[0-9K4})(1[0-2]|0[1-9])(3
[0-1]]2[0-9]1[0-9]|0[1-9]) T(2[0-3]|1[0-9]|O
1-9])([0-5][0-9])([0-5][0-9])$

A string representing duration formatted
as defined in ISO 8601.
RMTENBNFRS, HERNISO
8601FTE X,

Allowable formats are:

FVFHIRR
P[n]Y[n]M[n]DT[n]H[N]M[n]S,
P[n]W,P[n]Y[n]-M[n]-DT[0-23]H[0-59]:M[
0-59]:S, and P[n]W,
P[n]Y[n]M[n]DT[0-23]H[0-59]M[0-59]S. P
is mandatory,all other elements are
optional, time elements must follow a T.
PEIRHIAY, FIBEMITREZRIIER,
R BT RN NERET,

"int64"

70|(-?[1-9][0-9K{0,18})$

A string instance is valid against this
attribute if it contains an integer in the
range [-(2**63), (2**63)-1]
MRFFFBXLGIRE- (2*63) , (2™
63) -1SEERMNELR, NWXLEME
v

NOTE IETF RFC 7159 clause 6 explains
that JSON integers outside the range
[-(2**53)+1, (2**53)-1] are not
interoperable and so JSON numbers
cannot be used for 64-bit numbers.

$¥: IETF RFC 7159556/ T[- (2
53) 1, (2**53) -1EEZ/MIJSONE
AP EIRIE, EUJSONEFAREERT
64N ENF

"language-tag"

NA-Za-zJ{1,8)(-[A-Za-z0-9){1,8})*$

An IETF language tag formatted
according to IETF RFC 5646 clause 2.1.
IRIBIETF RFC 56465382, 118 LAY
IETFIEEITRZE,




"unit64" A0|([1-9][0-9]{0,19})$ A string instance is valid against this
attribute if it contains an integer in the
range [0, (2**64)-1]
RFHBELFIEZ(0, (2*64) 15T
ERREL, WLEEEN.

Also see note for "int64"
BiES N inte4 TR

"uuid" MNa-fA-F0-9]{8}-[a-fA-F0-9]{4}-[a-fAF0-9){ | A UUID string representation formatted
4}-[a-fA-F0-9]{4}-[a-fA-F0-9]{12}$ according to IETF RFC 4122 clause 3.
HRIEIETF RFC 4122558318 (L AIUUID
FRBRTAZN,

4.4 Resource notation syntax #FERFE1E%

When it is desired to describe the Property of a Resource Type or the "anchor" Parameter value in an
abbreviated notation, it can be described as follows:

HRBARSRNARAZREENEMS HE SHERN, AJUERNT:

e A value of the "rt" Property of the Resource Type or "anchor" Parameter value ":" Property name.
FREEN R EN WS HE " BEE.

e e.g. "oic.wk.d:di", which is the "di" Property of the Device Resource Type.
Blgn oic.wk.d:di’, XEIREHIRELLA B,

If Property name is a composite type (a type that is composed of several Properties), it can be described
in recursive way. The following expression describes this as a regular expression format:
MREMRBREESEE (B2 TEMEMER) , WeIBEAANEFHTHER, U TFRAGEER
RIEMNRIAER:

e A value of the "rt" Property of the Resource Type or "anchor" Parameter value (":" Property name
)+
BRERW B A anchor 28E (""BHRF) +

e e.g., "oic.r.pstat:dos:s", which is the "s" Property of the "dos" Property of the "pstat" Resource
Type (see 13.8 of ISO/IEC 30118-2'2018)
a0, “oic.r.pstat:dos:s”, XE‘pstat’FEIREE A dos” BN “s"BIE (S WISO/IEC 30118-2-2018
#913.8) .

If there is a Resource URI (i.e., The Resource instance for a specific Resource Type), it can be used
instead of using a value of "rt" Property of Resource Type or the “anchor" Parameter value as follows:
MRFELFRURI (BMSERIREENFIRTH) , WATLMERIZURI, MAMERTRERN " BIEHED
“anchorZ#8{E, S TFFimR:

e A Resource URI (":" Property name )+
BIRURI (""BMR) +




e e.g., "loic/d:di", which is the "di" Property of the Device Resource Type instance.
Blgn, “loic/d:di*, XFiIREFHIREEZHIAY A B,

e e.g. "/oic/sec/pstat:dos:s"”, which is the "s" Property of the "dos" Property of the "oic.r.pstat"
Resource Type instance.
f5l4N“/oic/sec/pstat:dos:s”, iXZ“oic.r.pstat’f“dos” B s B ZR IR RISLA,

In the auto-generated Annex's Property definition tables for Resource Types, the Property names can be
noted as belonging to the RETRIEVE schema or to the UPDATE schema by prefixing the Property name
with "RETRIEVE" or "UPDATE" followed with the ":" separator. This is to avoid duplicate Property names
appearing in the Property definition tables that are auto-generated. The following are examples using this
notation with the "locn" Property of the "oic.wk.con" Resource Type:

FEEMNEMMMHNSRELBREE R, FJESERMBMREIEIN_ L RETRIEVE S “UPDATE #/5
IRDRRER, BEMERITCAHB TR ENRRME., XN T BRE B4 ST E X RFA LM
EEMNHMERR. TERBLRS 5 oic.wk.con & REEA “locn” B 14— ER ARSI :

e "RETRIEVE:locn"
e "UPDATE:locn"

5 Architecture 2244

5.1 Overview ¥t

The architecture enables resource based interactions among loT artefacts, i.e. physical devices or
applications. The architecture leverages existing industry standards and technologies and provides
solutions for establishing connections (either wireless or wired) and managing the flow of information
among Devices, regardless of their form factors, operating systems or service providers.
ZEREIFMEMA T @ (BYIRIRESNARER) ZEETHRFNRE., ZZEEF BIMANTATE
MEAR, REIDERE (K& EE) NBREREFZENEERRHEBALTR, BEARERXERENTR
HE. RERGHRS R BN,

Specifically, the architecture provides:

BAME, 1ZERMRM:

e A communication and interoperability framework for multiple market segments (Consumer,
Enterprise, Industrial, Automotive, Health, etc.), OSs, platforms, modes of communication,
transports and use cases.

HNZ TS (BRE. Bl T, 5%E. #FRF) | RERS. FEURTENRES
. ERABGIREEMEIREMAES.



e A common and consistent model for describing the environment and enabling information and
semantic interoperability.
RFHERIME, EESMEXASERIEMABAN—ERIRE,
e Common communication protocols for discovery and connectivity.
BT &M EENBRABEML.
° Common security and identification mechanisms.
RAZZE MRS .
° Opportunlty for innovation and product differentiation.
BIFFA~ mERMAHINE
e A scalable solution addressing different Device capabilities, applicable to smart devices as well
as the smallest connected things and wearable devices.

HNAEIRENENAT BBRAL R, HERTERREUNRE/NNERSMIZFHIRE.

The architecture is based on the Resource Oriented Architecture design principles and described in the
5.2 through 5.4 respectively. 5.2 presents the guiding principles for OCF operations. 5.3 defines the
functional block diagram and Framework.

ZRMETEEBRNZRMIZTEREN, MLES.2E5 4 FREXMEIR, 5.2NMA T OCFRMENIESEN, 5.3
TE X T INREEEFIELS,

5.2 Principle &0

In the architecture, Entities in the physical world (e.g., temperature sensor, an electric light or a home
appliance) are represented as Resources. Interactions with an entity are achieved through its Resource
representations (see 7.6.3.9) using operations that adhere to Representational State Transfer (REST)
architectural style, i.e., RESTful interactions.

iR, YRR (PIIDREERZE. BINRAER) HRTARR. STERNREEY
HEFRKRT (BB N7.6.3.9) HERARFERIIASHER (REST) BMREMWFXAVIRIERIN, BIRESTUI

The architecture defines the overall structure of the Framework as an information system and the
interrelationships of the Entities that make up OCF. Entities are exposed as Resources, with their unique
identifiers (URIs) and support interfaces that enable RESTful operations on the Resources. Every
RESTful operation has an initiator of the operation (the Client) and a responder to the operation (the
Server). In the Framework, the notion of the Client and Server is realized through roles. Any Device can
act as a Client and initiate a RESTful operation on any Device acting as a Server. Likewise, any Device
that exposes Entities as Resources acts as a Server. Conformant to the REST architectural style, each
RESTful operation contains all the information necessary to understand the context of the interaction and
is driven using a small set of generic operations, i.e., CREATE, RETRIEVE, UPDATE, DELETE and
NOTIFY (CRUDN) defined in clause 8, which include representations of Resources.

ZIRREMPISERN SR EMEX RN —MER RS, MURIMROCFRISTRZ BAEEX R, SEIRMUERAY
AW AT, BEAHE—ARMRR (URI) 5RO, XEEOFEEXNRIRNRESTUR{E. 8 TRESTUI



BREMBIRENERRES (BPR) MUIRENMAT (BRSE) . AIXERTD, BIALLIEFIRRS
F[IVRE . EEIREMAIMEHE IE, HARIMERSRS[OEAIRE LERESTRE, B, Eﬂ
BIEAFAERIREH I U LRSR. SRESTREMNIE—H, S RESTURMEHESERRIE
TXRENFREER, HEB—ANBRRE (ANESEREXNLIR. R, Fir. MERFBEM (
CRUDN) ) XI5z, HAEHEFRIFNERT.

Figure 1 depicts the architecture.

B R T 1254,
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Figure 1 — Architecture - concepts El1 — 22#3-1:3

The architecture is organized conceptually into three major aspects that provide overall separation of
concern: Resource model, RESTful operations and abstractions.

ZERMEBRZS LSRN ="EEAE, RETERNRIIKER: FFRE, RESTUBREMMR,

e Resource model: The Resource model provides the abstractions and concepts required to
logically model, and logically operate on the application and its environment. The Core Resource
model is common and agnostic to any specific application domain such as smart home, industrial
or automotive. For example, the Resource model defines a Resource which abstracts an entity
and the representation of a Resource maps the entity’s state. Other Resource model concepts
can be used to model other aspects, for example behavior.

FIREE: RRRRIRMIEE FREHENARER REIME F#TEERIEFIRNMRANSTE. %
ODEREESHEESERN A (N8xRE. TWEaE) @AM, fli, &



TRIRELE X T EAHRMENER, BRNRTEZNME T SHRPRS., HERREEHSTHAT
Hh S EREER, BT,

e RESTful operations: The generic CRUDN operations are defined using the RESTful paradigm to
model the interactions with a Resource in a protocol and technology agnostic way. The specific
communication or messaging protocols are part of the protocol abstraction and mapping of
Resources to specific protocols is provided in 11.4.

RESTfult®fE: BACRUDNIRER(EARESTUEBEN, UEURSHMNAEATXNARNEH
RNRZETER, SENBESE S ERMNENIIRREN—ED, MATRNE T ZRIS
TE X AIBREY

e Abstraction: The abstractions in the Resource model and the RESTful operations are mapped to
concrete elements using abstraction primitives. An entity handler is used to map an entity to a
Resource and connectivity abstraction primitives are used to map logical RESTful operations on
data connectivity protocols or technologies. Entity handlers may also be used to map Resources
to Entities that are reached over protocols that are not natively supported by OCF.

RN ERAMKRRIEERFREPNHMRGSHIRESTUNREMGIZIEATTEDR, [FEASEALLIE
RERTAMSEER, HEEERRRERTRZERESTUNREIEI R AR ERMNEFAR,
SEARRMIERE R th AT B IS S RBREY BISEAR, SXABREY @IS IFOCFRA SN IR ZIM

5.3 Functional block diagram INgEIEE

The functional block diagram encompasses all the functionalities required for operation. These
functionalities are categorized as L2 connectivity, networking, transport, Framework, and application
profiles. The functional blocks are depicted in Figure 2.

EEEE B SRIEFMTRAAMAINRE, XL AL2ERE. BN, &, ERMNNAEFREX M. IhEE
BRUNE2F7R .
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Figure 2 — Functional block diagram [E2 — Ih&EIEE

L2 connectivity: Provides the functionalities required for establishing physical and data link layer
connections (e.g., Wi-Fi™ or Bluetooth® connection) to the network.

L27EsE: RILANBETYIENBUREREEER (Blal, Wi-FiVEEEc&ER) FRFaIhge.
Networking: Provides functionalities required for Devices to exchange data among themselves

over the network (e.g., Internet).

BXW: IRANREZEEENE (FIMNEN) IREIEMRTRAIIN6EE.

Transport: Provides end-to-end flow transport with specific QoS constraints. Examples of a

transport protocol include TCP and UDP or new Transport protocols under development in the

IETF, e.g., Delay Tolerant Networking (DTN).

£ RERBKEQoSHRNIKTIHREEZ K., EHNMNAIRAIEHE TCPHUDP, SEIETFH

EREFROFERMIY, B, RHESENL (DTN) .

e Framework: Provides the core functionalities as defined in this document. The functional block is
the source of requests and responses that are the content of the communication between two

Devices.
MEZR: RSP TEXZOINEE, DHEERZ B RN AR, BRI MRS Z B8
BEAS.



e \ertical Domain profile: Provides market segment specific functionalities, e.g., functions for the
smart home market segment.

EEEREXH: REMAD TIHNIEEINE, fINBEREDIZE D NINEE.

When two Devices communicate with each other, each functional block in a Device interacts with its
counterpart in the peer Device as shown in Figure 3.

AR MKEEEEEN, REPNESININERENFREPONNEZFHITRE, WMESAMR.

Device 1 Device 2
Vertical Domain < Profiles > Vertical Domain
Framework < Resources > Framework
Transport <:7Transport4> Transport
Networking < Network > Networking
L2 Connectivity <I7Physical 4> L2 Connectivity

Figure 3 — Communication layering model [E3 - @520 BIEE

5.4 Framework {EZ2

Framework consists of functions which provide core functionalities for operation.

HEZR A N IRIFIR A% O INRERTHRE R AE M .

e |dentification and addressing. Defines the identifier and addressing capability. The Identification
and addressing function is defined in clause 6.
RBIAIS U, EXARMRFASUINEE, IRBIFISLUINEEN E6E,

e Discovery. Defines the process for discovering available.
BRI, EXRIARIANIRE,

e Devices (OCF Endpoint Discovery in clause 10) and
®& (B10EFOCFIHSAIIN)

e Resources (Resource discovery in 11.2).
BR (BNM28MPANRREIN)

e Resource model. Specifies the capability for representation of entities in terms of Resources And
defines mechanisms for manipulating the Resources. The Resource model function isdefined in



clause 7.
FREE, 18E TRARKRTEMEESN, HEXTRIEGDRNE, ER7TEREX T FIREE
BRIEL

e CRUDN. Provides a generic scheme for the interactions between a Client and Server as defined
in clause 8.

CRUDN, ®EFIRTIRSEZENRERE—TBALR, MESEMEX.

e Messaging. Provides specific message protocols for RESTful operation, i.e. CRUDN. For
Example, CoAP is a primary messaging protocol. The messaging function is defined in 11.5.
=8, NRESTURIEIRMEISEAGEEMIN, BICRUDN, i, CoAPR—MUEE(EEINN. &
M.5FMRENX T HEZBINGE,

e Security. Includes authentication, authorization, and access control mechanisms required for
secure access to Entities. The security function is defined in clause 13.

T2, BEREMIHRSEMBNSMHINE. RIRAIBREFIG . ER13EREX T ZEIIEE.

6 Identification and addressing R3S it

6.1 Introduction 3|3

Facilitating proper and efficient interactions between elements in the Framework, requires a means to
identify, name and address these elements.

NEERPTRZEAESNERORE, FE-MEBIRG. aRNLEXLETRNTG A,

The identifier unambiguously identifies an element in a context or domain. The context or domain may be
determined by the use or the application. The identifier is expected to be immutable over the lifecycle of
that element and is unambiguous within a context or domain.

WRIRTF R ARRRRARIR E X EE R R, AIMNBERESNAAURE L TXEE ., HHEEZT
FNEREEBPIZAMRTAR R, HEE L TXEEFA ARREE.

The address is used to define a place, way or means of reaching or accessing the element in order to
interact with it. An address may be mutable based on the context.

MR ARFEXTTRIMIE .. EAREHILEDTRNARRLE, MESTEHITRE, RIBELTX,
AT AR AT,

The name is a handle that distinguishes the element from other elements in the Framework. The name
may be changed over the lifecycle of that element.

BIRAAEA—TIRIE, AIMUEEMTRSERPNEETEX DR, TAmENEGRERF, FIUE
ET iR

There may be methods or resolution schemes that allow determining any of these based on the
knowledge of one or more of others (e.g., determine name from address or address from name).



AIREE —ERETBRAL RAFRE-— TS THEMRKBE U RAMPEF—T (BI90, Mt
TE RN M B FREAE i)

o

Each of these aspects may be defined separately for multiple contexts (e.g., a context could be a layer in
a stack). So an address may be a URL for addressing Resource and an |IP address for addressing at the
connectivity layer. In some situations, both these addresses would be required.
REFEFNE—THIRENZ P ETXOFNEX (BIg, — P ETXRAINE#ERFN—R) . Eit,
it AT LR AT S U ERINURLA B TR EEESUAIPHIE, FERLEFRT, XM M it 0FErY,

For example, to do RETRIEVE (see 8.3) operation on a particular Resource representation, the Client
needs to know the address of the target Resource and the address of the Server through which the
Resource is exposed.

BN, EENHBERBRRTITEER (BB NR8.3) B, EFRIHREMEBRERIMIEAAFHIRIARS
Fhilt,

In a context or domain of use, a name or address could be used as identifier or vice versa. For example,
a URL could be used as an identifier for a Resource and designated as a URI.

FEEANLETEUER, BRI AT XBERRRT, K2R, Flil, URLEIARBIES RAVARIRFFFH ]
MHFEE FURI,

The remainder of this clause discusses the identifier, address and naming from the point of view of the
Resource model and the interactions to be supported by the Resource model. Examples of interactions
are the RESTful interactions, i.e. CRUDN operation (clause 8) on a Resource. Also The mapping of these
to transport protocols, e.g., CoAP is described.

AENEREPD MBTREEN G RR B SIFNRZ ENARITSRRAR . itilaE., XTFRENZEGINZE
RESTfUIRRE, BI&IR EAICRUDN#RME (58%F) . Lboh, BRMMIHMNAYBRET, BIA1XHAAHEARAICOAP,
hERE5REHXRN—IF,

6.2 Identification 25

6.2.1 Device and Platform identification i Zf1FESiR5!

This document defines three identifiers that are used for identification of the Device. All identifiers are
exposed via Resources that are also defined within this document (see clause 11.2).
AXHEXT = TATFIRAINIEENRRT . MEMRATHEBI A GFPREXNERLAFN (ZHE11.2

%) .

The Permanent Immutable ID ("piid" Property of "/oic/d") is the immutable identity of the Device ,the

persistent valid value of this property is typically only visible after the Device is on-boarded(when not
on-boarded the Device typically exposes a temporary value). This value does not change across the
life-cycle of the Device.



KAAREZID (“foic/d" 8y piid" /ElE) BIRFHIAATENR, ZRENBABRERBEREARERKET
AR (REEN, REEBQAT—TRE) . ZETRENBEMEGBRPAIZHE.

The Device ID ("di" Property of "/oic/d") is a mutable identity. The value changes each time the Device is
on-boarded. It reflects a specific on-boarded instance of the Device.

IREID (“Yoic/d"8y d"EM) B—TAIEINR, BRIRFLEN, ZEHEEL, ERRTIRENIFTER R
LA,

The Platform ID ("pi" Property of "/oic/p") is the immutable identity of the Platform on which the Device is
resident. When multiple logical Devices are exposed on a single Platform (for example,on a Bridge) then
the "pi" exposed by each Device should be the same.

FAaID (“oic/p’dpEM) BIRFEMEFENATZEMRIR, HZMEERFHLIE—TFEL (FlW, &
g , A MRELIMN P A IZZHEN,

6.2.2 Resource identification and addressing H=EFRIRF1S 4t

A Resource may be identified using a URI and addressed by the same URI if the URI is a URL. In some
cases a Resource may need an identifier that is different from a URI; in this case, the Resource may have
a Property whose value is the identifier. When the URI is in the form of a URL, then the URI may be used
to address the Resource.

FIRFTUMERAURIRR, WMRURIZURL, NAILAMERERNURIFUE, EREBRT, RRAIEEFES
URIFARIMIRARE; EZMIERT, RRAEE—TEME, HEERMRT. SURIMURLNENFER, 7
PAMERURIBES UL EIR

An OCF URI is based on the general form of a URI as defined in IETF RFC 3986 as follows:
OCF URIETFIETF RFC 398691 E X HIURIB—ARAZZ0, W FEAR:

<scheme>://<authority>/<path>?<query>

Specifically the OCF URI is specified in the following form:
B{R3i%, OCF URIAATREZIERE :

ocf://<authority>/<path>?<query>

The following is a description of values that each component takes.
TEHENS MM RANENER,

The scheme for the URI is "ocf". The "ocf" scheme represents the semantics, definitions and use as
defined in this document. If a URI has the portion preceding the "//" (double slash) omitted, then the "ocf"
scheme shall be assumed.

URIFIERNZ ocl”, “ocf R RT TIRAXMUEXIIEX . EXFEM., WMRURIBEE T/ (SRAL) AIE
ER S, BRANARERFT “ocf &R,



Each transport binding is responsible for specifying how an OCF URI is converted to a transport protocol
URI before sending over the network by the requestor. Similarly on the receiver side, each transport
binding is responsible for specifying how an OCF URI is converted from a transport protocol URI before
handing over to the Resource model layer on the receiver.

B MERYIE AREIRRE BT ML &% 2 BIIEEOCF URIINMEIEE A EMTMNURI, R, EZKIH
, B MEWSEE ST EOCF URITERB R L1 IR EHRIEELE Z ATANE MR MY URIFE 2 OCF URI

o

The authority of an OCF URI shall be the Device ID ("di") value, as defined in [OCF Security], of the
Server.
OCF URIFR RN 1Z 2 AR S523H0IRZID (“di") {E, S0[OCF Security]E XHIBLEE,

The path is a string that unambiguously identifies or references a Resource within the context of the
Server. In this version of the document, a path shall not include pct-encoded non-ASCII characters or
NUL characters. A path shall be preceded by a "/" (slash). The path may have "/"(slash) separated
segments for human readability reasons. In the OCF context, the "/" (slash)separated segments are
treated as a single string that directly references the Resources (i.e. a flat structure) and not parsed as a
hierarchy. On the Server, the path or some substring in the path may be shortened by using hashing or
some other scheme provided the resulting reference is unique within the context of the host.
BRE—TFRE, ERERIRESI ARG L TXXHER., X TRANXGS, BIETEESpct
iBAVIFasciFRIEINULFR ., BREMNBIEMZE—T (%) . BREaN o RINERNETIE.
FEOCFLTFXH, 7 (RA) PRHNEEMAN—TBERNFRE, EEESIBRR BI—TFESEW) |
MARERNRREWHITHEN, ERSEN, WRERSIBEENLTXHEE—RI, WAIDMEREIIE
FHM S RERBREWBEPHNRELEFFRS,

Once a path is generated, a Client accessing the Resource or recipient of the URI should use that path as
an opaque string and should not parse to infer a structure, organization or semantic.

—BARTERE, hORFENEFPIHRHURIIIESENZSZEBEAERNERNFRE, MAMIZEI BT
SRAERTZEN . LHRSNIE N,

A query string shall contain a list of "<name>=<value>" segments (aka name-value pair) each separated
by a "&" (ampersand). The query string will be mapped to the appropriate syntax of the protocol used for
messaging. (e.g., CoAP).

BEWFHBENZEE— T <name>=<value>"Er (XIAREY) FIR, STERZEAE (&and) 2E.
BRFRHIGRG IR TH B EENMNINAESHIEE. (BIWCoAP),

A URI may be either fully qualified or relative generation of URI. A URI may be defined by the Client
which is the creator of that Resource. Such a URI may be relative or absolute (fully qualified). A relative
URI shall be relative to the Device on which it is hosted. Alternatively, a URI may be generated by the
Server of that Resource automatically based on a pre-defined convention or organization of the
Resources, based on an OCF Interface, based on some rules or with respect to different roots or bases.



URIFTAZSEZREAURI, W] IARURIBIEN AN . URIFTBEIBZIZZRNEFIEX . XFHURIFT
MEBEMHENN (REREN) . —THEMURINIZEXNTFEMRENIRS, HE, ZERRSZETIN
RIEFE XNAERRZRNAR . OCFiRO. —EHNARIRSEEBENEMURI,

The absolute path reference of a URI is to be treated as an opaque string and a Client should not infer
any explicit or implied structure in the URI - the URI is simply an address. It is also recommended that
Devices hosting a Resource treat the URI of each Resource as an opaque string that addresses only that
Resource. (e.g., URI's "/a" and "/a/b" are considered as distinct addressesand Resource b cannot be
construed as a child of Resource a).

URIBYLEIS R 125 | RIS M AT EPRNF R &, BEFIHANIZ
R[AE—Mihiit, FENGEHFRNZERE DR E’JURI%}JJ,JLI\IE%\E E’JT\LHH$f—T$ (1§Jtll], URI
B9 /2”0 /a/o” WIN R B AEAIMLE, TR NEEMRERR N RalIFHIR, )

6.3 Namespace: SpRZ|H:

The relative URI prefix "/oic/" is reserved as a namespace for URIs defined in OCF specifications and
shall not be used for URIs that are not defined in OCF specifications. The prefix "oic." used for OCF
Interfaces and Resource Types is reserved for OCF specification usage.

EXSURIBIZ /oic/RENOCFIIERE X MURINBIR= B, ANHFOCFRIEFRAREXMURI, BT
OCF#EOMZRIRAEBRAIRFIS oic.REBLEOCFHLBIER,

6.4 Network addressing 48311t

The following are the addresses used in this document:

AT BARXH-F{E ATt -

IP address

IP tthiit

e An IP address is used when the Device is using an IP configured interface.
HigR(ERREFNIPEON, {ERAIPHEL,

e When a Device only has the identity information of its peer, a resolution mechanism is needed to
map the identifier to the corresponding address.

H—MRERAENNFRENEMNERN, BE—ET GG MR RTIRETEIE N a9t ,
7 Resource model &#;FIERY

7.1 Introduction 3|5

The Resource model defines concepts and mechanisms that provide consistency and core
interoperability between Devices in the OCF ecosystems. The Resource model concepts and
mechanisms are then mapped to the transport protocols to enable communication between the Devices -



each transport provides the communication protocol interoperability. The Resource model, therefore,
allows for interoperability to be defined independent of the transports.

FIRIREE X T HOCFAS R GIRIRMIR & Z B — MM O EREE RIS S FNE] . AfE, KBHEIRE
B SN HBRE ZIEWINY, MUHRE Z BB E—S8 MER IR ARENINEREMY, AL,
FRRB R VPIRI T ERTME X BiRFL,

In addition, the concepts in the Resource model support modelling of the primary artefacts and their

relationships to one and another and capture the semantic information required for interoperability in a

context. In this way, OCF goes beyond simple protocol interoperability to capture the rich semantics

required for true interoperability in Wearable and Internet of Things ecosystems.

b, BRRE PR ESITN EBEA TG AERIE Z ERRRFITER, HHIRE T XRERIEMAR

REXER, BEXMAI, OCFEl T BBENMNEREY, RETIFENMEMNESRFRELE
BERFMRFBNFESFIEX

The primary concepts in the Resource model are: entity, Resources, Uniform Resource Identifiers (URI),
Resource Types, Properties, Representations, OCF Interfaces, Collections and Links. In addition, the
general mechanisms are CREATE, RETRIEVE, UPDATE, DELETE and NOTIFY. These concepts and
mechanisms may be composed in various ways to define the rich semantics and interoperability needed
for a diverse set of use cases that the Framework is applied to.
FREEPRNEERSH LR, R, H—ERMRF (UR) | BRER, B, KRR, OCF#

0. S&MeEE. i, —MNHIZeIE (CREATE) . % (RETRIEVE) . B (UPDATE) . fifR

(DELETE) #@%1 (NOTIFY) . XEMISFANEIRI AN AXAS, AE XAEZRMN AN ERGISE

PRIV FEEE X EIRIFM,

In the OCF Resource model Framework, an entity needs to be visible, interacted with or manipulated, it is
represented by an abstraction called a Resource. A Resource encapsulates and represents the state of
an entity. A Resource is identified, addressed and named using URIs.
EOCFRRREUELR S, SLAFAN. BEREFERE, EHMABZRIMEKRT. BRIRHRTE
REPRES. (EAURIRIR, S GERIR.

Properties are "key=value" pairs and represent state of the Resource. A snapshot of these Properties is
the Representation of the Resource. A specific view of the Representation and the mechanisms
applicable in that view are specified as OCF Interfaces. Interactions with a Resource are done as
Requests and Responses containing Representations.

BHME key=value’s¥, RRFRAVATE., XLEBUNRBERZRNERT. RANWEFEMBENZMEFER
MINHIEIEE ROCFEO., SHERNRERBEIBE T RTRANERMMN ESTAT,

A Resource instance is derived from a Resource Type. The uni-directional relationship between one
Resource and another Resource is defined as a Link. A Resource that has Properties and Links is a
Collection.



VREGIREBRFRE, —THRBNS—TRRZBNBEAXAKEX NiEER, BERENEHRNER

—INEEA
| %Do

FD 3%

A set of Properties can be used to define a state of a Resource. This state may be retrieved or updated
using appropriate Representations respectively in the response from and request to that Resource.
—HREMTATEXRZRIVAE, FTATER B & RN R FXZERANIE R PERE SR TR R
BEIRS,

A Resource (and Resource Type) could represent and be used to expose a capability. Interactions with
that Resource can be used to exercise or use that capability. Such capabilities can be used to define
processes like discovery, management, advertisement etc. For example: discovery of Resources on a
Device can be defined as the retrieval of a representation of a specific Resource where a Property or
Properties have values that describe or reference the Resources on the Device.

TR (EREE) fIURTHBT ARG, SR RNRE AT RESERZINEE. XEIhEER A
TEXRI. B, AEFRE. Hl: FiE ERMBRAINEXAMFERRR-ONER, HPF—
HEZTERMAEBHASEIRIEE LR RNE.

The information for Request or Response with the Representation may be communicated on the wire by
serializing using a transfer protocol or encapsulated in the payload of the transport protocol - the specific
method is determined by the normative mapping of the Request or Response to the transport protocol.
See 11.4 for transport protocols supported.

A RRAIER LN (S B AT ORI (E B R IGH T R I B H R RN B M A B P H TR
BIE—RARERIEKRENEN ZEHIMXAASEMRERE . IFNERMX 114,

The OpenAPI 2.0 definitions (Annex A) used in this document are normative. This includes that all
defined JSON payloads shall comply with the indicated OpenAPI 2.0 definitions. Annex A contains all of
the OpenAPI 2.0 definitions for Resource Types defined in this document.

A HRERIOpenAPl 2.0E X (FFFA) 2FCH, XEIEMEENXHISONERHEHLNTEIEE
#I0penAPI 2.0EX ., MIFABEARXMHHTE X HIFTE EIREZEAIOpenAPl 2.0 X,

7.2 Resource &R

A Resource shall be defined by one or more Resource Type(s) - see Annex A for Resource Type. A
request to CREATE a Resource shall specify one or more Resource Types that define that Resource.
FRNEA— M2 EIREEEN—FREENMRA, CIESRRINERMIEEE X T 2R RN— 12

SN ST
MERIRREL,

A Resource is hosted in a Device. A Resource shall have a URI as defined in clause 6. The URI may be
assigned by the Authority at the creation of the Resource or may be pre-defined by the definition of the
Resource Type. An example Resource representation is depicted in Figure 4.



BFEBEIRER. FRMNIZEBHEOERE XAURI, URIFTAERIZ RN BN D E, trRIAR
RIREBNEXFREX , B4R T — P RAIZRRT,

L uri

Imy/resourcefexample S

{

"rt": ["oic.r.foobar"], = Froperties
"if": ["eoic.if.a"],

"wvalue": "foo wvalue"

}

Figure 4 — Example Resource [E|4 — &Rl

Core Resources are the Resources defined in this document to enable functional interactions as defined
in clause 10 (e.g., Discovery, Device management, etc). Among the Core Resources, "/oic/res", "/oic/p",
and "/oic/d" shall be supported on all Devices. Devices may support other Core Resources depending on
the functional interactions they support.

BORBEARAAFREXNER, BTFIIME10EREXNINELURE (Fiw, &M, RFEEE) . &
BIOVERR, FRBEIREN 2 foic/res”. “loic/p”f1“/oic/d”, RERTRESISEMZOERIR, XEVATFEIXZ
FINEEMR E,

7.3 Property B4

7.3.1 Introduction 5|

A Property describes an aspect that is exposed through a Resource including meta-information related to
that Resource.

B T B ERHTATN—TAHE, SRS %EREXNTESR.

A Property shall have a name i.e. Property Name and a value i.e. Property Value. The Property is
expressed as a key-value pair where key is the Property Name and value the Property Value like ¢
Property Name> = (Property Value>. For example if the "temperature" Property has a Property Name
"temp" and a Property Value "30F", then the Property is expressed as "temp=30F". The specific format of
the Property depends on the encoding scheme. For example, in JSON, Property is represented as "key":
value (e.g., "temp": 30).

BUMAIZEEMR, EMEME, tLEEME. BERTAREN, HRREERMS, BEREME, fla<
BME> = <BMYE>. fW, MR temperature’ BMEE—TEME temp’ I —TEME30F", BAZEM
RmAtemp=30F", BHEMNIFERINBURTRIGAHE, HIa0, £IJSONF, EBHMRTR N key value (f:
“temp”:30) .



In addition, the Property definition shall have a

7o, BEEXIIZE

e Value Type - the Value Type defines the values that a Property Value may take. The Value Type
may be a simple data type (e.g. string, Boolean) as defined in 4.3 or may be a complex data type
defined with a schema. The Value Type may define
BRB—ERFEXTRMEEPTURNE, BEXEEFTNE43PEXNEREIELE (FINFR
$. MmRE) , BAIMNERAEXNEREIERE, BEREAIMUENR

o Value Rules define the rules for the set of values that the Property Value may take. Such
rules may define the range of values, the min-max, formulas, the set of enumerated
values, patterns, conditional values, and even dependencies on values of other
Properties. The rules may be used to validate the specific values in a Property Value and
flag errors.

EMNE X BHER BeRARESANN ., XEMMTUE XEEE. f/N&XE. B
] WBES. & FMHE, EEENEMBMHENRE. MNTRTFRIEREENY
EEMITICEIR.

e Mandatory - specifies if the Property is mandatory or not for a given Resource Type.
EHE—HEEAERREENBEEEEELTEN.

e Access modes - specifies whether the Property may be read, written or both. Updates are
equivalent to a write. "r" is used for read and "w" is used for write - both may be specified. Write
does not automatically imply read.
hEERN—EERMEFIE. I5SHMEYF, EMFRTERIE, TATER, WwHETEA
—MEEAIMEE . EAHTENEIREIZE,

The definition of a Property may include the following additional information - these items are informative:
BHAIE X FT A B AT INE B—XEE B2 ERHERY:

e Property Title - a human-friendly name to designate the Property; usually not sent over the wire.
BURBIR—FREREENALERR; BENBILEAZE,
e Description - descriptive text defining the purpose and expected use of this Property.

HA—7E XUt 14RY B AN FRER B ROHIAR M SR,

In general, a Property is meaningful only within the Resource to which it is associated. However a base
set of Properties that may be supported by all Resources, known as Common Properties, keep their
semantics intact across Resources i.e. their "key=value" pair means the same in any Resource. Detailed
tables for all Common Properties are defined in 7.3.2.

BE, BENESEXKNERPEREX., A, MAERRHISHN—HEAEY FRA/HKEY) &R
RZEMRIFIEXAZE, BIENH key=value’ WA RRLZEEN, FIEAHEMNIFHRE?.3.24
TE X o



7.3.2 Common Properties 2@t

7.3.2.1 Introduction 3|5

The Common Properties defined in this clause may be specified for all Resources. The following
Properties are defined as Common Properties:
AIARFRE RIRIEELFRPEX N2 EREY . U TEUEX A AHREM:

e Resource Type RFHEE

e Resource Interface &IRIEO
e Name &R

e Resource |dentity. ZRITIR

The name of a Common Property shall be unique and shall not be used by other Properties. When
Defining a new Resource Type, its non-common Properties shall not use the name of existing Common
Properties (e.g., "rt", "if", "n", "id"). When defining a new "Common Property", it should be ensured that its
name has not been used by any other Properties. The uniqueness of a new Common Property name can
be verified by checking all the Properties of all the existing OCF defined Resource Types. However, this
may become cumbersome as the number of ResourceTypes grow. To prevent such name conflicts in the
future, OCF may reserve a certain name space for Common Property. Potential approaches are (1) a
specific prefix (e.g. "oic") may be designated and the name preceded by the prefix (e.g. "oic.psize") is
only for Common Property; (2) the name consisting of one or two letters are reserved for Common
Property and all other Properties shall have the name with the length larger than the 2 letters; (3)
Common Properties may be nested under specific object to distinguish themselves.

PHEUNBMN SZ W, FNEEBBEEER, EXHERELN, HIEFARBUETRERIEL
HEMRBMR (@0, “if. “n” “id) . BEX T AHBEMW N, MZBRENBIRSBRETEH
fthEIEER ., PTBEEMAINAOCFE X MEREIRFNA BIEMNIIEM A LB RAOE—E, A
, MERREEMEAEM, XFTETERMM. I THLERREINXFENZIRPR, OCFRIGENAHE
MERBRENGRZE. AJRENAEE (1) BE—TENRIS (Blaloic”) , RFRBIMLLAIS (w0
“oic.psize”) INAFAHEM; (2) B—THRTFEMANZFRENAHREY, HttEMNZHREKE
NERFRINFR; (3) 2HEMAIMBRETHENRFURSECS.

The ability to UPDATE a Common Property (that supports write as an access mode) is restricted to the
"oic.if.rw" (read-write) OCF Interface; thus a Common Property shall be updatable using the read-write
OCF Interface if and only if the Property supports write access as defined by the Property definition and
the associated schema for the read-write OCF Interface.

EIAHEMNEEN CHFTRBBEAERIBEIER) (XRTF oic.if.rw” (125) OCF#EO; Elt, HEXHZ
BHUZFHBEME X MIEEOCFEONKEENEXNS AR, 7 A MERIRSOCFEOEMHRAH
Bk,



The following Common Properties for all Resources are specified in 7.3.2.2 through 7.3.2.6 and

summarized as follows:

7322873 26HMETHRERFHNUTAREMY, HEEWT:

Resource Type ("rt") - this Property is used to declare the Resource Type of that Resource. Since
a Resource could be defined by more than one Resource Type the Property Value of the
Resource Type Property can be used to declare more than one Resource type (see clause7.4.4).
See 7.3.2.3 for details.

FREE (') —UEMATERZERNERERE, ATFRRAIMASTRREREEN, RELLA
MERRRLEBUNBEMHEFRZIRRELE (BNHE74487) , ¥A07.3.23,

OCF Interface ("if") - this Property declares the OCF Interfaces supported by the Resource.The
Property Value of the OCF Interface Property can be multi-valued and lists all the OCF Interfaces
supported. See 7.3.2.4 for details.

OCF#O("if)——Ubt/B AR IR IFAIOCFEN , OCFEORMMNBHERNE ZEN, HIH
FRE S SMOCF#O, 1#17.3.24,

Name ("n") - the Property declares human-readable name assigned to the Resource. See7.3.2.5.
BM-("n")—RB M FRD AR RIS IERM., 17.3.2.5,

Resource Identity ("id"): its Property Value shall be a unique (across the scope of the host Server)
instance identifier for a specific instance of the Resource. The encoding of this identifier is Device
and implementation dependent. See 7.3.2.6 for details.

FRMNR (Md"): ENEMENZEFERFREFNE SRR (BHEENRSIERE) . %
WRTFRORRS MR TR F AL, 1¥007.3.2.6,

7.3.2.2 Property Name and Property Value definitions B4 BfFIEMEETE X

The Property Name and Property Value as used in this document:

AXHPERNREERMEIEE:

Property Name - the key in “key=value” pair. Property Name is case sensitive and its data typeis
"string". Property names shall contain only letters A to Z, a to z, digits 0 to 9, hyphen, anddot, and
shall not begin with a digit.

BHE—f=E"NPNE, BERX7ANG, ERERENFRE ., BUHERBREESFEA
Bz, aRlz. FF0RI9, EFFMMR, TEENUHFFX,

Property Value - the value in "key=value" pair. Property Value is case sensitive when its datatype
is "string".

B E—key= Value’XIFpV{E, B EAHBERENFHRERNXIRNE,

7.3.2.3 Resource Type &FREHR

Resource Type Property is specified in 7.4.

o s s
AR ES

BIBMTET APIETE.



7.3.2.4 OCF Interface OCF#E[]

OCF Interface Property is specified in 7.6.
OCF#OEME7.6IEE. .

7.3.2.5 Name R}

A human friendly name for the Resource, i.e. a specific resource instance name (e.g.,
MyLivingRoomLight), The Name Property is as defined in Table 2
— DAMANEREMR, BMSERZIREAERZ (6]: MyLivingRoomLight) , BREMEEXIER2H

Table 2 — Name Property Definition
K2 - BIBEMEX

Property Property Value Value Unit Access Mandatory Description
title name type rule Bt mode RHIME iR
[EA el B xR | ERN PhlajtE=t
Name "n" "string" N/A N/A R,W No Human understandable name
B for the Resource.
AEF BRI ZIRER.

The Name Property is read-write unless otherwise restricted by the Resource Type (i.e. theResource
Type does not support UPDATE or does not support UPDATE using read-write).
PRAEZZREEAIRS], BMBEUZEANEEN (BIRREEANIFERIAIHEREENER) .

7.3.2.6 Resource Identity & EHRIR

The Resource Identity Property shall be a unique (across the scope of the host Server) instance identifier
for a specific instance of the Resource. The encoding of this identifier is Device and implementation
dependent as long as the uniqueness constraint is met, noting that an implementation may use a uuid as
defined in 4.3. The Resource Identity Property is as defined in Table 3.
BIRMMIR BN A E RTHIRE—STHIRRAT (BEEVARSSTEE) . RAEHEH MR, XD
FRRFFRISIAREI T2 2T, 4.3 F XHuuida] LAER— P EANIH, SFEMREMNRIFE
X HIBBHE,

Table 3 - Resource Identity Property Definition

K3 - BFMIARME X

Property Property Value Value Unit Access Mandatory Description
title name type rule =B mode SR b iUy
BitAnE BiERTR (EESiY] B ihlaiE
Resource "id" "string" Implementation N/A R No Unique identifier of
Identity or uuid Dependent the Resource (over
BIRMRIR TI7STH all Resources in the
Device)
IR ME—IRIRTRE
(RERFTE SR
%)




7.4 Resource Type HRiFER
7.4.1 Introduction 5|

Resource Type is a class or category of Resources and a Resource is an instance of one or more
Resource Types.

RRRBERFN—NEIER, RFEE— RS TRIREERILH,

The Resource Types of a Resource is declared using the Resource Type Common Property as described
in 7.3.2.3 or in a Link using the Resource Type Parameter.
RRNRREREZ(EA7 3.2 3P HANTIREREAHEMFRN, REEERARREESHNEIZFER
E,\]O

A Resource Type may either be pre-defined by OCF or in custom definitions by manufacturers, end
users, or developers of Devices (vendor-defined Resource Types). Resource Types and their definition
details may be communicated out of band (i.e. in documentation) or be defined explicitly using a
meta-language which may be downloaded and used by APlIs or applications. OCF has adopted OpenAPI
2.0 as the specification method for OCF’s RESTful interfaces and Resource definitions.
FIREEFTBAROCFIMEE X, LA MAIRENHEIER . RERAFHAAKAR (HNEEXGEIREDR)
BENX, BREEREEXHTRINETINERE (BIEXEFR) « hrl AMERRT#APISER A2 F FEAE
FAMTIESREXNEX . OCFRFAOpenAPI 2.0/EOCF RESTullE OFMBIRE XMIMB A E.

Every Resource Type shall be identified with a Resource Type ID which shall be represented using the
requirements and ABNF governing the Resource Type attribute in IETF RFC 6690 (clause 2 for ABNF
and clause 3.1 for requirements) with the caveat that segments are separated by a "."(period). The entire
string represents the Resource Type ID. When defining the ID each segment may represent any
semantics that are appropriate to the Resource Type. For example, each segment could represent a
namespace. Once the ID has been defined, the ID should be used opaquely and implementations should
not infer any information from the individual segments. The string "oic", when used as the first segment in
the definition of the Resource Type ID, is reserved for OCF-defined Resource Types. All OCF defined
Resource Types are to be registered with the IANA Core Parameters registry as described also in IETF
RFC 6690.

B EREBENZA— N RRERIDNRANR, ZIDRIZERIETF RFC 6690/ &R E B4R
ERFIABNFRERR (254 3TABNFRIMEFZEIAETERVIE) , EEEFENRZ, BRZEHR—
NMDIR. BIFRERTHRFEEID, EENXIDEN, BTEAURTESHRFEXRENEENEN., Fl
M, 8NERAURTI— 1 ®RTE, —BEXTID, FAIZAERMERID, SLIARIZME N EHE
WHEEE R, FRIE 0ic’RFRIRERIDE X FRIE— TR, ERHOCFEXNFREIRER, A
BEXROCFHIFRLIEEIRIETF RFC 6690 EARIBRE, TEIANAZOSEUEMZRAIEM.



7.4.2 Resource Type Property HiRXEE 4

A Resource when instantiated or created shall have one or more Resource Types that are the template
for that Resource. The Resource Types that the Resource conforms to shall be declared using the "rt"
Common Property for the Resource as defined in Table 4. The Property Value for the"rt" Common
Property shall be the list of Resource Type IDs for the Resource Types used astemplates (i.e., "rt"=<list of
Resource Type IDs>).
SHEMERIZNERMNIZE — TS T RIREE, EM@ZARNER, ZRFENEREIENFERARS
PEXNFR U AKBEESR, " AHEMNEMEN D BERRINERERNEIRERIdIIR (B,

“rt’=<BIREBd >IFIR)

Table 4 - Resource Type Common Property definition
13§4 _;J'%;I \;%EE/A;;E‘EESL

Property Property Value Value Unit Access Mandatory Description
title name type rule BT mode S iU

BT BB E3E B ThlEltgE

Resource rt" "array" Array of strings, N/A R Yes The Property name
Type conveying rt is as described in

BiRER Resource Type IDs IETF RFC 6690

BMERMEIETF
RFC 669015 iR

Resource Types may be explicitly discovered or implicitly shared between the user (i.e. Client) and the

host (i.e. Server) of the Resource.

RRREAJUERFENARF (BIEFR) MEN (BIRS=S) ZEEXNHEAMGRIAMHE,

7.4.3 Resource Type definition ZFiFERE X

Resource Type is specified as follows:
FREBIEEWT:

e Pre-defined URI (optional) - a pre-defined URI may be specified for a specific Resource Type in
an OCF specification. When a Resource Type has a pre-defined URI, all instances of that
Resource Type shall use only the pre-defined URI. An instance of a different Resource Type shall
not use the pre-defined URI.

FE X URI(FTi%)

FAIATEOCFALE A 94

=P
TREDT

TREBEEFNE XURI, HEHREBBFIE X

URIRY, ZEREBLRIATA LA RBEERFIE XAIURI, REIZEIREEASEHIAEEERFIE XAURI

o

e Resource Type Title (optional) - a human friendly name to designate the Resource Type.
FREERE (Flit) —RATHEERREENALLRR,




e Resource Type ID - the value of "rt" Property which identifies the Resource Type,

(e.g.,"oic.wk.p").

e s s
AR ES

BID—t"8

HEYE, EMRER

KB ()

“oic.wk.p”) .

e Resource Interfaces - list of the OCF Interfaces that may be supported by the Resource Type.

BREO

RIREEA]

BEXIFRYOCFIR IR,

e Properties - definition of all the Properties that apply to the Resource Type. The Resource Type

definition shall define whether a property is mandatory, conditional mandatory, or optional.

& RIRRERAMBRMENEN . FIREREEXNEXEIEZEH] TN FHRHIER
EZPIERY .

e Related Resource Types (optional) - the definition of other Resource Types that may be

referenced as part of the Resource Type applicable to Collections.

HEXRFRKE (FIE)

e Mime Types (optional) -

(e.g.,application/cbor, application/json, application/xml).
Mimez£8! (A]i%)

RIFESZIFHIMime

application/json, application/xml) ,

£,

BEFRIIL (6l

KE—EO5 | ANEMBIRERNEX,
mime types supported by the Resource including serializations

application/cbor,

EBRTES.

Table 5 and Table 6 provides an example description of an illustrative foobar Resource Type and its

associated Properties.

KEMZK6IRM T — MR Efoobarst R K B R AR K B M AN iR
Table 5 — Example foobar Resource Type
&5 — foobarFi iR ERH
Pre-defined Resource Type Resource Type OCF Description Related M/CR/O
URI Title ID Interfaces Wik Functional
FE SLURI BB BIRRER (“rt” value) OCFi%[ Interaction
BIRXEID KRINEERRFR
(urtu 1E)
None "foobar" "oic.r.foobar" "oic.if.a" Example Actuation O
"foobar" IXEh
Resource
mf§l"foobar"
B
Table 6 - Example foobar Properties
726 — foobar/E Tl

Property Property Value Value Unit Access Mandatory Description

title name type rule gt mode R Ei:u
BT BB E3E EF ThlEltE=t
Resource rt" "array" N/A N/A R Yes Resource Type

Type BRER

OCF "if" "array" N/A N/A R Yes OCF Interface
Interface OCF#&0




OCF#&0O

Foo value value "array" N/A N/A R Yes Foo value

foo 18 & Foo &

For example, an instance of the foobar Resource Type.
54N, foobarZdRAEELAISLH,

{

"rt": ["oic.r.foobar"],
"if": ["oic.if.a"],
"value": "foo value"

}
For example, a schema representation for the foobar Resource Type.
Blgn, foobarsfREBAIE R,
{
"Sschema": "http://json-schema.org/draft-04/schema",
"type": "object",
"properties": {
"rt": |
"type": "array",
"items" : {
"type"
"string",
"maxLength": 64
by

"minItems" : 1,

"readOnly": true,

"description": "Resource Type of the Resource"
by
"ifll H {
"type": "array",
"items": {
"type" : "string",
"enum" : ["oic.if.baseline", "oic.if.11", "oic.if.b", "oic.if.1lb", "oic.if.rw",

"oic.if.r", "oic.if.a", "oic.if.s"]
by
"value": {"type": "string"}
bo

"required": ["rt", "if", "value"]



7.4.4 Multi-value "rt" Resource Z{E"rt"& &

Multi-value "rt" Resource means a Resource with multiple Resource Types where none of the included
Resource Types denote a well-known Resource Type (i.e. "oic.wk.<thing>"). Such a Resource is
associated with multiple Resource Types and so has an "rt" Property Value of multiple Resource Type IDs
(e.g. "rt": ["oic.r.switch.binary", "oic.r.light.brightness"]). The order of the Resource Type IDs in the "rt"

Property Value is meaningless. For example, "rt":["oic.r.switch.binary", "oic.r.light.brightness"] and "rt":

["oic.r.light.brightness", "oic.r.switch.binary"lhave the same meaning.

ZETHRSHEEE SR REENTR, Eqﬂﬁﬁ@aﬂ’]mﬁ*’*”qﬂ RE—IRTEHMINEIREE (B
“oic.wk.<thing>") ., XHEFMNHERSZTHEIR i’fﬁ?&ﬁ% FELEBZ P ERERIIN T EEE (Fla,
“rt”:["oic.r.switch.binary”. “oic.r.light.brightness”) ., rt’ B EFERERIINIAFZEE X, Fi,
“rt”:[“oic.r.switch”.binary” “oic.r.Iight.brightness]*[l“rt”:[“oic.r.Iight”.brightness”\ “oic.r.switch.binary] G 18[3]

HIE 3

Resource Types for multi-value "rt" Resources shall satisfy the following conditions:

AT RIRI R IRERN#E A TR

e Property Name - Property Names for each Resource Type shall be unique (within the scope of
the multi-value "rt" Resource) with the exception of Common Properties, otherwise there will be
conflicting Property semantics. If two Resource Types have a Property with the same Property
"Name, a multi-value "rt" Resource shall not be composed of these Resource Types.
BHE—IF A HEMS, ’é/\’ﬁ/ RBNEMRBNZER—N (EZETWHERTER) , S
BHIEXCREAR, MRMTEREEAGEARREREME Name BN, AN HXLRRER
B ZE T EIR,

A multi-value "rt" Resource satisfies all the requirements for each Resource Type and conforms to the
OpenAPI 2.0 definitions for each component Resource Type. Thus the mandatory Properties of a
multi-value "rt" Resource shall be the union of all the mandatory Properties of each Resource Type. For

example, mandatory Properties of a Resource with "rt"; ["oic.r.switch.binary","oic.r.light.brightness"] are
"value" and "brightness", where the former is mandatory for"oic.r.switch.binary" and the latter for
"oic.r.light.brightness".

ZEWHRHESMEREENMETRK, HEFEEMAGTIREENOpenAPI 2.0EX, AL, ZE
‘" ERAVSREI RN ZE BB RE LN A RIS, Flw, B EIRAEH B
["oic.r.switch.binary”. “oic.r.light.brightness"@“E"f“=E", BI&E & oic.r.switch.binary’HIsBHIE, FEX

e oic.r.light.brightness”,

The multi-value "rt" Resource Interface set shall be the union of the sets of OCF Interfaces from the
component Resource Types. The Resource Representation in response to a CRUDN action on an OCF
Interface shall be the union of the schemas that are defined for that OCF Interface. The Default OCF
Interface for a multi-value "rt" Resource shall be the baseline OCF Interface("oic.if.baseline") as that is the
only guaranteed common OCF Interface between the ResourceTypes.



ZETHERIEOENIZERBAGTRERNOCFHEOEMNEAS, M OCFiEO ECRUDNIREMEIRR
TNIZ R NIZOCFIEOEX MER NS, ZE T HRIENEIAOCFEONIZEEAOCFEO
(“oic.if.baseline”), ENXEHEFRE 7 BHE—FRIRIENAHOCFIEO.,

For clarity if each Resource Type supports the same set of OCF Interfaces, then the resultant multi-value
"rt" Resource has that same set of OCF Interfaces with a Default OCF Interface of baseline
("oic.if.baseline").

AT IEMEL, MRS HFFEREPHZIFIERMNOCFEOLE, BABANZEEFEABIERNOCFEO
&, HHEIAOCFiZONbaseline (“oic.if.baseline”) ,

See 7.9.3 for the handling of query parameters as applied to a multi-value "rt" Resource.
BRNATZEWHRENERSHNLIE, E207.93,

7.5 Device Type iZ&H

A Device Type is a class of Device. Each Device Type defined will include a list of minimum Resource

Types that a Device shall implement for that Device Type. A Device may expose additional standard and

vendor defined Resource Types beyond the minimum list. The Device Typeis used in Resource discovery

as specified in 11.2.3.

REXRBBIREFN—TE, EXNEMREREREE—TIRENZ
n
X

REFIUAFFR/NFIR Z M EMATEF N A E XZRER, 1

IRFRESI IR/ NEIREETIR,
BEREAT11.2.3REENRIRAIN,

Like a Resource Type, a Device Type can be used in the Resource Type Common Property or in a Link
using the Resource Type Parameter.

SHEBREE—F, RELBIJUERFRBEAHBERER, HAINEERRREESHZPER,

A Device Type may either be pre-defined by an ecosystem that builds on this document, or in custom
definitions by manufacturers, end users, or developers of Devices (vendor-defined DeviceTypes). Device
Types and their definition details may be communicated out of band (like in documentation).

IREXRBAI AR ENESREMAEX, LAIMHIRENGER. RZAPSFARAR (#
NEEXIREELE) BEX, RELVREEXATINETINEE (MEXEF) .

Every Device Type shall be identified with a Resource Type ID using the same syntax constraints as a
Resource Type.
BMREERBEMNIZERS BRELBRNEEAREIRIRGREEID,

7.6 OCF Interface OCF 1%
7.6.1 Introduction 5|

An OCF Interface provides first a view into the Resource and then defines the requests and responses
permissible on that view of the Resource. So this view provided by an OCF Interface defines the context



for requests and responses on a Resource. Therefore, the same request to a Resource when targeted to
different OCF Interfaces may result in different responses.

OCFEOEFRMERME, ABESOZFIRIE LAVFRNERMNIN , FEit, OCFEORMANXTIE
EX T BIREAEKAIMARY £, AL, XA EOCF#E O ZRANIEREIER A s SEREAIIN
N/,

An OCF Interface may be defined by either this document (a Core OCF Interface), manufacturers,end
users or developers of Devices (a vendor-defined OCF Interface).

OCF#ORIBARAXM (#0OOCF#O) | HIiER. KiAFSIREFRAR (HAEEXOCFEN)
E X,

The OCF Interface Property lists all the OCF Interfaces the Resource support. All Resources shall have
at least one OCF Interface. The Default OCF Interface shall be defined by the Resource Type definition.
The Default OCF Interface associated with all OCF-defined Resource Types shall be the supported OCF
Interface listed first within the applicable enumeration in the definition of theResource Type (see Annex A
for the OCF-defined Resource Types defined in this document). Theapplicable enumeration is in the
"parameters" enumeration referenced from the first "get" method in the first "path" in the OpenAPI 2.0 file
("post" method if no "get" exists) for the Resource Type.All Default OCF Interfaces specified in an OCF
specification shall be mandatory.

OCF#ORMIIL T BIRFFHNAMABOCFEN, FIERIRNIZENE—1OCFEO., FIANNOCFEON1Z
REREBEXCRE X, 5B OCFE X FIREEMRKEXRIIRE OCFIZ O N 2 7GR KB E X ANERK
gL HNZIFNOCFED (AXHFEXMOCFE XMRIREEES IHIHFA) . ERNREE
FIREEROpenAPl 2. 0XHHAYE— M ER1Z"RIIE — 1 get” 5 7A5 | HEY parameters™ &R (MIRAFFE
“get”, MIX“post’/5i%) . OCFAISEHIEERIFIABAIAOCFH O 52 1ER.

In addition to any defined OCF Interface in this document, all Resources shall support the baseline OCF
Interface ("oic.if.baseline") as defined in 7.6.3.2.
BR T ASERE XMOCF#E O, FrBBIRERN Z157.6.3.2H0E X MIOCFELZO (“oic.if.baseline”) .

See 7.9.4 for the use of queries to enable selection of a specific OCF Interface in a request.
BEZIAT7.9.4, TRIEAMEREIERSIFEIERFIERSGENOCFEO,

An OCF Interface may accept more than one media type. An OCF Interface may respond with more than
one media type. The accepted media types may be different from the response media types.The media
types are specified with the appropriate header parameters in the transfer protocol.(NOTE: This feature
has to be used judiciously and is allowed to optimize representations on the wire) Each OCF Interface
shall have at least one media type.

OCF# AR LA Z ZMEIAKE, OCHEO R A Z MNMEMRERGAITION , FHESZAVEREEAIES AL
IRRRBIAE, EERNINPEREENASEIEEERAREE, (X LAREMERLINEE, HAFN
LR EIRTR) B TOCFEONIZE M — P RIRER,



7.6.2 OCF Interface Property OCFiE0/E1%

The OCF Interfaces supported by a Resource shall be declared using the OCF Interface Common
Property (Table 7), e.g., ""if": ["oic.if.ll", "oic.if.baseline"]". The Property Value of an OCF Interface Property
shall be a lower case string with segments separated by a "." (dot). The string "oic", when used as the
first segment in the OCF Interface Property Value, is reserved for OCF-defined OCF Interfaces. The OCF
Interface Property Value may also be a reference to an authority similar to IANA that may be used to find
the definition of an OCF Interface. A Resource Type shall support one or more of the OCF Interfaces
defined in 7.6.3.

HIRSITHIOCFEONEAOCFEONEREY (R7) #17/HH8, a: "™if: ['oic.if.ll", "oic.if.baseline"]",
OCFEMOBRMMNEMEN ZE/NEFFE, BZEA DR, . FRHE o’ AFOCFEOR M ERNE—
TERY, REBLAOCFEXRIOCF#O, OCFEORBRMEHRAIUZ—TEMUTIANANNRENSIFE, FTRTE
WOCFHEOMEN ., RIRXKEINZHF7.6.3FEXMN—THZ1TOCFEO,

Table 7 - Resource Interface Property definition

R7 - FRBEOREENX

Property Property Value Value Unit Access Mandatory Description
title name type rule BT mode SR E1:pu
[EA el B fEE EFM Phla)&E=t
OCF "if" "array" Array of N/A R Yes Property to declare the
Interface strings, OCF Interfaces
OCF#%E0 conveying supported by a
OCF Resource.
Interfaces B R IR S F5RY
FRIBEA, OCF#0.,
BE0CFEO

7.6.3 OCF Interface methods OCFIE[174 %

7.6.3.1 Overview £FiA

OCF Interface methods shall not violate the defined OpenAPI 2.0 definitions for the Resources as defined
in Annex A.
OCFEO R AN S ERMIFARE X BIEEOpenAPI 2.0EX .

The defined OCF Interfaces are listed in Table 8:
R8T TEENXHIOCFIZO:

Table 8 OCF standard OCF interfaces
&8 - OCFimEiEO

OCF Interface Name Applicable Description
OCFi&0 B Operations ET
1EFHIRIE




Baseline

B35

"oic.if.baseline"

RETRIECE,
NOTIFY,
UPDATE?®

The baseline OCF Interface defines a view into all
Properties of a Resource including the Meta
Properties.

HEBEOCFENEX THERNMERYE (BFETE
M) BE,

This OCF Interface is used to operate on the full
Representation of a Resource.

LEOCFEO AT R RN TBR T NHITERIE,

links list
PEIETIR

"oic.if.Il"

RETRIECE,
NOTIFY,

The links list OCF Interface provides a view into
Links in a Collection (Resource).

. BHEFIROCHERORM T HEME S (BIR)RAvsEE
HITNEL.

Since Links represent relationships to other
Resources, the links list OCF Interfaces may be used
to discover Resources with respect to a context. The
discovery is done by retrieving Links to these
Resources. For example: the Core Resource
"/oic/res" uses this OCF Interface to allow discovery
of Resource hosted on a Device.
HATFHHERTESEMEIRNXR, AU EREE
FIROCFEORAME L FXHEXNER., RIEE
T REIXLEERAVEEIERSTTAR . BIAlAZ OB TR
“loicires™EFAIXMOCFIZOR A MR & EMETR.

Batch
=

"oic.if.b"

RETRIEVE,
NOTIFY, UPDATE

The batch OCF Interface is used to interact with a
Collection of Resources at the same time. This also
removes the need for the Client to first discover the
Resources it is manipulating - the Server forwards
the requests and aggregates the responses
HAMREOCFEROBTRNS —HRERE, XMER
TEFPINELEANEEERENZENETE—IHRS
RELRERHRENIN ,

read-only
Rix

"oic.if.r"

RETRIEVE,
NOTIFY

The read-only OCF Interface exposes the Properties
of a Resource that may be read. This OCF Interface
does not provide methods to update Properties, so
can only be used to read Property Values.
RIFOCFEONFIER RN, LLOCFEOTR
HEFBENSE, FtREATEEESE.

read-write
%5

"oic.if.rw

RETRIEVE,
NOTIFY, UPDATE

The read-write OCF Interface exposes only those
Properties that may be read from a Resource during
a RETRIEVE operation and only those Properties
that may be written to a Resource during and*
UPDATE operation.

EEOCFIEO R AT BETE A R IFMFHAB MR
ERNEY, thRAFIILERREEENRRFREEAN
BIRNEM.

actuator

hiTER

"oic.if.a"

RETRIEVE,
NOTIFY, UPDATE

The actuator OCF Interface is used to read or write
the Properties of an actuator Resource.
HATROCFEOATIZRE EANTRRTRNEM.

sensor
ERER

"oic.if.s"

RETRIEVE,
NOTIFY

The sensor OCF Interface is used to read the
Properties of a sensor Resource.
EREEZROCFE O TIZEVE R e URINE M

create

"oic.if.create"

CREATE

The create OCF Interface is used to create new

3 The use of UPDATE with the baseline OCF Interface is not recommended, see clause 7.6.3.2.3.
TEIFAELOCFIZEMUPDATE, 3M57.6.3.2.3%,

¢ BOIEIR,

“and’fAH“a”; HFENIE‘a”

238,




fEllfES Resources in a Collection. Both the Resource and
the Link pointing to it are created in a single atomic
operation.

SIEOCFENATEESFRIENRIR. RIRMED
ENBEBEERE MR FREPIEN,

7.6.3.2 Baseline OCF Interface E4OCF &[]
7.6.3.2.1 Overview ZZi&k

The Representation that is visible using the baseline OCF Interface includes all the Properties of the
Resource including the Common Properties. The baseline OCF Interface shall be defined for all Resource
Types. All Resources shall support the baseline OCF Interface.

FERELZOCFEOR INRTEERRNMERNY, SREAKEMY., NOMAFRERE XELOCF#E
0. AE&REN IFELOCFEO,

7.6.3.2.2 Use of RETRIEVE #Z& (RETRIEVE) B{EFR

The baseline OCF Interface is used when a Client wants to retrieve all Properties of a Resource; that is
the Server shall respond with a Resource representation that includes all of the implemented Properties
of the Resource. When the Server is unable to send back the whole Resource Representation, it shall
reply with an error message. The Server shall not return a partial Resource Representation.
LUEFIGRERRTFNAMERMN, ERELOCFED; bR, REJ[AERERERRHITION,
ZRBRRTEBEFRNMETINEY., HSRFSB[BLERZERBNFRRADAN, ERRE—FERE
B. BRSBEBANIREED FRERT.

An example response to a RETRIEVE request using the baseline OCF Interface:
{FAELOCFZOXRETRIEVEE KA N T f :

{

"rt": ["oic.r.temperature"],

"if": ["oic.if.a","oic.if.baseline"],
"temperature": 20,

"units": "C",

"range": [0,100]

}

7.6.3.2.3 Use of UPDATE ¥ (UPDATE) H{$H

Support for the UPDATE operation using the baseline OCF Interface should not be provided by a
Resource Type. Where a Resource Type needs to support the ability to be UPDATED this should only be
supported using one of the other OCF Interfaces defined in Table 8 that supports the UPDATE operation.



RIREBANIZ I ERELOCFZOMUPDATERIF, MRENFREEFEITEMINGE, ABAREE
{EARSFE X AU FUPDATERRIFRIE thOCF 1% [ R XX INEE

If a Resource Type is required to support UPDATE using the baseline OCF Interface, then all Properties
of a Resource with the exception of Common Properties may be modified using an UPDATE operation
only if the Resource Type defines support for UPDATE using baseline in the applicable OpenAPI 2.0
schema for the Resource Type. If the OCF Interfaces exposed by a Resource in addition to the baseline
OCF Interface do not support the UPDATE operation, then UPDATE using the baseline OCF Interface
shall not be supported.

MREREAELOCFEOXIFUPDATEM R RESR, NMMXHRIREETIZEMAIOpenAPI 2.0 {EAEL
EX THUPDATERIX#50, 7 pILAMERUPDATESR RIS IRAIAMBE B (BRRMERIN) FHIREEM
2ot WRFRTEZOCFEOSN, HABRAFOCFEOANSITEMIRIE, MASIFERELOCFEO M

EZ IR

7.6.3.3 Links list OCF Interface {#1&%5I&ROCFi%[
7.6.3.3.1 Overview #RiA

The Links list OCF Interface is used to provide a view into a Collection, Atomic Measurement, or"/oic.res"
Resource. This view shall be an array of all Links for those Resources subject to any applied filtering
being applied. The Links list OCF Interface name is "oic.if.ll".

PERFIROCFIEOATIRMIIES. RFMED /oic.res’ZRIVME, X MRERN ZFBLN B TE—TIE
[ERTERIAT A SR — T EAE ., FHEIROCFEOBTRA oic.if.Il",

7.6.3.3.2 Use with RETRIEVE % (RETRIEVE) RI{EFH

The RETRIEVE operation is supported with the Links list OCF Interface. A successful RETRIEVE
operation shall return a status code indicating success (i.e. "Content") with a payload with the Resource
representation as an array of Links. If there are no Links present in a Resource Representation, then an
empty array list shall be returned in response to a RETRIEVE operation request.

RETRIEVE#% 1’EHE%E$;<§U%€OCF¢;D§HO — PRI R R ENIZOR B — MRS SRR BTN (140
“Content” ) , RXPIREBES MEHENSAR AR TN R—EFET ARG . MRDRRTFISE 5
, TUNIR[E] &iH§IJi€L,{HI‘]r“7f_L?%¢ REBEK,

An example of a RETRIEVE operation request using the Links list OCF Interface for a Collection is as
illustrated:
{ER“&E"FIRANOCFE S O #ITRETRIEVER/FIERAIRBHIZN T :

RETRIEVE /scenes/scene1?if=oic.if.ll



The RETRIEVE operation response will be the array of Links to all Resources in the Collection as
illustrated:
RETRIEVERR(ERIINA G 28RS PANE RIRAVHEEZRVEA, W TAR:

Response: Content

Payload:
[
{
"href": "/the/light/1",
"rt": ["oic.r.switch.binary"],
"if": ["oic.if.a", "oic.if.baseline"],

"eps": [{"ep": "coaps://[2001:db8:a::b1d4]:55555"}]

"href": "/the/light/2",
"rt": ["oic.r.switch.binary"],
"if": ["oic.if.a", "oic.if.baseline"],

"eps": [{"ep": "coaps://[2001:db8:a::b1d4]:55555"}]

"href": "/my/fan/1",
"rt": ["oic.r.switch.binary"],
"if": ["oic.if.a", "oic.if.baseline"],

"eps":[{"ep": "coaps://[2001:db8:a::b1d4] :55555"}]

"href": "/his/fan/2",
"rt": ["oic.r.switch.binary"],
"if": ["oic.if.a", "oic.if.baseline"],

"eps": [{"ep": "coaps://[2001:db8:a::b1d4]:55555"}]

]

7.6.3.3.3 Use with NOTIFY @%0H9{EF

The NOTIFY operation is supported with the Links list OCF Interface. A successful NOTIFY operation
shall return a status code indicating success (i.e. "Content") with a payload with the Resource
representation as an array of Links. If there are no Links present in a Resource representation, then an
empty array list shall be returned in response to a NOTIFY operation request. Future events that change
the Resource representation (e.g. UPDATE operation) shall return a status code indicating success (i.e.
"Content") with a payload with the newly updated Resource representation as an array of Links.

PRI ROCFEOXITNOTIFYIRIE, — M AINRVBANRIERN ZIR B — MRS RR R AID (B4
“Content’) , XMASHES U ENHMALAXRTNRR—EFETERHET. . IRFRRTFZEHE
1, NNOREIZ=EHAIIRUIGYNOTIFYIRIEIEK, BERIRRRAIRFKSH (BN, UPDATERIE)N1ZIR



El—MREBRRTARII (Fla“Content”) , X MRSHES MEHZM BT KRR EFNZR—ET
ETEREA. .

An example of a NOTIFY operation request using the Links list OCF Interface for a Collection is as
illustrated:

FERESIEETIROCFIZEOMNNOTIFYIREERAREIW T :
NOTIFY /scenes/scenel?if=oic.if.11l

The NOTIFY operation response will be the array of Links to all Resources in the Collection as illustrated:
NOTIFY# MR I Z I8 MRS FAAA R RAVTHENAE, WK

Response:Content

Payload:
[
{
"href": "/the/light/1",
"rt": ["oic.r.switch.binary"],
"if": ["oic.if.a", "oic.if.baseline"],

"eps": [{"ep": "coaps://[2001:db8:a::b1d4] :55555"}]

"href": "/the/light/2",
"rt": ["oic.r.switch.binary"],
"if": ["oic.if.a", "oic.if.baseline"],

"eps": [{"ep": "coaps://[2001:db8:a::b1d4]:55555"}]

"href": "/my/fan/1",

"rt": ["oic.r.switch.binary"],
"if": ["oic.if.a", "oic.if.baseline"],
"eps": [{"ep": "coaps://[2001:db8:a::b1d4] :55555"}]

"href": "/his/fan/2",
"rt": ["oic.r.switch.binary"],
"if": ["oic.if.a", "oic.if.baseline"],

"eps": [{"ep": "coaps://[2001:db8:a::b1d4]:55555"}]

]

Later when the M/his/fan/2M Link is removed (e.g., UPDATE operation with the Link remove OCF
Interface) the response to the NOTIFY operation request is as illustrated:

HERBMM/his/fan/2MBERS (5170, {#FLink remove OCFIZOEHMIRIE) W, XINOTIFYIRIEIS KA
LUNNZ i



Response:Content

Payload:
[
{
"href": "/the/light/1",
"rt": ["oic.r.switch.binary"],
"if": ["oic.if.a", "oic.if.baseline"],

"eps":[{"ep": "coaps://[2001:db8:a::b1d4]:55555"}]

"href": "/the/light/2",
"rt": ["oic.r.switch.binary"],
"if": ["oic.if.a", "oic.if.baseline"],

"eps": [{"ep": "coaps://[2001:db8:a::b1d4]:55555"}]

"href": "/my/fan/1",
"rt": ["oic.r.switch.binary"],
"if": ["oic.if.a", "oic.if.baseline"],

"eps": [{"ep": "coaps://[2001:db8:a::b1d4] :55555"}]

]

If the result of removing a Link results in no Links being present, then an empty array list shall be sent in a
notification. An example of a response with no Links being present is as illustrated:
MRMPFIHENERSECZAIHETE, WNEBNPRE-ITZTHAIIR, TEHE—TMRE RN
)

Response: Content
Payload:

[

]

7.6.3.3.4 Use with CREATE, UPDATE, and DELETE i (CREATE) . B (UPDATE) FIik& (
DELETE) ®Y{EH

The CREATE, UPDATE and DELETE operations are not allowed by the Links list OCF Interface.
Attempts to perform CREATE, UPDATE or DELETE operations using the Links list OCF Interface shall
return an appropriate error status code, for example "Method Not Allowed".
HEIRDIROCFIZEORAAIFCREATE, UPDATEFIDELETE#ME, Bid{FA#ROCFIZEOMNITCREATE,
UPDATES{DELETERRERS, RHREIEHRIEIRIASH, BHIa0 G ERRIF



7.6.3.4 Batch OCF Interface #t20CF&E[

7.6.3.4.1 Overview Z3#

The batch OCF Interface is used to interact with a Collection of Resources using a single/same Request.
The batch OCF Interface can be used to RETRIEVE or UPDATE the Properties of the linked Resources
with a single request.

HEOCFEOBTERASEMERNBERS B RESHTRE, #HEBOCFEOTBIREMEKAT
RETRIEVES{UPDATE 4% 5L RIE I

7.6.3.4.2 General requirements for realizations of the batch OCF Interface #{t&=OCF#% LI —RRE XK

All realiation® of the batch OCF Interface adhere to the following:

PR EOCFEOMSEIIINFFE A FEK:

e The batch OCF Interface name is "oic.if.b"
HEBOCFEZEORFR AN oic.if.b”

e A Collection Resource has linked Resources that are represented as URIs. In the "href" Property
of the batch payload the URI shall be fully qualified for remote Resources and a relative reference
for local Resources.

SEHRRABMURIFRTIVERESRIR, Ehref L, HIEBRABNEEHURIN FIRERIRNIZET
AR, NFAMERNIZERNNSIA,

e The original request is modified to create new requests targeting each of the linked Resources in
the Collection by substituting the URI in the original request with the URI of the linked Resource.
The payload in the original request is replicated in the payload of the new requests.
BIERIBTERPRIURIBR D BEESIFNURI, AT MENRIAIERACIRH N EESPE N HEER
RAVFTIEK.  RIGERPIOBERABRKEH ZFMERNBRAET,

e The requests shall be forwarded assuming use of the Default OCF Interface of the linked
Resources.

RIR(EA TR R IRRIBIAOCFIZO, MNERIFK.,
e Requests shall only be forwarded to linked Resources that are identified by relation types "item"
r "hosts" ("hosts" is the default relation type value should the "rel" Link Parameter not be
present). Requests shall not be forwarded to linked Resources that do not contain the "item" or
"hosts" relation type values.
ER R R B AX AR T E S EN TR BEESRR (R rel" S HAEFE, W EN
EMIANNKXREEE) . BRANERGENES WA EN KR LB ENFHZRR,

e Properties of the Collection Resource itself may be included in payloads using "oic.if.b" OCF
Interface by exposing a single Link with the link relation "self" along with "item" within the
Collection, and ensuring that Link resolution cannot become an infinite loop due to recursive
references. For example, if the Default OCF Interface of the Collection is "oic.if.b", then the

® i realizations”fIZEIR, HIE IR realizations”4biE



Server might recursively include its batch representation within its batch representation, in an
endless loop. See 7.6.3.4.5 for an example of use of a Link containing "rel": ["self","item"] to
include Properties of the Collection Resource, along with linked Resources, in "oic.if.b" payloads.
BEESESRERHEXA BN TERRER T HE, SERBAFNEMRTMER oic.if &
SEBNEETFRY 0ic.ifb"OCFEO, MWREHEMRITASE RIS AMmEAIREAR, i,
MREESHEINOCFEO R oic.if’, AERFEHE I ERIIGEMMIERTESEEHMIER T
, TER—1TPR1EES, E27.6.3.4.5, XE—NMERERrel['BE”, “MR"NHHETE, %
HERES R RNEM S HHIZRRE—EESE oic.ifb" B E.

If the Default OCF Interface of a Collection Resource is exposed using the Link relation "self",
and the Default OCF Interface contains Properties that expose any Links, those Properties shall
not be included in a batch representation which includes the "self" Link.
MRESTRNREOCFEOFERMEXRR B A, HAMIAOCFHEOES AT EATHENE
M, BLAXLREUERNESER S sell R AIERTH,

Any request forwarded to a linked Resource that is a Collection (including a "self" Link reference)
shall have the Default OCF Interface of the linked Collection Resource applied.
FEEREAESNHHERR (B8 8"8HE5A) IEKE NN RZiHEE S RIREIAOCFE
Mo

All the responses from the linked Resources shall be aggregated into a single Response to the
Client. The Server may timeout the response to a time window, the Server may choose any
appropriate window based on conditions.

R ESHERIRNAAE NN RS AN EF IR SR NN, ARS5E8FIneng hui #BE I — 8] & O
, BRSBER A DRI R AEHNEO,

If a linked Resource cannot process the request, an empty response, i.e. a JSON object with no
content ("{}") as the representation for the "rep" Property, or error response should the linked
Resource Type provide an error schema or diagnostic payload, shall be returned by the linked
Resource. These empty or error responses for all linked Resources that exhibit an error shall be
included in the aggregated response to the original Client request. See the example in 7.6.3.4.5.
MR—PEEZNRIFEABEIRIER, — P =MAz, BI—DNISONN R, BEAE () fERrep’®
MARR, HEIRIN, MRIHENZRERREH—TERRAISINE, NHEHENTRR
B, A EREIRNEHERIRANX LTINS RN N B 2 ENRIEE P inERNREIAF,
£017.6.3.4. 5FK9RA,

If any of the linked Resources returns an error response, the aggregated response sent to the
Client shall also indicate an error (e.g. 4.xx in CoAP). If all of the linked Resources return
successful responses, the aggregated response shall include the success response code.

MR EIPHERRIREIEIRITN, RIFLEFHORSIMNBATEREIR (B4, £CoAP HJ4.xx
) o WIRATAEPHENSRENREIAIIIMAL, MRS /IR R €TINS,

The aggregated response shall be an array of objects representing the responses from each
linked Resource. Each object in the response shall include at least two items: (1) the URI of the
linked Resource (fully qualified for remote Resources, or a relative reference for local Resources)
as "href": <URI> and (2) the individual response object or array of objects if the linked Resource
is itself a Collection using "rep" as the key, e.g. "rep": { (representation of individual response> }.



RENMMA A ZE TR E B T EHEERNIMARIN SREAE ., TN PSRN EIEE DRI
B:(1)pHERRNURI (E2RENIZERIR, X HMERENSE) ERhref: < URI >,(2)T

ANIBR IS REVEVA R RUR IR R B RS ME— T ESER RNRBOKE, W rep” {<BRTMELR>}HY

KT

The Client may choose to restrict the linked Resources to which the request is forwarded by

including additional query parameters in the request. The Server should process any additional

query parameters in a request that includes "oic.if.b" as selectors for linked Resources that are to

be processed by the request.

EFine] B 7 IE KA B S EMIE WS ERIRFIERE L ZINBHETR . ARSEBAIZGIETERK

REE oicil NERIEMEIDSE. (EAGHIERAIEZNTHERIRIESS,

7.6.3.4.3 Observability of the batch OCF Interface #t EOCF#E ARV ER 14

When a Collection supports the ability to be observed using the batch OCF Interface the following apply:
H—TEESXIFHERMEOCFEONIRMEENN, NAMT:

If the Collection Resource is marked as Observable, linked Resources referenced in the
Collection may be Observed using the batch OCF Interface. If the Collection Resource is not
marked as Observable then the Collection cannot be Observed and Observe requests to the
Collection shall be handled as defined for the case where request validation fails in clause
11.3.2.4. The Observe mechanism shall work as defined in 11.3.2 with the Observe request
forwarded to each of the linked Resources. All responses to the request shall be aggregated into
a single response to the Client using the same representations and status codes as for
RETRIEVE operations using the batch OCF Interface.

MRESTREEIRCAHTIE, e UERMEOCFZROMRESHS| ANEHERE, NRESH
TRRBHITCHAIMERN, BPAEEMARERNE, NTEESHNMRIEKRNIZRE11.3.24FPE
X ANEREGERMAVIE R TR, MRAEINIZER11.3. 2 E XTI, BMTRIEREREESD
PHEMER . SHEKFIB NN N RS FE R OCFZ O# T RIFERRMN R IR NIRSHE
RAEANEFIHE NI,

Should any one of the Observable linked Resources fail to honour the Observe request the
response to the batch Observe request shall also indicate that the entire request was not
honoured using the mechanism described in 11.3.2.4.

MR — MR ZNNHEHETTRZE RIMMRIER, WHEMRIEKNMMN A ZRA, £H
11.3.2. 45 R AIALEI, B MEKISE R,

If any of the Observable Resources in a request to a Collection using the batch OCF Interface
Replies with an error or Observe Cancel, the Observations of all other linked Resources shall be
cancelled and the error or Observe Cancel status shall be returned to the Observing Client.
MR—MERMEOCFHEONESIFTRPNEA— MR INZ FIRE— T HIRSEEUE, Fr
FEHMEHERROMBRRBFEE, HIRMREUEASERIREZINMRE i,



NOTE Behavior may be different for Links that do network requests vs. local Resources.

E PATMBIEREVEHE S PUT A ZRAVBEIRAVI T NPT RERE)

e All notifications to the Client that initiated an Observe request using the batch OCF Interface shall
use the batch representation for the Collection. This is the aggregation of any individual Observe
notifications received by the Device hosting the Collection from the individual Observed Requests
that were forwarded to the linked Resources.

B Rt E0CHEORENEIBERNEFInBAINFREENTERT. XRITEE T REER
AEEERRNE T UREFFTKNESNREMEIEIRNEEARETMREBINNRS .,

e Linked Resources which are not marked Observable in the Links of a Collection shall not trigger
Notifications, but may be included in the response to, and subsequent Notifications resulting from,
an Observe request to the batch OCF Interface of a Collection.
EESHIHEPRITICHObservableAV B HER RN AL & BN, (BRI SEXNESHIRLOCFHE
O— T MEEROMN R, URBLFENEEBAF,

e Each notification shall contain the most current values for all of the Linked Resources that would
be included if the original Observe request were processed again. The Server hosting the
Collection may choose to RETRIEVE all of the linked Resources each time, or may choose to
employ caching to avoid retrieving linked Resources on each Notification.

BTBRNNEEMAHERRNRNE NMRFARXGERBOURER, BESXERR, AHE
BHIBRSSSF P UM RMA THRNER, A NEREREFRERERXBANICRTEHE
AIER

e |If a Linked Resource is Observable and has responded with a successful Observe response,the
most recently reported value of that Resource is considered to be the most current value and
may be reported in all subsequent Notifications.

MB—THWEHERFREZAINERN, FEEKINNN T — MR, Wiz RELREER
WINR B RIOIRENE, HEIREEMBELEMPHIRSE

e Links in the Collection should be Observed by using the "oic.if.lI" OCF Interface. A notification
shall be sent any time the contents of the "oic.if.I" OCF Interface representation are changed;that
is, if a Link is added, if a Link is removed, or if a Link is updated. Notifications on the"oic.if.ll" OCF
Interface shall contain all of the Links in the"oic.if.ll" OCF Interface representation.

R & oic.if.I"OCFZORNMEE SRR, B oic.if ’TOCFEORTIANBTREE XA, BN
RFBH; REN, WR—TEHEEORM. MR, SER, "oicifll" OCF #ZEOMNBHMNESZ
"oic.if.I" OCF#& O RRAIFR A 4%,

e Other Properties of the Collection Resource, if present, may be Observed by using the OCF
Interfaces defined in the definition for the Resource Type, including using the "oic.if.baseline"OCF
Interface.

MREFEEERFNEMEE, FTMERTREEEXPEXNOCHEND (84F
oic.if.baseline’OCF &) WL,



7.6.3.4.4 UPDATE using the batch OCF Interface {£Fitt 2 OCFiZ O E

When a Collection supports the ability for the linked Resources to be the subject of the UPDATE
operation using the batch OCF Interface the following apply:
H— PN ESXIHEAM EOCFE IS HHEN TRIE N BFRER EIRRY, NABUWT:

e A Client shall perform UPDATE operations using the batch OCF Interface by creating a payload

that is similar to a RETRIEVE response payload from a batch OCF Interface request. The
Servershall send a separate UPDATE request to each of the linked Resources according to each
"href"Property and the corresponding value of the "rep" Property.
EFimEE IE— TR UTF M EOCHEDIE KPR NN B A A WA RKEAROCF#E
OPATEFIRIE. IRBSFNIRTFEE T href BN AT rep” B EMS M HEHER R AIXZRMANE
FMEK.

e ltems shall always contain a link-specific "href".

MBENRZLEE— TR ER href”

e An UPDATE received by a Server with an empty "href" shall be rejected with a response
indicating an appropriate error (e.g. bad request).

H— P IRSFERE — T hreP B, BERMIEL, HLE—TES0ERIA (BIg, 5
RIVIEK) .

e FEach linked Resource shall follow the requirements for an UPDATE request may not be
supported by the linked Resource. In such cases, writable Properties in the UPDATE operation as
defined in clause 8.4.

BMEENE RO ERIXEL T RAENRNEMER, EXMIERT, EFREPNAISRE
MAN5E8. 4% E X HIBREE,

e The UPDATE response shall contain the updated values using the same payload schema as
RETRIEVE operations if provided by the linked Resource, along with the appropriate statuscode.
The aggregated response payload shall reflect the known state of the updated Properties after
the batch update was completed. If no payload is provided by the updated Resource, thenan
empty response (i.e. "rep": {}) shall be provided for that Resource.

BN B2 EHNE, ERASHTIRFEENEREERL (NRBEEODREMR) , UKk
EHAPREE, RENIMN 2N R EEFTTREEMBMNEIIRS, MREHMENEIRZ
ﬁ?mﬁi\ﬁxﬁlﬁik, MAZMA (Bl“rep™:{}) RIRMEZEIR.

e A Collection shall not support the use of the UPDATE operation to add, modify, or remove Links
In an existing Collection using the "oic.if.baseline", "oic.if.rw" or "oic.if.a" OCF Interfaces.
AT ER oic.if EFIRFEFRNIM .. BRI B RS PNEE, EL". “oic.if, rw's]
“oic.if, —OCF#0,

e A Collection shall not support the use of the UPDATE operation using the batch OCF Interface
When the Collection contains Links that resolve to Resources that are not hosted on the Device
that also hosts the Collection. If such a Collection receives an UPDATE operation, the operation
shall be rejected with a response indicating an appropriate error (e.g. method not allowed). If The
ability to UPDATE linked remote Resources is desired, the use of the optional scene feature(see



clause 11.6 in [1]) to effect the UPDATE could be utilizied.

HESESBTAERNGERN, £S5 XIFERMbatch OCFIRIFHTEMRIE, XEFFERER
RERESNIRE L, &D%ﬁt%%@?ﬂﬁlﬂ@%ﬁﬁf’ﬁ MINIIELEIZIRIE, FLaHIERIE S EIRAID
R (BISIARFERAE) » IREEEFRZTERIR, FIMERERNZRSE (SR[1]F
HIEE11.65%) REINEFR,

7.6.3.4.5 Examples: Batch OCF Interface 3Zffl: #{tZO0CFiZO

Note that the examples provided in Table 9 are illustrative and do not include all mandatory schema
elements in all cases. It is assumed that the Default OCF Interface for the Resource
Type"x.org.example.rt.room" is specified in its Resource Type definition file as "oic.if.rw", which exposes
the Properties "x.org.example.colour" and "x.org.example.size".

BER, ROFIERMNRAIZ RPN, HAAESFAEERLTHNMBERFEN TR, RIRFRER
“x.org.example.rt.room”’FIERIAOCFZE O H R IRE R E X X HHIEE N oic.if, HREREM
“x.org.example.color”#{]“x.org.example.size”,

Table 9 - Batch OCF Interface Example
9 - ft=OCFIEOXHI

Resources /a/room/1
{
"rt": "x.org.example.rt.room"],
"if": ["oic.if.rw","oic.if.baseline","oic.if.b","oic.if.11"],
"x.org.example.colour": "blue",
"x.org.example.dimension": "15bx15wx10h",
"links": [

{"href": "/a/room/1", "rel": ["self", "item"], "rt":
["x.org.example.rt.room"], "if":
["oic.if.rw","oic.if.baseline","oic.if.b","oic.i£.11"],"p": {"bm": 2} },

{"href": "/the/light/1", "rel": ["item"], "rt":
["oic.r.switch.binary"],
"if": ["oic.if.a","oic.if.baseline"], "ins": "11111", "p": {"bm": 2} },
{"href": "/the/light/2", "rel": ["item"], "rt": ["oic.r.switch.binary"],
"if": ["oic.if.a"™ ,"oic.if.baseline"], "ins": "22222", "p": {"bm": 2} 1},
{"href": "/my/fan/1", "rel": ["item"], "rt": ["oic.r.switch.binary"],
"if": ["oic.if.a", "oic.if.baseline"], "ins": "33333", "p": {"bm": 2} },
{"href": "/his/fan/2", "rel": ["item"], "rt": ["oic.r.switch.binary"],
"if": ["oic.if.a", "oic.if.baseline"], "ins": "44444", "p": {"bm": 2} },
{"href": "/the/switches/1", "rel": ["item"], "rt": ["oic.wk.col"],
"if":["oic.if.11", "oic.if.b", "oic.if.baseline"], "ins": "55555", "p":
{"bm": 2}
}
]
}
/the/light/1
{
"rt": ["oic.r.switch.binary"],
"if": ["oic.if.a", "oic.if.baseline"],
"value": false
}
/the/light/2
{
"rt": ["oic.r.switch.binary"],




"if": ["oic.if.a", "oic.if.baseline"],

"value": true
}
/my/fan/1
{
"rt": ["oic.r.switch.binary"],
"if": ["oic.if.a", "oic.if.baseline"],
"value": true
}
/his/fan/2
{
"rt": ["oic.r.switch.binary"],
"if": ["oic.if.a", "oic.if.baseline"],

"value": false

/the/switches/1
{
{
"rt": ["oic.wk.col"],
"if":["oic.if.11", "oic.if.b", "oic.if.baseline"],
"links": [
{
"href": "/switch-1la",
"rt": ["oic.r.switch.binary"],
"if": ["oic.if.a","oic.if.baseline"],

llpll: {llbmll: 2}
}
{

"href": "/switch-1b",
"rt": ["oic.r.switch.binary"],
"if": ["oic.if.a","oic.if.baseline"],

"p": {"bm": 2 }
}

]

}

Use of batch,
successful
response

Request: GET /a/room/1?if=oic.if.b

Becomes the following individual request messages issued by the Device in the Client role
GET /a/room/1 (NOTE: uses the Default OCF Interface as specified for the
Collection Resource, in this example oic.if.rw)

GET /the/light/1 (NOTE: Uses the Default OCF Interface as specified for this
Resource)

GET /the/light/2 (NOTE: Uses the Default OCF Interface as specified for this
Resource)

GET /my/fan/1 (NOTE: Uses the Default OCF Interface as specified for this
Resource)

GET /his/fan/2 (NOTE: Uses the Default OCF Interface as specified for this
Resource)

GET /the/switches/1 (NOTE: Uses the Default OCF Interface for the Collection
that is within the Collection)

Response:
[
{
"href": "/a/room/1",
"rep": {"x.org.example.colour": "blue","x.org.example.dimension":

"15bx15wx10h"}
}!
{
"href": "/the/light/1",
"rep": {"value": false}
}!

{
"href": "/the/light/2",




rep": {"value": true}
}!
{
"href": "/my/fan/1",
"rep": {"value": true}
}
{
"href": "/his/fan/1",
"rep": {"value": false}
by
{
"href":
"/the/switches/1",
"rep": [
{
"href": "/switch-1la",
"rt": ["oic.r.switch.binary"],
"if": ["oic.if.a","oic.if.baseline"],
"p": {"bm": 2},
"eps": [
{"ep": "coaps://[2001:db8:a::b1d4]:55555"}
]
by
{
"href": "/switch-1b",
"rt": ["oic.r.switch.binary"],
"if": ["oic.if.a","oic.if.baseline"],
"p": {"bm": 2 },
"eps": [
{"ep": "coaps://[2001:db8:a::01d4]:55555"}
]
} ]
}

Use of batch,
error
response

Should any of the RETRIEVE requests in the previous example fail then the response includes an empty
payload for that Resource instance and an error code is sent. The following example assumes errors from
"Imy/fan/1" and "/the/switches/1"

Error Response:

[
{
"href": "/a/room/1",
"rep": {"x.org.example.colour": "blue","x.org.example.dimension":
"15bx15wx10h"}
}I
{
"href": "/the/light/1",
"rep": {"value": false}
by
{
"href": "/the/light/2",
"rep": {"value": true}
}I
{
"href": "/my/fan/1",
"rep": {}
by
{
"href": "/his/fan/2",
"rep": {"value": false}
}I
{

"href": "/the/switches/1",




Use of batch
(UPDATE has
POST

UPDATE
/a/room/1?if=cic.if.b [

{

semantics) "hrefr: nw,
"rep": {
"value": false
}
}
]
Since the "href" wvalue 1in the UPDATE request is empty, the request 1is
forwarded to all Resources in the Collection and becomes:
UPDATE /a/room/1 { "value": false }
UPDATE /the/light/1 { "value": false }
UPDATE /the/light/2 { "value": false }
UPDATE /my/fan/1 { "value": false }
UPDATE /his/fan/2 { "value": false }
UPDATE /the/switches/1 { "value": false }
Response:
[
{
"href": "/his/light/1",
"rep": {"value": false}
} ’
{
"href": "/his/light/2",
"rep": {"value": false}
}s
{
"href": "/my/fan/1",
"rep": {"value": false}
s
{
"href": "/my/fan/2",
"rep": {"value": false}
}
{
"href": "/the/switches/2",
"rep":
{
}
}
]
Since /a/room/1 does not have a "value" Property exposed by its Default OCF Interface, the UPDATE
request will be silently ignored and it will not be included in the UPDATE response.
Since the UPDATE request with the links list OCF Interface is not allowed, an empty payload for the
"/the/switches/1" is included in the UPDATE response and an error code is sent.
Use of batch

(UPDATE has
POST
semantics)

UPDATE
/a/room/1?if=oic.if.b [
{
"href": "/the/light/1",

"rep": {"value": false}




"href": "/the/light/2",
"rep": {
"value": true
}
by

"href": "/a/room/1",
"rep": |
"x.org.example.colour": "red"

}
]

This turns /the/light/1 off, turns /the/light/2 on, and sets the colour of /a/room/1 to "red".
The response will be same as response for GET /a/room/1?if=oic.if.b with the updated Property values as

shown.

[
{
"href": "/a/room/1",
"rep":{"x.org.example.colour":

"red",
"x.org.example.dimension": "15bx15wx10h"}

"href": "/the/light/1",
"rep": {"value": false}

"href": "/the/light/1",
"rep": {"value": true}

Example use of additional query parameters to select items by matching Link Parameters.
Turn on light 1 based on the "ins" Link Parameters value of "11111"
UPDATE
/a/room/1?if=oic.if.b&ins=11111 [
{

"href":

", "rep":

{

"value": false

}

Similar to the earlier example, "href": " applies the UPDATE request to all of the Resources in the

Collection. Since the additional query parameter ins=11111 selects only links that have a matching "ins" value,
only one link is selected. The payload is applied to the target Resource of that link, /the/light/1.

Retrieving the item using the same query parameter:

RETRIEVE /a/room/l1?if=oic.if.b&ins=11111

Response payload:

[

{
"href": "/the/light/1",
"rep": {"value": false}

}




7.6.3.5 Actuator OCF Interface #{782OCFi&[]

The actuator OCF Interface is the OCF Interface for viewing Resources that may be actuated i.e.
changes some value within or the state of the entity abstracted by the Resource:

HITEROCFIZOR BT EE R MITHEIROCFIEO, AIRTERIMKRISTAN S IIRSHEME:
e The actuator OCF Interface name shall be "oic.if.a"
MATEROCFH OB TR A oic.if.a”
e The actuator OCF Interface shall expose in the Resource Representation all mandatory

Properties as defined by the applicable OpenAPI 2.0 schema; the actuator OCF Interface may
also expose in the Resource Representation optional Properties as defined by the applicable

OpenAPI 2.0 schema that are implemented by the target Device.
HITRROCFIZEOMNERBRR T ATERKOpenAP| 2. 08X E XA ZHIBM; HiTE

O AERRRRAATF AR, XERERE TR BRI ELINEMROpenAPl  2.0EXE

>\<O

For example, a "Heater" Resource (for illustration only):
Blan, — e IR ((RIESE) -

/a/act/heater
{
"rt": ["x.com.acme.gas"],
"if": ["oic.if.baseline", "oic.if.r", "oic.if.a", "oic.if.s"],
"x.com.acme.settemp": 10,
"x.com.acme.currenttemp" : 7

}

The actuator OCF Interface with respect to "Heater" Resource (for illustration only):

MITRROCF5 IR ZRZED (I(VESE)
a. Retrieving values of an actuator. & HITEEHE,

Request: RETRIEVE /a/act/heater?if="oic.if.a"

Response:Content

Payload:

{
"x.com.acme.settemp": 10,
"x.com.acme.currenttemp" : 7

}
b. Correct use of actuator OCF Interface. $11T82OCFZ MY 1E H{ER

Request: UPDATE /a/act/heater?if="oic.if.a"
{

"x.com.acme.settemp": 20



}

Response: Changed Payload:

{

"x.com.acme.settemp": 20

}

C.

Incorrect use of actuator OCF Interface. #1722 OCF#E IR FE .

Request: UPDATE /a/act/heater?if="oic.if.a"

{

"if": ["oic.if.s"] this is visible through baseline OCF Interface

}

Response:Bad Request Payload:

{
}

A RETRIEVE request using this OCF Interface shall return the Representation for this Resource
subject to any query and filter parameters that may also exist.

{ERILEOCFZ ORI RIERNARYE Al e F R MR A E WA RIS EOREILL RO R T

An UPDATE request using this OCF Interface shall provide a payload or body that contains the
Properties that will be updated on the target Resource.

{EMLLOCFROMNEMBKRNIRE B S B E BRI R IR LEFMNEENE MR HHER,

7.6.3.6 Sensor OCF Interface {5&230CFiZ[]

The sensor OCF Interface is the OCF Interface for retrieving measured, sensed or capability specific

information from a Resource that senses:
EREIOCFIROZATMRAFRHORMNE. BRIAFENIGEFEMNOCFRO:

The sensor OCF Interface name shall be "oic.if.s".

ZRZFOCF &AM A oic.if.s”,

The sensor OCF Interface shall expose in the Resource Representation all mandatory Properties
as defined by the applicable OpenAPI 2.0 schema; the sensor OCF Interface may also expose in
the Resource Representation optional Properties as defined by the applicable OpenAPI 2.0
schema that are implemented by the target Device.
ERZBROCFIERONERBER TR/ AT ERNOpenAP| 2.018E XFFEEFIEM; ER30CFiE
A B] AZE FH BRI & SHRYERAOpenAPl 2.0 E X MERR R EEEF AT,

A RETRIEVE request using this OCF Interface shall return this representation for the Resource
subject to any query and filter parameters that may also exist.

{ERALLOCFE ORI RN IRE SR EMALLRTAR, UHE Rl seFRENEAERNTHES
.



NOTE: The example here is with respect to retrieving values of a sensor

x: XENRAIEXTHRRERSENERN
Request: RETRIEVE /a/act/heater?if="oic.if.s"

Response: Content
Payload:
{

"x.com.acme.currenttemp": 7

}

Incorrect use of the sensor. iR {ERE RS

Request: UPDATE /a/act/heater?if="oic.if.s" UPDATE is not allowed
{"x.com.acme.settemp": 20 this is possible through actuator OCF Interface
}

Response: Bad Request

Payload:

{

}

Another incorrect use of the sensor. {£R2309 5 — M EIRER,

Request: UPDATE /a/act/heater?if="oic.if.s" UPDATE is not allowed
{

"x.com.acme.currenttemp": 15 this is not possible to be updated
}

Response: Bad Request

Payload:

{

}

7.6.3.7 Read-only OCF Interface RiE£OCFi%[]

The read-only OCF Interface exposes only the Properties that may be read. This includesProperties that
may be read-only, read-write but not Properties that are write-only or set-only. Theapplicable operations
that can be applied to a Resource are only RETRIEVE and NOTIFY. Anattempt by a Client to apply a
method other than RETRIEVE or NOTIFY to a Resource shall berejected with an error response code.
RIEOCFEORAHAIEMNEM, XEFERE, XEREY, EFEEAEHRENEY., JIUNATHEIR
NERIRERBRRNEMN, EF HSLNAORSEMERNINIERN, NEREIRMAE T E
@®,

The read-only OCF Interface with respect to "Heater" Resource (for illustration only):

Request: RETRIEVE /a/act/heater?if="oic.if.r"
Response: Content

Payload:

{

"x.com.acme.settemp": 10,



"x.com.acme.currenttemp" : 7

}
7.6.3.8 Read-write OCF Interface i #E50OCFiZ[]

The read-write OCF Interface is a generic OCF Interface to support reading and setting Properties in a
Resource. The applicable methods that can be applied to a Resource are only RETRIEVE,NOTIFY, and
UPDATE. For the RETRIEVE and NOTIFY operations, the behavior is the same as for the "oic.if.r" OCF
Interface defined in 7.6.3.7. For the UPDATE operation, read-only Properties(i.e. Properties tagged with
"read-Only=True" in the OpenAPI 2.0 definition) shall not be in theUPDATE payload. An attempt by a
Client to apply a method other than RETRIEVE, NOTIFY, orUPDATE to a Resource shall be rejected with
an error response code.

EEOCF#EOZ—MEAOCKHEO, FEBRMIRERRTPNEM. TUNATRIFNERAFEREN
R, BAMERH, IFRRFMBARE, HiTR57.63.7HEXMN" oic.ifr" OCFEZROMTHER., WFE
WiRME, ERBERNBEPRANEZRIEEM (EEOpenAPl 2.0 X FIRICH RiE=True’IEMY) . BEF
ImEA N RO R, BASEMRFRZIMIAEN, MEREIRIMNET IEE,

For example, a "Grinder" Resource (for illustration only):

/a/mygrinder

{

"rt": ["oic.r.grinder"],

"if": ["oic.if.rw", "oic.if.baseline"],
"coarseness": 10,

"remaining": 50

}

The read-write OCF Interface with respect to “Grinder" Resource (for illustration only):
a. Retrieving the value with read-write OCF Interface

Request: RETRIEVE /a/mygrinder?if="oic.if.rw"
Response: Content

Payload:

{

"coarseness": 10,
"remaining": 50

}

b. Updating the value with read-write OCF Interface

Request: UPDATE /a/mygrinder?if="oic.if.rw"
{

"coarseness": 20

Response: Changed



Payload:

"coarseness": 20

}

7.6.3.9 Create OCF Interface 13 OCFi&E[

7.6.3.9.1 Overview iR

The create OCF Interface is used to create Resource instances in a Collection. An instance of aResource
and the Link pointing to the Resource are created together, atomically, according to aClient-supplied
representation. The create OCF Interface name is "oic.if.create". A Collection whichexposes the
"oic.if.create" OCF Interface shall expose the "rts" Property (see clause 7.8.2.8) withall Resource Types
that can be hosted with the Collection. If a Client attempts to create a ResourceType which is not
supported by the Collection, the Server shall return an appropriate error statuscode, for example "Bad
Request". Successful CREATE operations shall return a success code, i.e."Created". The IDD for all
allowed Resource Types that may be created shall adhere tolntrospection for dynamic Resources (see
clause 11.4).
BIEOCFEOMTAESERRIERIRLA, FRNELFAIMIEEFRIIHEZRIEE P inRHIRT—
fEBnheliEr). BIEOCFEO& R oc.if.create”, — 1 REEE oic.ilfNES ., BIZEOCFEON, MIF
‘s’ @ (BN5H7.8.2.8%) SAIMIEETESHHERRERE—ELAAF. IREFIHIECIZE—
PTEENZIFHNRREE, RBF/EE—MEINEIRIRSHE, F190°Bad Request’, FLIRILIE
BRESRE—TRINEE, BRI, FRE RISl R IFRIREEAVIDDERN BREXNNSEIRINNE
(ZRE11.45%) .

7.6.3.9.2 Data format for CREATE Sl #UEIR

The data format for the create OCF Interface is similar to the data format for the batch OCF Interface. The
create OCF Interface format consists of a set of Link Parameters and a "rep"Parameter which contains a
representation for the created Resource.

BIZOCFEOMEHERIVEM T E OCFHZORMEUERTII. AIZOCFEOBINH—AIHES AN — 1 rep”
AR, FEEESMAIZRRNERT.

The representation supplied for the Link pointing to the newly created Resource shall contain at least the
"rt" and "if" Link Parameters.
NIEEFALIE RN ERHENR RN IZZE DS 2 T EHES H.

The Link Parameter "p" should be included in representations supplied for all created Resources.If the
"Discoverable" bit is set, then the supplied Link representation shall be exposed in "/oic/res"of the Device
on which the Resource is being created. The Link Parameters representation in the"/oic/res" Resource
does not have to mirror the Link Parameters in the Collection of the created Resource (e.g., "ins"
Parameter).

RSN P NXESENMARIZNFERREHENRTP., MRIRE TR, NRHEEZRRTEN



RZ7E B2 B RANIR & A Joicires” H/ATF, “loic/res”ZIRPIIFHESHR TN RRATEIZZRE S P A5
28 (BlE, “ins’2H) .

Creating a discoverable Resource is the only way to add a Link to "/oic/res".

Bl P A MAYERIRE [ /oic/res NI BEIZRIE— 5 5.

If the "p" Parameter is not included, the Server shall create the Resource using the default settings of not
discoverable, and not observable.

MRAEE PSR, MRS[NER TR NI RNE NERINRE IR TR,

The representation supplied for a created Resource in the value of the "rep" Parameter shall contain all
mandatory Properties required by the Resource Type to be created excluding the Common Properties "rt"
and "if" as they are already included in the create payload.

T rep" SN EF R EIEN B RIRHNR TN B 2B BN REEMBNMARGIREYE, BAKEM
MifERIh, BAE(ELEa TR ATF.

Note that the "rt" and "if" Property Values are created from the supplied Link Parameters of the Resource
creation payload.

FER, T ERERMNRREIBER N BIRENEZSHEIEN.

If the supplied representation does not contain all of the required Properties and Link Parameters, the
Server shall return an appropriate error status code, for example "Bad Request".
MRBHORTAEESMAELENEENRES L, RSB[R ENESNERAER, F1a0Bad

Request”,

An example of the create OCF Interface payload is as illustrated:
BIEOCF#E O AR — M F a0 FFR:

"rt": ["oic.r.temperature"],
"if": ["oic.if.a","oic.if.baseline"],
"p": {"bm":3},
"rep": {
"temperature": 20

}

The representation returned when a Resource is successfully created shall contain the "href", "if", and "rt"
Link Parameters and all other Link Parameters that were included in the CREATE operation. In addition,
the "rep" Link Parameter shall include all Resource Properties as well as the "rt" and "if" Link Parameters
supplied in the CREATE operation. The Server may include additional Link Parameters and Properties in
the created Resource as required by the application-specific Resource Type. The Server shall assign an
"ins" value to each created Link and shall include the "ins" Parameter in the representation of each
created Link as illustrated in the Collection that the Link of the created Resource was created within:



FRINEIEZTRITIREIMNR RN B & href”. “if F“rt"§H% 5 HIA K CREATER{FR B 2 AV A Hfth ik
S LS, “rep i RS HN BIERIBIRFR RN A ZREIE MR P RS, RIBSET
NARFNRRERENER, RSHFTUELIZNZRPESMMOIHESENREL, RSBNANE
T ELIBRBESE— 1 ins"E, HIF ins’SHEEEES T ELIRTHENRTR, MESHPAT,
PREIEZ RIRAHEREE:

"href": "/3755f3ac",
"rt": ["oic.r.temperature"],
"if": ["oic.if.a","oic.if.baseline"],

"ins": 39724818,
"p": {"bm":3},

"rep" : {
"rt": ["oic.r.temperature"],
"if": ["oic.if.a","oic.if.baseline"],
"temperature": 20

}

The Link Parameters representation in the "/oic/res" Resource, if the created Resource is discoverable,
may not mirror exactly all the Link Parameters added in the Collection; except it shall expose at a
minimum the mandatory Properties of the Link (i.e., "rt", "if", and "href") of the created Resource.

“loicires” FIRFFRITHES MR, WRAIARIMBIZNZRIR, NAJgENsETE RRESPIRIMAYFRA fE
S (BEEDNATZEHEREFIMEMS (BN, “rt”. “iPF0“href’)

7.6.3.9.3 Use with CREATE Rlli28({E B

The CREATE operation shall be sent to the URI of the Collection in which the Resource is to be created.
The query string "?if=oic.if.create" shall be included in all CREATE operations.

BIRIRMEN R A EIBEE PR ERNESHURI, E0FRFE"?if= oicif N BIEEAE SIRERETR,

The Server shall generate a URI for the created Resource and include the URI in the "href" Parameter of
the created Link.

RSEFIGHBIZMZRER—TURI, FHRURIESELIZEEN href SEH,

When a Server successfully completes a CREATE operation using the "oic.if.create” OCF Interface
addressing a Collection, the Server shall automatically modify the ACL Resource to provide initial
authorizations for accessing for the newly created Resource according to ISO/IEC 30118-2:2018.

An example performing a CREATE operation is as illustrated:

— T HATRIZIRIEAOPF U AR

CREATE /scenes/scenel?if=oic.if.create

{



"rt": ["oic.r.temperature"],

"if": ["oic.if.a","oic.if.baseline"],
"p": {"bm":3},
"rep":

{ "temperature": 20

}
}
Response: Created
Payload:
{
"href": "/3755f3ac",

"ins": 39724818,
"rt": ["oic.r.temperature"],
"if": ["oic.if.a","oic.if.baseline"],

"p": {"bm":3}’

"rep": {
"rt": ["oic.r.temperature"],
"if": ["oic.if.a","oic.if.baseline"],
"temperature": 20

}

7.6.3.9.4 Use with UPDATE and DELETE E##1MIFRE9{E R

The UPDATE and DELETE operations are not allowed by the create OCF Interface. Attempts toperform
UPDATE or DELETE operations using the create OCF Interface shall return an appropriateerror status
code, for example "Method Not Allowed", unless the UPDATE and CREATE operationsmap to the same
transport binding method (e.g., CoAP with the POST method). In that situationwhere the UPDATE and
CREATE operations map to the same transport binding method, this shallbe processed as a CREATE
operation according to clause 7.6.3.9.3.

Bl OCFEOARAIFMITUPDATEFIDELETERE., S {ERRIZAIOCF#EOMITUPDATESIDELETE#
TERDREE HAVEEIRINSHRED, I RRFNAE, BRIEUPDATERICREATERIEMETZIERAEREIE
7% (FIE0CoAPFIPOSTA3%) . 7EUPDATEFICREATEIREMEIZIIERRIEMSIE S ENIER T, [NiR
187.6.3.9. 3G HIENCREATERIELIE,

7.7 Resource representation HFFEXRT

Resource representation captures the state of a Resource at a particular time. The Resource
representation is exchanged in the request and response interactions with a Resource. A Resource
representation may be used to retrieve or update the state of a Resource.



RRR TR EN BARRIPRES, B RRABERMMNRZERRRFFRT. ZDRRSEZATAT
RRYEHZRIVIAS,

The Resource representation shall not be manipulated by the data connectivity protocols and
technologies (e.g., CoAP, UDP/IP or BLE).
FIRR AR EUE E MR AR (40, CoAP, UDP/IP S{EBLE) .

7.8 Structure 414

7.8.1 Introduction 3|5

In many scenarios and contexts, the Resources may have either an implicit or explicit structure between
them. This may be achieved through the use of Collection (7.8.3) and Atomic Measurement (7.8.4)
Resources.

EFzpaE LT, BRZEFTEAERRANERNEN, XeTlEIERKE (7.8.3) MRFUE (
7.8.4) HIFELI,

7.8.2 Resource relationships (Links) ZEXxHR (55%)

7.8.2.1 Introduction 5|3

Resource relationships are expressed as Links. A Link is a hyperlink, which defines a typed connection
between two Resources. Hyperlinks, or web links, have the following components as defined in IETF RFC
8288:

BRXAKRTHEHE, BHIEE—TBIHE, EEXTRTHRRZENERNEE, BEsiwebitizAR
IETF RFC 828871 M AILA 44+

e Link context (URI reference) as defined in 7.8.2.2
£7.8.2. 29 E X MHEE T (URISIA)

e Link relation type as defined in 7.8.2.3
7£7.8.2.3FE X AR AT

e Link target (URI reference) as defined in 7.8.2.4
7£7.8.2. 49 E X AR BT (URISIA)

e Link target attributes as defined in 7.8.2.5
184%7.8.2.5FE X BRE M

The Link context is the Resource with which the Link is associated. A Link is viewed as a statement of the
form "(Link context) has a (Link relation type) to a Resource at (Link target), which has (Linktarget
attributes)" as per IETF RFC 8288 clause 2.

B F TR 5 HHERXIKNEIR, IRIBIETF RFC 8288%72, HHEMII N (##HELTX) BE (HE
KRER) 2 (382EWmF) NEREY, ZHRFREE (BEEINEMY) 7.



To paraphrase, the Link target is related to the Link context according to the Link relation
type.Additionally, the Link target attributes make semantic statements about the Link target, to identify the
content type, physical location, etc.

BA)iER, WHEBEMRIEIHERRLISHHE F XXX, 5, SHERIRE M 8EE B nit 1B XA
, MIRBIANBEE., YIEUEE,

Links conform to the definitions in IETF RFC 8288, with an example JSON serialization with associated
Link Parameters as illustrated:
PERFBIETF RFC 8288HYEN, HiRHT — N HFEEXHEESHIIISONFIIRE], W TAAR

"anchor": "/some/ocf/resource", //Link context, optional

"rel": ["hosts"], //Link relation Type, optional
"href": "/some/other/ocf/resource", //Link target, required

"p": {"bm": 3}, // Link target attributes, optional
"if": ["oic.if.baseline"], // Link target attributes, required
"rt": ["oic.r.sensor"] // Link target attributes, required

Additional items in the Link may be made mandatory based on the use of the Links in different contexts
(e.g. in Collections, in discovery, in bridging etc.). The OpenAPI 2.0 file for the Linkpayload is detailed in
Annex A.

RIFFHEEAR L TR (MES. RIL. HiigF) OERIER, PTRERHIRNEZFRIMIMDL, %8
O EHIOpenAPI 2.0 XX 12 MHHFARR B IF 4R,

Another example of a Link is as illustrated:

B EHERGFUT:

{"href": "/switch", "rt": ["oic.r.switch.binary"], "if": ["oic.if.a",

"oic.if.baseline”], "p": {"bm": 3}, "rel": "item"}
7.8.2.2 Link context $$1EAS

The Link context is defined in the Link using the "anchor" Parameter. If the Link doesn't contain
an"anchor" Parameter, the Link context shall be the Resource from which the Link was retrieved.

Prig F T XEREDER S SHEN . REERASESE S, WiHE E TN 2R REERNE TR,
7.8.2.3 Link relation type §§i&x KR

The Link relation type conveys the semantics of the Link. The Link relation type is defined in the Link
using the "rel" Parameter. If the Link doesn't contain a "rel" Parameter, the Link relation type shall be
assumed to have the default value "hosts", which means that the Resource at the Linktarget is "hosted"
by the Resource at the Link context. The set of Link relation types to be used to describe various



relationships between Resources are as listed:

PHEXRLBEBHHEMNIEN,, PHEXRLBEEREDPER el SHEXNN, NMRPEETEE rel'SH,
MRz E R REBLE B EINME hosts”, EN8HZ BT EMZIRAEHE E TX ERNGER RS, BTHERAE
TR BIEMX AN —APHEXRRERNT:

e "hosts"
o The Link target points to a Resource that is hosted at the Link context. This Link relation
type indicates that the Resource is allowed to be included in the batch representations of
the Link target. This Link relation type is defined by IETF RFC 6690.
PR TEHE E TXHRR, BIHEXALBERATPRRREEIHE BTN
MABRTH, ZEEHEXRELEAIETF RFC 6690 X,
o '"self"
o The Link refers to the Link context, which allows a Link to describe the Resource at the
Ling Context, which is to say that the Link can describe the Collection or Atomic
Measurement Resource that the Link is retrieved from. The Link target points to the Link
context, and the Link target attributes describe the Link context. This Link relation type is
defined by IETF RFC 4287.
BEENERE L TX, EAT—TIHEHEARHE L TYXPNER, R, ZHEq
DHERIZBEHZFREINESRRFUERR. EHEEMEOTHE L TX, #EEmEMN
HAREEE E T, XM HEEXREEMIETF RFC 42877 X,
e 'item"
o The Link target points to a Resource that is a member of the Collection or Atomic
Measurement at the Link context, which might not specifically be hosted by the Collection
Or Atomic Measurement Resource, and is allowed to be contained in batch
representations of the Collection or Atomic Measurement. An example is using "rel":
"item" to declare that the Properties of the Collection or Atomic Measurement Resource
itself should be included in a batch representation of the Collection or Atomic
Measurement. This Link relation type is defined by IETF RFC 6573.
BEAMERRRESNAAHEREFNEE L TR LA B R 3IEMNESER
FUEFRHAARTESEESWRFIMRTVE, —MF2(EM rel” item”KFEIASE
BHREFNERFAGHNEEN ZE2EESWRERFNEMMIRRTFR, ZEHEXRRE
EIFHIETF RFC 6573E X,

All of these Link relation types are registered in the IANA Registry for Link relations types defined in IANA
Link Relations. Other Link relation types may be included in Links, provided that they conform to the
requirements in IETF RFC 8288. Other Link relation types may be defined for features contained in other
specifications and may not be included in what is defined in this clause.The presence of Link relation
types not defined in this document does not affect the processing of Link relation types defined in this
document.

FE X Lefd ik R L BVERTE IANATERR /OO ERHANABEIE X R E X VIR R R LB, HithHEx RE8]
MBEEEHER, REC(IRSIETF RFC 8288 MEXK, rILANEMIERESMINEEE X Ethiizx



REE, AU AREEAESZARPEXNINEER, RAXEFRE XA HEHEX REBNFEHFARINAR X
FRIE X I HER R R BURIALIE

When there is more than one Link relation type value in a Link, all of the values apply to describe the
relationship between the Link context and the Link target. A Link with multiple Link relation type values is
equivalent to a set of Links having the same Link context and Link target, each having one of the Link
relation values.

H—MHEPE ST IHEXRRLEEN, FIANETATHREHE F TXHEERZENXR. BF%
THHEX AR ENHESN T AB AR L TXAHZ EmN—ARE, ST HERE T HEXAR
(=

7.8.2.4 Link target §%#EB#n

The Link target is a URI reference to a Resource using the "href" Parameter.
FZ B E—MER hrel SEMZREAIURIS| A,

7.8.2.5 Parameters for Link target attributes $&B 1590 5%
7.8.2.5.1 Introduction 5| &

Link target attributes are specialisations of Link Parameters. Table 10 lists all the Link target attributes
defined in this document.

BHZEMEEEHRSHNET . R10FIE TEX T XEPREXNAMA#EZRITES.

Table 10 - Link target attributes list

F10-HEZBn D IR
Parameter title Parametername Mandatory Description
SRR SR SR fiEiR
Device ID "di" No Defined in clause 7.8.2.5.5
’#&ID E567.8.2555PEX
OCF Endpoint information "eps" Yes Defined in clause7.8.2.5.6
OCFimRfER E567.8.2565PEX
OCEF Interface "if" Yes Defined in clause 7.6
OCF#0 EHT.6ZPEX
Link instance "ins" No Defined in clause 7.8.2.5.2
L) 7E587.8.2.525%ENX
Policy "p" No Defined in clause7.8.2.5.3
s EEE7.8.2535%HhEN
Resource Type "rt" Yes Defined in clause 7.4
BRER EETAZPREX
Media type "type" No Defined in clause 7.8.2.5.4
e FEZ7.8.2.545FFEX




Position description Semantic "tag-pos-desc” No Defined in clause11.5.2.1.2
Tag EE11.52125%PENX
AL ERIRIE AR

Relative position Semantic Tag | "tag-pos-pos" No Defined in clause 11.5.2.1.3
MU EIE ARE E5811.5.21.3%HEX
Function description Semantic | "tag-func-desc" No Defined in clause11.5.2.2.2
Tag HEE1.5.2225%HPFENX

THREHIRTE AR EE

Note: Other Link target attributes may to defined for features in other specifications and may not be
included in this table.

1 HhEHENBREM e EEMICRENX, g RS EAEKD,
7.8.2.5.2 "ins" or Link instance Parameter "ins"3} %1% 5L 5| 5%

The "ins" Parameter identifies a particular Link instance in a list of Links. The "ins" Parameter may be
used to modify or delete a specific Link in a list of Links. The value of the "ins" Parameter is setat
instantiation of the Link by the OCF Device (Server) that is hosting the list of Links - once it has been set,
the "ins" Parameter shall not be modified for as long as the Link is a member of that list.

“ins” SEMTIRBHET | RPIVITE BEIELA, “ins”SENFT A T B MIFREHET I R P EBHE, “ins"S%
EE AP IEIZIIRNOCFIRE (ARHBEE) EIHELAMMREN-—BIRERE, REMERIZIIRN
FX3R, “ins"BEABEME L.,

7.8.2.5.3 "p" or policy Parameter "p"3} R E& S %K

The policy Parameter defines various rules for correctly accessing a Resource referenced by a target
URI. The policy rules are configured by a set of key-value pairs.

RIS N ISR BRURISIBRNEIREX 7T &N, REDNBA—ARENKE,

The policy Parameter "p" is defined by:
RERSE P EXA:

e "bm" key: The "bm" key corresponds to an integer value that is interpreted as an 8-bit
bitmask.Each bit in the bitmask corresponds to a specific policy rule. The rules are specified for
"bm" in Table 11:

“bm”E:bm XS N — N EEEE, ZBEEERBERE N — SRS, (RS MU N —
TMFERIREEIN, BX"om BIRMNMEHTFR11:

Table 11 - "bm" Property definition
11 - "bm"BHEE X

Bit Position Policy rule Comment

£ ITRITA = EREERLI wig




Bit O (the LSB) Discoverable The discoverable rule defines whether the Link is to be included in the Resource

AINIER discovery message via "/oic/res". If the Link is to be included in the Resource
discovery message, then "p" shall include the "bm" key and set the discoverable bit
to value 1.

ATRIAMNE X sz RSB oices BEERRRIVEEF, MRBEEASERR
RIVERH, WpNEZom™#, HFrIRIMNAIRENE.

If the Link is NOT to be included in the Resource discovery message, then "p" shall
either include the "bm" key and set the discoverable bit to value 0 or omit the "bm"
key entirely.

MRZBEFESERRRIVEEF, Wp RixEE dbm @H G R MR E F0
e RS

Bit 1 (2™ LSB) Discoverable” The Observable rule defines whether the Resource referenced by the target URI
AIIER supports the NOTIFY operation. With the self-link, i.e. the Link with "rel" value of
"self", "/oic/res" can have a Link with the target URI of "/oic/res" and indicate itself
Observable. The "self" is defined by IETF RFC 4287 and registered in the IANA
Registry for "rel" value defined at IANA Link Relations.
AIMEHMNE X BRURISIBINEIRESXFINOTIFYIRIE, @B BE, BIAAR
“self"#y rel"ERVEEHE, “/oicires"AI A5 /oic/res” E’]E*TURI%U;, HETRBCSEAM
M, “sel AIETF RFC 4287 X, FTEIANATERZRAERM IANA Link Relations.
EX ) rel"E,

If the Resource supports the NOTIFY operation, then "p" shall include the "bm" key
and set the Observable bit to value 1.

MRBFREZIGNOTIFYIRME, M p" MBS ‘bm %4, FHi§ObservablefiiZENE1,

If the Resource does NOT support the NOTIFY operation, then "p" shall either
include the "bm" key and set the Observable bit to value 0 or omit the "bm" key
entirely.

MRBFEAZIENOTIFYIRIE, Mp"ROZEIE b BHIEAIMEMIRE N0, HET
SERE bm §E,

Bits 2-7 - Reserved for future use. All reserved bits in "bm" shall be set to value 0.

REMIERER. “bm R REMENIRERO,

NOTE If all the bits in "bm" are defined to value 0, then the "bm" key may be omitted entirely from "p" as
an efficiency measure. However, if any bit is set to value 1, then "bm" shall be included in "p" and all the
bits shall be defined appropriately.

xR bm RIERB IR E X REO, BAEA—MEAREE, pHANUTEER DM E, B, U
RIEA—IRENET, Wp"RNEE DM, MBERUMESEX.

e In a payload sent in response to a request that includes an OCF-Accept-Content-Format-Version
option the "eps" Parameter shall provide the information for an encrypted connection.
£ £1 & OCF-Accept-Content-Format-Versioni & IRHSiE KIS R IX B BE TR, “eps’SERIR
HAT IR EENER.

e Note that access to the Resource is controlled by the ACL for the Resource. A successful
encrypted connection does not ensure that the requested action will succeed. See ISO/IEC
30118-2:2018 clause 12 for more information.

SRR HERINACLIZHEIR ., BINAINZEE A BERRIEKIVIRIERIN. EZER
JLISO/IEC 30118-2:20 20185 12& 5,

This shows the policy Parameter for a Resource that is discoverable but not Observable.

I T AT RIER RN RERNRES




"p": {"bm": l}

This shows a self-link, i.e. the "/oic/res" Link in itself that is discoverable and Observable.

X T — B EBEE, BNYoic/res iiEA S ER A IA ATV ERAY,

{

"href": "/oic/res",

"rel": "self",

"rt": ["oic.wk.res"],

"if": ["oic.if.1l1l", "oic.if.baseline"],

npn . { "bm" : 3}
}

7.8.2.5.4 "type" or media type Parameter "type"Si &M L EIS

The "type" Parameter may be used to specify the various media types that are supported by a specific
target Resource. The default type of "application/vnd.ocf+cbor" shall be used when the"type" element is
omitted. Once a Client discovers this information for each Resource, it may use one of the available
representations in the appropriate header field of the Request or Response.

“type" S FI BTHEESTE B MR SITHEMIEMRED, Htype’ TR BEIRAS, N{EA
"application/vnd.ocf+cbor"#BRIAEKE, —BEFIR RIS T RZIRLER, ErRESEFERENNAYE Sk
FERPER—IAIRNERT.

7.8.2.5.5 "di" or Device ID Parameter "di"5{i% %D Sk

The "di" Parameter specifies the Device ID of the Device that hosts the target Resource defined in the
"href" Parameter.
“dirSEUEE A S href SR E XN B RZIRNIREFNIREFID,

The Device ID may be used to qualify a relative reference used in the "href" or to lookup OCF Endpoint
information for the relative reference.

2% IDEI AT IRE ‘href {ERRIEXN S|, SKATEXENS|IANOCFRRER.
7.8.2.5.6 "eps"Parameter "eps" &%

The "eps" Parameter indicates the OCF Endpoint information of the target Resource.
‘eps" SRR BERA RAIOCFim RIER .

"eps" shall have as its value an array of items and each item represents OCF Endpoint information with
"ep" and "pri" as specified in 10.2. "ep" is mandatory but "pri" is optional.

‘eps"MEA—TIBEHE, S1TMER10.2F18EN ep” M pri" R NOCFiHRIER. “ep” @b,
“ori" BILFEFEMAT,



This is an example of "eps" with multiple OCF Endpoints.
XE—1TRBEZPOCFinmIN ‘eps i,

"eps": [

{"ep": "coap://[fe80::bld6]:1111", "pri": 2},

{"ep": "coaps://[fe80::bld6]:1122"},

{"ep": "coapttcp://[2001:db8:a::123]:2222", "pri": 3}
]

When "eps" is present in a link, the OCF Endpoint information in "eps" can be used to access the target

Resource referred by the "href" Parameter.
LpEEPE S eps’iy, AIAER ‘eps” FAIOCFIfHRE EFiFE B href S5 | BB IR AR

Note that the type of OCF Endpoint - Secure or Unsecure - that a Resource exposes merely determines
the connection type(s) guaranteed to be available for sending requests to the Resource.For example, if a
Resource only exposes a single CoAP "ep", it does not guarantee that the Resource cannot also be
accessed via a Secure OCF Endpoint (e.g. via a CoAPS "ep" from another Resources "eps information).
Nor does exposing a given type of OCF Endpoint ensure that access to the Resource will be granted
using the "ep" information. Whether requests to the Resource are granted or denied by the Access
Control layer is separate from the "eps" information, and is determined by the configuration of the /acl2
Resource (see ISO/IEC 30118-2:2018 clause 13.5.3 for details).

F BIRAFHOCFIHRIEER (ZEMNFALER) MNATE T B&HEIRRIEIEKIRIER] ARERSE
B, flan, R—TERRAF—TCoAPep”’, EF MRIEZFRAEEBE — M LEMNOCFIHRTAE (5
o, BEKE SRR eps{E R 'HIC0APS ep”) . AFLAELEMNOCFIH A A EEHRER ep 52
RPN EIRIAEIN, HEEHEES R FEELN RIRNIBERS epsERED TN, H/aclRBFFNEE
RE. (FENISO/IEC 30118-2:20 085513.5.3% )

When present, max-age information (e.g. Max-Age option for CoAP defined in IETF RFC
7252)determines the maximum time "eps" values may be cached before they are considered stale.
HFER, max-agefSE (BFIZNIETF RFC 725277 X B9CoAPHImax-ageitlil) fE £ ‘eps BE#MIANKIK
ZHIEFRN R A8,

7.8.2.6 Formatting 11t

When formatting in JSON, the list of Links shall be an array.
FEJSONIRIUA, HHEFIRMIZZ— A,

7.8.2.7 List of Links in a Collection & & i §1E5|%

A Resource that exposes one or more Properties that are defined to be an array of Links where each Link
can be discretely accessed is a Collection. The Property Name "links" is recommended for such an array
of Links.



AF—THZTERENRFE—TEE, RERMMENNTHERA, EhES M iHRHr ME Rt
6], SFXE—NEEHENAE, BIERRMER links”,

This is an example of a Resource with a list of Links.
XE—HA SR RNF RO,

/Rooml
{
"rt": ["oic.wk.col"],
"if": ["oic.if.1l1l", "oic.if.baseline" ],
"color": "blue",
"links":

[

"href": "/switch",
"rt": ["oic.r.switch.binary"],
"if": [ "oic.if.a", "oic.if.baseline" 7],

npn . { "bm" : 3}

"href": "/brightness",
"rt": ["oic.r.light.brightness"],
"if": [ "oic.if.a", "oic.if.baseline" 7],

npn . { "bm" : 3}

}

7.8.2.8 Properties describing an array of Links iR S50 AME 14

If a Resource Type that defines an array of Links (e.g. Collections, Atomic Measurements) has
restrictions on the "rt" values that can be within the array of Links, the Resource Type will define the "rts"
Property. The "rts" Property as defined in Table 12 will include all "rt" values allowed for all Links in the
array. If the Resource Type does not define the "rts" Property or the "rts" Property is an empty array, then
any "rt" value is permitted in the array of Links.

WNRE XPHEANTRER (FINES. RFNE) SeHEMAPN ' ERRE, MNEREIGE X
‘s"f@iE. T12FPE X rts” BIEIS EEAFRBE BEAITIFIE E, MRFREESHEE N s’ B4
, WEMSBMERTHA, NWEFHERAD R E,

For all instances of a Resource Type that defines the "rts" Property, the "rt" Link Parameter in every Link
in the array of Links shall be one of the "rt" values that is included in the "rts"Property.

MNFEX rts" BRI THREBRIAMBE LA, SHENAFNS M RPN W IHESHNE s B ERE 217
“WEZ—.



Table 12 - Resource Types Property definition
K12 - BREBEMENX

Property Property Value Value Unit Access Mandatory Description
title name type rule Big mode SaElE E1:pu

[EA el B2 EESid B Phla)igE=t
ResourceTy "rts" "array" Array of strings, N/A R No An array of Resource
pes conveying Types that are
THRAER Resource Type IDs supported within an

FRIBHA, && array of Links exposed
HIRE R by a Resource.

BIRATTRBHRE AR
KIFMZIREEENA

If a Resource Type that defines an array of Links has "rt" values which are required to be in the array, the
Resource Type will define the "rts-m" Property, as defined in Table 13, which will contain all of the "rt"
vaues that are required to be in the array of Links. If "rts-m" is defined, and "rts" isdefined and is not an
empty array, then the "rt" values present in "rts-m" will be part of the values present in "rts". Moreover, if
the "rts-m" Property is defined, it shall be mandated (i.e. included in the "required" field of a JSON
definition) in the Resource definition and Introspection Device Data(see 11.4).

MRE X BIEHMANZRXREF E, WEETZREAFERE, FBREMBEENRKRIBPEXH Dt -m”
B, ZEMRE SR ARMENMA t'vaue, MMIREX T ts-m”, FEEX T ' MAZ— =
B, BAts-m R ERE " PRVEN—E D . kI, MREX T ts-m" B, BAERREXA
BIRFEE (L11.4) RRAIZEHERZEY (BIES7EJSONE XY required”FERH)

For all instances of a Resource Type that defines the "rts-m" Property, there shall be at least onelLink in
the array of Links corresponding to each one of the "rt" values in the "rts-m" Property; forall such Links the
"rt" Link Parameter shall contain at least one of the "rt" values in the "rts-m"Property.

NFE Xt -m" BRI BREBRFIE LA, “rt-m"BHHRNE N B NS EHAR N E D — P
; WFAAXLRE, WHESHNE Tt -wEYPESES—T1E,

Table 13 - Mandatory Resource Types Property definition
®13 - BHIMRREEEEE X

7Y

BRERId

Property Property Value Value Unit Access Mandatory Description
title name type rule BT mode S 711D
BIEATRR BRI HRE BRI Thlaj&E=t
MandatoryR "rts-m" "array" Array of strings, N/A R No An array of Resource
esource conveying Types that are
Types Resource Type IDs mandatory to be
EHITIRE FRIEHA, £ exposed within an

array of Links exposed
by a Resource.
INTTE SR A TR
AR NFFAIETIREEY
A,




7.8.3 Collections &8

7.8.3.1 Overview &4

A Resource that contains one or more references (specified as Links) to other Resources is a Collection.
These references may be related to each other or just be a list; the Collection provides a means to refer
to this set of references with a single handle (i.e. the URI). A simple Resource is kept distinct from a
Collection. Any Resource may be turned into a Collection by binding Resource references as Links.
Collections may be used for creating, defining or specifying hierarchies,indexes, groups, and so on.
BE—THZTEOEMEBRNSIA BERHE) NRRE—1TEE. XESIARTEBEEXEK, thals
RE—MIIKR; EFERHT—MEE, BI—1M9W (BIURI) X3IAXE5IR. BENEREEEERE
), BIIERRSIBAENTHE, ISEARRERAEES. SEUATEE. EXFIRERREN.
=5l HE,

A Collection shall have at least one Resource Type and at least one OCF Interface bound at all times
during its lifetime. During creation time of a Collection the Resource Type and OCF Interfaces are
specified. The initial defined Resource Types and OCF Interfaces may be updated during its life time.
These initial values may be overridden using mechanism used for overriding in the case of a Resource.
Additional Resource Types and OCF Interfaces may be bound to the Collection at creation or later during
the lifecycle of the Collection.

E—TEENEBEBA, ENZEFEL—TRFERNEDL—1OCFEO., EESHEIZME, 1§45
EFHREBNOCFEO, MiaEXNEREBNOCFHEORMEEAGEMBAERH. EESHEIEHE,
BIEERRABANOCFEO, YIAEXMNEIRERNOCHEONUEREmABNEMR., HibZRERH
OCF#OFREEEIENHAERES, WETUENESEGRRBPHATEIES.

A Collection shall define a Property that is an array with zero or more Links. The target URIs in the Links
may reference another Collection or another Resource. The referenced Collection or Resource may
reside on the same Device as the Collection that includes that Link (called a local reference) or may
reside on another Device (called a remote reference). The context URI of the Links in the array shall
(implicitly) be the Collection that contains that Property. The (implicit)context URI may be overridden with
explicit specification of the "anchor" Parameter in the Link Where the value of "anchor" is the new base of
the Link.

EENEX—TMEEFETUZ M HHENHNANES., #HEPHBETUNRIE RS — 1M &83E—THR.
WEIRNESS R RIS B FHENES (MAFthsIA) AFE—REL, BagRUTFE—MEE
+ FRAZiEsIA) . MAPIHEN E TXURINZ(FERR)EESZBENES. (BX) L TXURIF
Rt EE R S HNENRAEBE, HRHIESHENE,

A Resource may be referenced in more than one Collection, therefore, a unique parent-child relationship
is not guaranteed. There is no pre-defined relationship between a Collection and the Resource
referenced in the Collection, i.e., the application may use Collections to represent a relationship but none



is automatically implied or defined. The life cycles of the Collection and the referenced Resource are also
independent of one another.

— P ERAIEESITESTHRSIA, FALRERIEEE—NE-MKXR. EENESHSIRNRIRZEDR
MEXMKR, B, NARFAUMEREERRTAR, EFEMREREXEHAXR, EEH5IAA
TRAVAE A B HA th AR LLEIRAT

In the following example a Property "links" represents the list of Links in a Collection. The "links"Property
has, as its value, an array of items and each item is a Link.

FETENRGIH, B linksRAESTNHEEIIR. links’BEHNER—THEHRAE, BTHEHE—
HHE,

/my/house This is IRI/URI of the Resource
{

"rt": ["my.r.house"], This and the next 3 1lines are the Properties of the
Resource.

"color": "blue",

"n": "myhouse",

"links": [

{ This and the next 4 lines are the Parameters of a Link

"href": "/door",

"rt": ["oic.r.door"],

"if": ["oic.if.a", "oic.if.baseline"]
by
{

"href": "/door/lock.status",

"rt": ["oic.r.lock"],

"if": ["oic.if.a", "oic.if.baseline"]
by
{

"href": "/light",

"rt": ["oic.r.light"],

"if": ["oic.if.s", "oic.if.baseline"]
by
{

"href": "/binarySwitch",

"rt": ["oic.r.switch.binary"],

"if": ["oic.if.a", "oic.if.baseline"]

A Collection may be: —PMESRAE:

e A pre-defined Collection where the Collection has been defined a priori and the Collection is
static over its lifetime. Such Collections may be used to model, for example, an appliance that is



composed of other Devices or fixed set of Resources representing fixed functions.

MEXNES, HPESEMAEXN, HETHELGEARERASHSN, XEESFTRTER, 4
o, HEfMIRENRTEEINEENETE FREHMNIZE,

A Device local Collection where the Collection is used only on the Device that hosts the
Collection. Such Collections may be used as a short-hand on a Client for referring to many
Servers as one.

REAMES, ERESNEASZEESNRE LER. XENESFTUMEAEFINEES, K2
THRS =5 IAR—T,

A centralized Collection where the Collection is hosted on a Device but other Devices may
access or update the Collection.

SPRES, HEPESRETRE L, BEMREIIARNENRES.

A hosted Collection where the Collection is centralized but is managed by an authorized agentor
party.

HENES, EPESESTH, EBHENNRES—HEE,

7.8.3.2 Collection Properties £8 B¢

A Collection shall define a Property that is an array of Links (the Property Name "links" is recommended).
In addition, other Properties may be defined for the Collection by the ResourceType. The mandatory and
recommended Common Properties for a Collection are shown in Table 14.This list of Common Properties
is in addition to those defined for Resources in 7.3.2.

EENENX —MHENANEY (BIUERBMR Links”) , LI, ATURIBER BRI NESTEXEE
M., RUAERTEESNEREIMENEFNRARY., FRT7.32R8FRFREXNBMZIN, TRMETXNAH
BMIIx,

Table 14 - Common Properties for Collections (in addition to Common Properties definedin 7.3.2)

FRIA-EENAHEY FRT7.3.20EXH L HEMZ5)

Property Description Property Name Value Type Mandatory
B i3 e 2=t FESid] BRI
Links The array of Links in the Collection Per Resource Type json Yes
i3 SEFREEEEA definition Array of Links
REREREX EAREEE
Resource Types The list of allowed Resource Types As defined in Table 12 As defined in Table No
BRKE for Links in the Collection. WMTRA2FR 12
SEEFEHENARITRIREIIIR, WMER12FR
If this Property is not defined or is
null string then any Resource Type is
permitted 2 RXME MR B E X E
BEFRH, BARTRIFEIEZ
FVFEY,




Mandatory The list of Resource Types for Links As defined in Table 13 As defined in Table No
Resource Types | that are mandatory in the Collection. AR 13w 13
SR ETIREEY MRS

7.8.3.3 Default Resource Type ERIAZTREER

A default Resource Type, "oic.wk.col", is available for Collections. This Resource Type shall be used only
when another type has not been defined on the Collection or when no Resource Type has been specified
at the creation of the Collection.

BUIAR B RE R oic.wk.col FTAFUREE, IEHRIREBNERNERESEE LEX S—REHERIEESH
RIEEFRERER,

The default Resource Type provides support for the Common Properties including an array of Links with
the Property Name "links".
AIARRRBIRHEN AHEMENSSS, BEEMERA Links FHHEEA.

7.8.3.4 Default OCF Interface E{iAOCFiZ[]

All instances of a Collection shall support the links list ("oic.if.ll") OCF Interface in addition to the baseline
("oic.if.baseline") OCF Interface. An instance of a Collection may optionally support additional OCF
Interfaces that are defined within this document. The Default OCF Interface for a Collection shall be links
list ("oic.if.I") unless otherwise specified by the Resource Type definition.

SEMAAIFIRR T ZIFELE ("oic.if.baseline”) OCF#OSh, BRI XIFHEIEFIR ("oic.ifll") OCF#EO.
S SRR USSR P E X EMOCFEO, MFIFRREREXSENE, SUESHEIA
OCF#EORiZ2ElinksFIE (“oic.ifll’)

7.8.4 Atomic Measurement [EFill£

7.8.4.1 Overview ik

Certain use cases require that the Properties of multiple Resources are only accessible as a group and
individual access to those Properties of each Resource by a Client is prohibited. The Atomic
Measurement Resource Type is defined to meet this requirement. This is accomplished through the use
of the Batch OCF Interface.

RERGIERZNRIRNBMEREEN—THIANE, FEREIEEFIRSRILEOSTIZRNEE. RFUE
BREEZRN T HEXTBRMEXH ., XEBEIEAALIEOCFIZOSEINA,

7.8.4.2 Atomic Measurement Properties 5 FillEE 14

An Atomic Measurement shall define a Property that is an array of Links (the Property Name "links"is
recommended). In addition, other Properties may be defined for the Atomic Measurement by the



Resource Type. The mandatory and recommended Common Properties for an Atomic Measurement are
shown in Table 15. This list of Common Properties is in addition to those defined for Resources in 7.3.2.
RFMERZE X — T HHEHANEY (BIVERARYR9HE) . I, INBERRERENERFEEE
XEMEM, RFUSEHMENEFNERREMNR15FIR. BRT7.3.2RAFREXNEL 2, T
HTXPRHEREMIIR,
Table 15 - Common Properties for Atomic Measurement (in addition to Common Properties
defined in 7.3.2)
®15 - RFMNEN—MMER FRT7.3.20EXHNAHELZH)

Property Description Property Name Value Type Mandatory
Bt ik BHRR Bl R
Links The array of Links in the Atomic Per Resource json Yes
BEIE Measurement Type definition Array of Links
[RFME A aEiEEAE RERELUEX | AR
Resource Types The list of allowed Resource Types for As defined in As defined in Table No
HIRIEE Links in the Atomic Measurement Table 12 12
EEPHHENRITEIRERIIR, WMERA2FR MK 12FR

If this Property is not defined or is null
string then any Resource Type is
permittedNRXMEMHEBEXHERT
FRE, BATEURREILBRAIT.

Mandatory The list of Resource Types for Links that | As defined in As defined in Table No
Resource Typesi® | are mandatory in the Atomic Table 13 13
HlEEREE Measurement. WMR13FR WNFKABERR

[RF Al SHER ZREBIIRNE.

7.8.4.3 Normative behavior 158175

The normative behavior of an Atomic Measurement is as follows:
[RFNERIEIT R TAIR:

e The behavior of the Batch OCF Interface ("oic.if.b") on the Atomic Measurement is defined as
follows:
#EOCFEZEO (“oic.if.b”) WRFMEAIITHE XM T:

o Only RETRIEVE and NOTIFY operations are supported, for Batch OCF Interface, on
Atomic Measurement; the behavior of the RETRIEVE and NOTIFY operations shall be
the same as specified in 7.6.3.4, with exceptions as provided for in 7.8.4.3.
MNFHEOCFEN, RFNERIFNRNBIIRIE RN BIIRIENITANS7.6.3.45
MERIERE, {87.8.4.3Fh#ERIFRSI,

o The UPDATE operation is not allowed, for Batch OCF Interface, on Atomic Measurement;
ifan UPDATE operation is received, it shall result in a method not allowed error code.
NFHEOCFENO, RFNEARFEIIRIE, —TEMRERIER, ERSH—AE
A RFEIRND,



o An error response shall not include any representation of a linked Resource (i.e. empty
response for all linked Resources).
RN AR 6 2R AEFRRNERT (BIAHERIRNZIA)
e Any linked Resource within an Atomic Measurement (i.e. the target Resource of a Link in
anAtomic Measurement) is subject to the following conditions:
RFNEEERNEAEZESR BIRFUNSTERNEEZNERAR) HAGFE TS

o Linked Resources within an Atomic Measurement and the Atomic Measurement itself
shall exist on a single Server.
RFUNEABNEHZFRINRFUNESFNFETEMRSE L.

o CRUDN operations shall not be allowed on linked Resources and shall result in a
forbidden error code.

CRUDN#ZBETAFERENAIR Li#1T, HFESSH—1ZIENERAE,

o Linked Resources shall not expose the "oic.if.ll" OCF Interface. Since CRUDN operations
are not allowed on linked Resources, the "oic.if.ll" OCF Interface would never be
accessible.

PHER RN REE oic.ifI" OCF#%[0, HATCRUDNIRIENRIFETHZNSIR LT, B
ItE“oic.if.II" OCF & KiZTciETA 8],
e Links to linked Resources in an Atomic Measurement shall only be accessible through the"oic.if.IlI"
or the "oic.if.baseline” OCF Interfaces of an Atomic Measurement.
[FFN 2 E R EERINEHEN R BT R FME8 " oic.if.1"E{"oic.if.baseline” OCF #1.,
o The linked Resources shall not be listed in "/oic/res".
FHERNZEIRAS5I AN oic/res”,
e A linked Resource in an Atomic Measurement shall have defined one of "oic.if.a",
"oic.if.s","oic.if.r", or "oic.if.rw" as its Default OCF Interface.
[RFNE R85 RN E X "oic.if.a", "oic.if.s","oic.if.r", B & "oic.if. w"Z—, {ERNEZRIARIOCFIE
Ho
e Not all linked Resources in an Atomic Measurement are required to be Observable. If an Atomic
Measurement is being Observed using the "oic.if.b" OCF Interface, notification responses shall
not be generated when the linked Resources which are not marked Observable are updated or
change state.
FERFMNEFR, HEFMENERZRHRTEZSTLN, MR—TRFER oic.if #HI{TME., b’OCF
#O, RAFCH AIME RIS RIRERSEERRSE, TNNERBARImAL
e All linked Resources in an Atomic Measurement shall be included in every RETRIEVE and
Observe response when using the"oic.if.b" OCF Interface.
fE{ERA"oic.if.b" OCF#ZORTY, fE&RAQRMNERMN TN BER FNEFAIPAE s TR
e An Atomic Measurement shall support the "oic.if.b" and the "oic.if.ll" OCF Interfaces.
J&F M= H"oic.if.b"F1"oic.if. I"“OCFAYIZ O 12,
e Filtering of linked Resources in an Atomic Measurement is not allowed. Query parameters that
select one or more individual linked Resources in a request to an Atomic Measurement shall
result in a "forbidden" error code.



ARAFERFUNEPTIEPEERR. ENRERFUENFTRPIEEFE—HZ P RMEBERFENEES
IS B I EIRAAE,

e |f the "rel" Link Parameter is included in a Link contained in an Atomic Measurement, it shallhave
either the "hosts" or the "item" value.
MR refHEZHESERFNEFESNEED, WENIZASB hosts’s item™E,

e The Default OCF Interface of an Atomic Measurement is "oic.if.b".
[FEFMERERAOCFIE O Z oic.if.b”

7.8.4.4 Security considerations £Z& ¥ = E1H

Access rights to an Atomic Measurement Resource Type is as specified in clause 12.2.7.2 (ACL
considerations for batch request to the Atomic Measurement Resource Type) of ISO/IEC 30118-2020
2:2018).

RFNEZREEHIHRIRANISO/EC 30118 - 2020 2:20185512.2.7.25% (MEBREFNEFFEEHN
ACLEZERAR) HHE.

7.8.4.5 Default Resource Type EAIAZTREZERY

The Resource Type is defined as "oic.wk.atomicmeasurement” as defined in Table 16.
FIRERITE Y N oic.wk.atomicmeasurement”, 1ZFR16F77R.

Table 16 - Atomic Measurement Resource Type

Pre-defined Resource Resource Type OCF Description Related M/CR/O
URI Type Title ID Interfaces iR Functional
¥iE L URI TR RGRER ("rt" value) OCF#0O Interaction
BURERID("rt" KRINBER R
{8)
none Atomic "oic.wk.atomicm | "oic.if.lI" A specialisation of the | RETRIEVE,NO | O
7 Measurement e "oic.if.baselin | Collection pattern to TIFY
EFNE asurement" e" ensure atomic WM&, W\
"oic.if.b" RETRIEVAL of its
referred Resources
SERANEIL,
DABRISELS | R
HRFIER

The Properties for Atomic Measurement are as defined in Table 17.

RFNENREEXERITH,




Table 17 - Properties for Atomic Measurement (in addition to Common Properties defined2027 in

7.3.2)
F7-FEFNERY (RT77.3.2d0EXH L HE 42027 251)
Property Description Property name Value Type Mandatory
=4 iR iR HRE SR

Links The set of links that Per Resource Type json Yes
PR point to the linked definition Array of Links

Resources RERERE X BB BEIE

R EHE RIS

7.9 Query Parameters Eifj S

7.9.1 Introduction 5|

Properties and Parameters (including those that are part of a Link) may be used in the query part of a URI
(see 6.2.2) as one criterion for selection of a particular Resource. This is done by declaring the Property
(i.e. {Property Name> = <desired Property Value>) as one of the segments of the query. Only ASCII
strings are permitted in query filters, and NULL characters are disallowed in query filters. This means that
only Property Values with ASCII characters may be matched in aquery filter.

BUMSH (SE#HEN—ES) FIUATFURINERE S (216.2.2) , (FREREERRIITEZ

— XBBIFREY B]: <BMR> = <MAHEME>) FAEEN—THER. BETRSEPRAT
ASCIFfREH, BEWNTREFAATEFN. REREEEEMIARET RELRABASCIFRINEMLE.

The Resource is selected when all the declared Properties or Link Parameters in the query match the
corresponding Properties or Link Parameters in the target.

SEWPEFRNEMEEES NS BIinPENNE M HES IR, BiXFZETR,
7.9.2 Use of multiple parameters within a query EEiIHR{ERAZ 1S

When a query contains multiple separate query parameters these are delimited by an as described in
6.2.2.

H—PEREEZTRMENE TSN, XLESHH6.2. 2 RNan DR,

A Client may apply multiple separate query parameters, for example "?ins=11111 &rt=oic.r.switch.binary".
If such queries are supported by the Server this shall be accomplished by matching "all of' the different
query parameter types ("rt", "ins", "if", etc)against the target of the query. In the example, this resolves to
an instance of oic.r.switch.binary that also has an "ins" populated as "11111". There is no significance
applied to the order of the query parameters.

ZFIHA AN AZ MRIINE IS, HI20“?"ins = 11111&rt = oic.r.switch.binary”, UIRARZEIZIFULERS



8, MRS B TARNEESEED (i, “ins”, “IFE) SERNBERETERR. EAGIF, XIGET
HA—"oic.r.switch3Efl, EHE—Nins"#IEZ R MM T #HEIE, ERSHNINESEEX.

A Client may select more than one Resource Type using repeated query parameters, for
example"?rt=oic.r.switch.binary&rt=oic.r.ramptime". If such queries are supported by the Server this shall
be accomplished by matching "any of" the repeated query parameters against the target of thequery. In
the example, any instances of "oic.r.switch.binary" and/or "oic.r.ramptime" that may exist are selected.
EFIRr] NMEREENEESERIFEZ NEIRER, F20“?rt=oic.r.switch.binary&rt=oic.r.ramptime”, 1%
ARBEEXIFULETW, NNBZHNEWNBETRLRE A EEE SIS, TAFH,
"oic.r.switch.binary"#1/5§"oic.r.ramptime" 8] RE/Z £ framptime #iE +

A Client may combine both multiple repeated parameters and multiple separate parameters in a single
query, for example "?if=oic.if.b&ins=11111 &rt=oic.r.switch.binary&rt=oic.r.ramptime". If such queries are
supported by the Server this shall be accomplished by matching "any of" the repeated query parameters
and then matching "all of" the different query parameter types. In the example any instances of
"oic.r.switch.binary" and/or "oic.r.ramptime" that also have an "ins" of "11111" that may exist are selected
in a batch response.

—PEPHAINE—TEIPEZTIEESHNZ MM SHASER, FI, "?if=oic.if.b&ins=11111
&rt=oic.r.switch.binary&rt=oic.r.ramptime" {1 Rk F 2R X HILEEF W, NNBEILEE T EEET WS,
AR FIE ARNEGSEEERTR . FEAFIF, Zoic.r.switch.binary"B{E{a]SLHl, "H1/3 oic.r,
ERLALIBIMA 3% IR ramptime”, EBARIEEEFE ins 111117,

NOTE The parameters within a query string are represented within the actual messaging protocol as
defined in clause 11.5.

I BRFNEFNSHREES 11 S5ETHEXEZIRE B EEMNPRTE.

7.9.3 Application to multi-value "rt" Resources NHAF Z{E“rt”H &

An "rt" query for a multi-value "rt" Resource with the Default OCF Interface of "oic.if.a", "oic.if.s","oic.if.r",
"oic.if.rw" or "oic.if.baseline" is an extension of a generic "rt" query. When a Server receives a RETRIEVE
request for a multi-value "rt" Resource with an "rt" query, (i.e. GET/ResExample?rt=oic.r.foo), the Server
should respond only when the query value is an item of the"rt" Property Value of the target Resource and
should send back only the Properties associated with the query value(s). For example, upon receiving
GET /ResExample?rt=oic.r.switch.binary targeting a Resource with "rt": ["oic.r.switch.binary",
"oic.r.light.brightness"], the Server responds with only the Properties of oic.r.switch.binary.
ZRIAOCF#E O "oic.if.a", "oic.if.s","oic.if.r", "oic.if.rw"8{ & "oic.if. baseline" ZE ' F RNt EH 2 @A E
WY B, SRJH[EKEIFE ERNZEYERRERIEKRE (2, GET/ResExample?rt=oic.r.foo
), BRBEBMNZREEEERBIRGRNTEEEN— IR mA, FENZRIRES EWEXBKNE
M, BN, URI%T 3T GET/ResExample?rt=oic.r.switch.binary B “rt”:["oic.r.switch.binary",
"oic.r.light.brightness"|fZ3)R, ARS52: R & oic.r.switch.binary/@ 1%,



7.9.4 OCF Interface specific considerations for queries OCFi& &I AT EE I

7.9.4.1 OCF Interface selection OCFIZ[1i%#*

When an OCF Interface is to be selected for a request, it shall be specified as a query parameter in the
URI of the Resource in the request message. If no query parameter is specified, then the Default OCF
Interface shall be used. If the selected OCF Interface is not one of the permitted OCF Interfaces on the
Resource then selecting that OCF Interface is an error and the Server shall respond with an error
response code.

HENIFKIAFOCFEON, NBEIEENEKEERFRNURIFNERIZSH ., NMIREBIEEE IS

, MEARIANOCFIEONER ., MRMMANOCFEORNZR IR L AVFAIOCFEOZ—, MikiFiZOCFE
OE5HEIRA, RSBENEREIRIDN AR HITIMN ,

For example, the baseline OCF Interface may be selected by adding "if=oic.if.baseline" to the list of query
parameters in the URI of the target Resource. For example: "GET/oic/res?if=oic.if.baseline".

flan, B OCFi%OaJaEEIFERIN"if=oic.if.baseline"E| B ir R RURIF N E DS EFIZRF ., tbal,
"GET/oic/res?if=oic.if.baseline",

7.9.4.2 Batch OCF Interface #t2OCF &[0

See 7.6.3.4 for details on the batch OCF Interface itself. Query parameters may be used with the batch
OCF Interface in order to select particular Resources in a Collection for retrieval or update;these
parameters are used to select items in the Collection by matching Link Parameter Values.
BXRMEOCFHEOASIFMER, 15217634, BEWSHAISHEOCHEO—EMER, NEEREST
M RREITRREEMN; XESHATES LREHESHERTEES PN,

When Link selection query parameters are used with RETRIEVE operations applied using the batch OCF
Interface, only the Resources in the Collection with matching Link Parameters should be returned.
LEHRR RTINS S FERME0CFZRONBMRETRIEVERF—RERN, NMizRiROEFTREEES
BRSSPI,

When Link selection query parameters are used with UPDATE operations applied using the batch OCF
Interface, only the Resources having matching Link Parameters should be updated.

LRI RTINS IS (E Rt E0CFIEO N FARUPDATERE—ERN, NiZREHMEELEFESEH
HETR,

See 7.6.3.4.5 for examples of RETRIEVE and UPDATE operations that use Link selection
queryparameters.
AR (ERARREEERNSHNRETRIEVERUPDATERIER B, ESM7.6.3.4.5,



8 CRUDN

8.1 Overview 43R

CREATE, RETRIEVE, UPDATE, DELETE, and NOTIFY (CRUDN) are operations defined for
manipulating Resources. These operations are performed by a Client on the Resources contained in n
Server.

CREATE, RETRIEVE, UPDATE, DELETE, IAK&NOTIFY (CRUDN) ZARIEFRMEXAIRIE, XL
ERE P HHRT U NRS R E 2R ERAITRE.

On reception of a valid CRUDN operation a Server hosting the Resource that is the target of the request
shall generate a response depending on the OCF Interface included in the request; or based on the
Default OCF Interface for the Resource Type if no OCF Interface is included.
EEIWEIBZRAICRUDNIRIERT, AEIERBREIRIBRSSFNRIE B RPESWOCHEO LRI ; &
ETHRRENEVAOCFED (MREKRPREBEER0CFEN) .

CRUDN operations utilize a set of parameters that are carried in the messages and are defined in Table
18. A Device shall use CBOR as the default payload (content) encoding scheme for Resource
Representations included in CRUDN operations and operation responses; a Device may negotiate a
different payload encoding scheme (e.g, see in 12.2.4 for CoOAP messaging). Clauses 8.2 through 8.6
respectively specify the CRUDN operations and use of the parameters. The type definitions for these
terms will be mapped in the clause 11.5 for each protocol.

CRUDN#RIERFHRHIEHN—ASE, XESHERISFEX ., IXEFNEFRACBORIEICRUDNIEIER
BRERNPESNERRTNMANEREE (RT) FEAER: —MREFUMREABNERETRES
= (fl: 3012.24FHCoAPEREE) . 82ETIES6ET D HIME ¥ CRUDNRIENISEAHIER, X
LEARIBRIR R E SO E 1. 5F TSI RIS MY,

Table 18 - Parameters of CRUDN messages

Applicability Name Denotation Defination
SR B =N EX
All messages fr From The URI of the message originator.
FiBER *B THERZEENURI,
to To The URI of the recipient of the message.
EE THEIEWERIURI,
ri Request Identifier The identifier that uniquely identifies the message in the
TERIRIRRF originator and the recipient.
ME—RIRR IEE R IKE TH RAVARIRST .
cn Content Information specific to the operation.




S ETRIEER.

Requests Op Operation Specific operation requested to be performed by the Server.
=S o g = ey
R 1R RS SERITHIS EIRIE.
obs Observe Indicator for an Observe request.
ML BFMRIERIIERER .
Responses rs Response Code Indicator of the result of the request; whether it was accepted
Ll Moz 3 and what the conclusion of the operation was. The values of

the response code for CRUDN operations shall conform to
those as defined in clause 5.9 and 12.1.2 in IETF RFC 7252.
ERERNIETRS EERIBERMRRENERZNT 4.
CRUDNSZRERIIR ISR BN FSIETF RFC 725271595
12128 EXME,

obs Observe Indicator for an Observe response.

e BTN AIFE TS -

8.2 CREATE 6li2

8.2.1 Overview 42k

The CREATE operation is used to request the creation of new Resources on the Server. The CREATE
operation is initiated by the Client and consists of three steps, as depicted in Figure 5.
CREATERRERTHERS R LIEKRBIEF AR, CREATERIEHEFIRAE, BS=1FH8, WESFR.

Client Server

| 1: CREATE Request _

2: Processing

3. CREATE Response ,

Figure 5 - CREATE operation
5 - CREATE#Z{E

8.2.2 CREATE request CREATEI&?

The CREATE request message is transmitted by the Client to the Server to create a new Resource by the
Server. The CREATE request message will carry the following parameters:
CREATEIEKEEHEFInfEMmEIRS:R, HERSHEEFZIR. CREATEEKESBIEFUTSE



e fr: Unique identifier of the Client
fr: BF IR —RIRRT
o to: URI of the target Resource responsible for creation of the new Resource.
to: MITIEIEFTEIRAIBREIRAIURI,
e ri: Identifier of the CREATE request.
ri: CREATEIERAFRIRFT .
e cn: Information of the Resource to be created by the Server.
cn: RSBBELIBMNFRER.
o cn will include the URI and Resource Type Property of the Resource to be created.
cnB B 2B ENFIRNURIFZIREEEM,
o cn may include additional Properties of the Resource to be created.
cnA] A B 2 ECIEMNZRAIMINEM .
e op: CREATE
op: CREATE

8.2.3 Processing by the Server fR53 234018

Following the receipt of a CREATE request, the Server may validate if the Client has the appropriate
rights for creating the requested Resource. If the validation is successful, the Server creates the
requested Resource. The Server caches the value of ri parameter in the CREATE request for inclusion in
the CREATE response message.

EZIWRICREATEIG KR Z /5, IRFBLBFESVIIEFIHESREBREZBERZRIE SR, WRIIEMIN
, BRSBEBREIEIBEKRNEDIR. RBB/EFCREATEFERFrSHNE, NEKHEHBSECREATENNER
#,

8.2.4 CREATE response CREATEI

The Server shall transmit a CREATE response message in response to a CREATE request message
from a Client. The CREATE response message will include the following parameters:
AR S5 88 M & X CREATENIRZE B ALK B & F iR ICREATEIERE R . CREATENIRIE 2EEENTS

e

e fr: Unique identifier of the Server
fr: BRSSERAIME—IRIRSF
e to: Unique identifier of the Client
to: EFIHAIME—IRIRRT
e ri: Identifier included in the CREATE request
ri: CREATEIFKA B2 HIMRIRTF
e cn: Information of the Resource as created by the Server.
cn: HRSHREIBNFRER.



o cn will include the URI of the created Resource.
cni§ B2 AEIZEIRAIURI,
o cn will include the Resource representation of the created Resource.
cni§ BFEREIE FIRIEDRR T
e rs: The result of the CREATE operation.
rs: CREATERRIERIZR.

8.3 RETRIEVE & &
8.3.1 Overview iR

The RETRIEVE operation is used to request the current state or representation of a Resource. The
RETRIEVE operation is initiated by the Client and consists of three steps, as depicted in Figure 6.
RETRIEVERERTIERB RN HIASHR TN . RETRIEVERFHEFITRE, E2=TSK, W
E6FTR.

Client SEerver

| 1- RETRIEVE Request _ 1
. quest !

2: Processing

:_r 3. RETRIEVE Response |

Figure 6 - RETRIEVE operation
16 - RETRIEVE##{E

8.3.2 RETRIEVE request RETRIEVEi&FK

RETRIEVE request message is transmitted by the Client to the Server to request the representation of a
Resource from a Server. The RETRIEVE request message will carry the following parameters:
RETRIEVEBE KB RHAEPinRIXEIRSEE, UMEMRSIBERFRIORTF, RETRIEVEEKERR
BEHEUTSE

e fr: Unique identifier of the Client.
frE P iRAIE—ARIRTT

e to: URI of the Resource the Client is targeting.
to: & s B AR IRAYURI,

e ri: Identifier of the RETRIEVE request.
ri:RETRIEVEIERAIHRIRT



e op: RETRIEVE.
op:RETRIEVE,

8.3.3 Processing by the Server JR5230 18

Following the receipt of a RETRIEVE request, the Server may validate if the Client has the appropriate
rights for retrieving the requested data and the Properties are readable. The Server caches the value of ri
parameter in the RETRIEVE request for use in the response

FEEWBIRETRIEVEIBE K ZfG, RBFAERSWIEEFIHEEEBRNRFMERIIENES IR, FHIZK
EEMEIEN, RSREFRETRIEVEERPriSHINE, NEERNPER.

8.3.4 RETRIEVE response RETRIEVEIRZ

The Server shall transmit a RETRIEVE response message in response to a RETRIEVE request message
from a Client. The RETRIEVE response message will include the following parameters:

HE%%%F& ARETRIEVENIRH B AN B & F iHAIRETRIEVETERKE S . RETRIEVENIRIE 25 E1E
M54

e fr: Unique identifier of the Server.
fr: RSS2 AIME—ARIRRT .
e to: Unique identifier of the Client.
to: F P iR AME—HRIR R .
e ri: Identifier included in the RETRIEVE request.
ri: BSERETRIEVEIE KAPRIARIATT,
e cn: Information of the Resource as requested by the Client.
cn:EFIRIERINFRIESR.
o cn should include the URI of the Resource targeted in the RETRIEVE request.
cnRIZAERETRIEVEIERHEE BIREIRAIURI,
e rs: The result of the RETRIEVE operation.
rs: RETRIEVEIRIERIZER .

8.4 UPDATE E§ff

8.4.1 Overview &R

The UPDATE operation is either a Partial UPDATE or a complete replacement of the information in a
Resource in conjunction with the OCF Interface that is also applied to the operation. The UPDATE
operation is initiated by the Client and consists of three steps, as depicted in Figure 7.

UPDATEIR{E ISR BEHIE RS N B FHRIENOCFIEO—2# T2 UPDATES 552 &1k, UPDATE
REREFIRRE, 82=1T%%, WE7MR.



Client Server

' 1: UPDATE Request _ |
-—
’3 Processing

| . 3 UPDATE Response ,

i
-

I

I

Figure 7 - UPDATE operation
[El7 - UPDATE#Z(E

8.4.2 UPDATE request UPDATE&K

The UPDATE request message is transmitted by the Client to the Server to request the update of
information of a Resource on the Server. The UPDATE request message will carry the following
parameters:

EF iR UPDATEERIE B A XEIRSEE, IAKEHRSESE LR RNER . UPDATEEREEREE MU
TS

e fr: Unique identifier of the Client.
fr & P in A ME—ARIRAT
e to: URI of the Resource targeted for the information update.
to: B FE B BB REIRAIURI,
e ri: Identifier of the UPDATE request.
ri: UPDATETE KAIHRIRTT
e op: UPDATE.
op:UPDATE,
e cn: Information, including Properties, of the Resource to be updated at the target Resource.

cnifz R, BEEEEMARLLERNGEREML.
8.4.3 Processing by the Server JR5230 18

8.4.3.1 Overview Zik

Following the receipt of an UPDATE request, the Server may validate if the Client has the appropriate
rights for updating the requested data. If the validation is successful the Server updates the target
Resource information according to the information carried in cn parameter of the UPDATE request
message. The Server caches the value of ri parameter in the UPDATE request for use in the response.

EREIUPDATEIR R Z G, IRSERFIEESRIEE P inE S AR EMAMEREIERNE SR, MRITIEMR



I, ARSZERIEUPDATEITKEBMNcnZ HHEESNESEMRBEMBZRER. RS[EFUPDATEERK
hriZAE, MEREMINPER.

An UPDATE request that includes Properties that are read-only shall be rejected by the Server with an rs
indicating a bad request.
B8 RiIZEMRUPDATEIE K IGHARS B, HArsRTAMIEK,

An UPDATE request shall be applied only to the Properties in the target Resource visible via the applied
OCF Interface that support the operation. An UPDATE of non-existent Properties is ignored.
UPDATEBR R el S5 R ERIN FAOCFIZ N AR BAn R P Rl WAV . FAFERIERIUPDATER
2R

An UPDATE request shall be applied to the Properties in the target Resource even if those Property
Values are the same as the values currently exposed by the target Resource.

UPDATEIERN N AT BirsRHREY, EMEXLERMES BMRRIARAFNERER.
8.4.3.2 Resource monitoring by the Server AR53 2334 X RAY IS 1R

The Server shall monitor the state the Resource identified in the Observe request from the Client.Anytime
there is a change in the state of the Observed Resource or an UPDATE operation applied to the
Resource, the Server sends another RETRIEVE response with the Observe indication. The Mechanism
does not allow the Client to specify any bounds or limits which trigger a notification,the decision is left
entirely to the Server.

AR5 23 A IS AR B B PRI EIE KPR SRS, SHBNERZRIPRERERN, SHENTIRNY
FTUPDATE#E, BRSBBMERES—THEMNEIERAIRETRIEVEILRL , ZAHI R 2IFE F intE E AR
A BARERIFRIREFRS], TTEHRSZIIHKIRE .

8.4.3.3 Additional RETRIEVE responses with Observe indication M$5:RA9MI HIRETRIEVENR L

The Server shall transmit updated RETRIEVE response messages following Observed changes in the
state of the Resources requested by the Client. The RETRIEVE response message shall include the
parameters listed in 11.3.2.4.

AEEFIRERNBRREREZMNG, RSFNAEEFHIRETRIEVEIRLES . RETRIEVENIRH SR
B1211.3.2.4P 5 BB,

8.4.4 UPDATE response UPDATEI[iZ

The UPDATE response message will include the following parameters:
UPDATEIRRH B BHEM TS

e fr: Unique identifier of the Server.
fr RSS2 AIME—ARIRRT .



e to: Unique identifier of the Client.
to: & P iR AE—IRIRTT .

e ri: Identifier included in the UPDATE request.
ri:UPDATEIS R B 2RUIRIRR .

e rs: The result of the UPDATE request.
rs: UPDATETERIIZ R,

The UPDATE response message may also include the following parameters:
UPDATERNE SR ] A BIEA TS

e cn: The Resource representation following processing of the UPDATE request.
cn: UPDATEIERAMEFHIZIRRT.

8.5 DELETE &
8.5.1 Overview £Zik
The DELETE operation is used to request the removal of a Resource. The DELETE operation is initiated

by the Client and consists of three steps, as depicted in Figure 8.
DELETER{ERTIEKMIFRERE. DELETERFHEFIRALE, B8=1"S%, WESMR.

Client Server

1: DELETE Request

>
2: Processing

3. DELETE Response

Figure 8 - DELETE operation
8 - DELETER{E

8.5.2 DELETE request DELETEi&>

DELETE request message is transmitted by the Client to the Server to delete a Resource on the Server.
The DELETE request message will carry the following parameters:
DELETEISKHEHEFinR LIRSS, MUMFRARSS2: LNZRIR. DELETEERKERBEEMUN TS

e fr: Unique identifier of the Client.
fr & P imAIME—ARIRA



e to: URI of the target Resource which is the target of deletion.
to: ZMIFRAY B ARZTIRAIURI,

e ri: Identifier of the DELETE request.
ri:DELETEIE RAUNRIRTT

e op: DELETE.
op:DELETE,

8.5.3 Processing by the Server fR53 234018

Following the receipt of a DELETE request, the Server may validate if the Client has the appropriate
rights for deleting the identified Resource, and whether the identified Resource exists. If the validation is
successful, the Server removes the requested Resource and deletes all the associated information. The
Server caches the value of ri parameter in the DELETE request for use in the response.
FEEWEIDELETEIRE KR Z G, RSBHBAIRSKIIEF hESEAMREMRNEIRNESINR, URIFIR
NEREEFE. WRIIEMTN, RBIISMIRBERNTRMABEXER. RSB EFDELETEIF KA
M 8eE, EEImNPER,

8.5.4 DELETE response DELETE Mz

The Server shall transmit a DELETE response message in response to a DELETE request message from
a Client. The DELETE response message will include the following parameters:

AR 55280 & 15— 1 DELETENNRH SR IMA 3k B & Fink— TN DELETEEKE S . DELETEIIRIE SIS EE
UTSE:

e fr: Unique identifier of the Server.
fr: AR S5 2RRUME—ARIRFT

e to: Unique identifier of the Client.
to: 2 P imAIE—HRIR T .

e ri: Identifier included in the DELETE request.
ri:DELETEIS K & 2 AIARIRRT

e rs: The result of the DELETE operation.
rs:DELETERRIERIZER .

8.6 NOTIFY &40
8.6.1 Overview 22
The NOTIFY operation is used to request asynchronous notification of state changes. Complete

description of the NOTIFY operation is provided in 11.3. The NOTIFY operation uses the NOTIFICATION
response message which is defined here.



NOTIFYI{EBFIFRIASERNHF LB, NOTIFYIRENEEBIGARTE11.3ZETHIRM, NOTIFYIRIEE
BiXEEXHINOTIFICATIONIIR E A,

8.6.2 NOTIFICATION response NOTIFICATIONI@ [

The NOTIFICATION response message is sent by a Server to notify the URLs identified by the Client of a
state change. The NOTIFICATION response message carries the following parameters:
NOTIFICATIONIMAE R RSS2 &%, MIBANIE P intRiRAPIAZSE X AJurl, NOTIFICATIONMN E S &
E &

e fr: Unique identifier of the Server.
fr: AR S5 2FRUME—ARIRFT

e to: URI of the Resource target of the NOTIFICATION message.
to:NOTIFICATIONH 2 A EER B RAIURI,

e ri: Identifier included in the CREATE request.
ri:CREATEIE R E & HIHRRRT .

e op: NOTIFY.
op: NOTIFY,

e cn: The updated state of the Resource.

cn: BRNEFIRS,

9 Network and connectivity M4&F1i&E$E

9.1 Introduction 3|

The Internet of Things is comprised of a wide range of applications which sense and actuate the physical
world with a broad spectrum of device and network capabilities: from battery powered nodes transmitting
100 bytes per day and able to last 10 years on a coin cell battery, to mains powered nodes able to
maintain Megabit video streams. It is estimated that many 10s of billions of loT devices will be deployed
over the coming years.

MEXM AR Z RN FRTEFAR, XN AEREERZIZENMEIHEERRAFMIR=NIETL R : WA
BthSIHER10F (BRER100FT) MNEMEET R 4FB AR EIRMHET &, BET,
RKTLEGEE LA HZITROMEANIRE

It is desirable that the connectivity options be adapted to the IP layer. To that end, IETF has completed
considerable work to adapt Bluetooth®, Wi-Fi, 802.15.4, LPWAN, etc. to IPv6. These Adaptations, plus
the larger address space and improved address management capabilities, makelPv6 the clear choice for
the OCF network layer technology.

ERANRFER TIPS, N, IETFEL5M T AEIE, DAE Bluetooth®, Wi-Fi, 802.15.4, LPWANZ
Fi&H IPv6, XEFE, HN_EE AR BIRIBOA R EIRTHEE, {EIPV6RLNOCFNLA BRI
prirt = N



9.2 Architecture 2243

While the aging IPv4 centric network has evolved to support complex topologies, its deployment was
primarily provisioned by a single Internet Service Provider (ISP) as a single network. More Complex
network topologies, often seen in residential home, are mostly introduced through the acquisition of
additional home network devices, which rely on technologies like private Network Address Translation
(NAT). These technologies require expert assistance to set up correctly and should be avoided in a home
network as they most often result in breakage of constructs like routing, naming and discovery services.
REZHMNIPVAFILNEZEZ R REFUSITE#NIEINEN, EENNETEHR T ERNRSRHE

(ISP) fERNBITMBIRM, BERNNEZIRINGN, BELHIEEEFR, TEZEIWITIMIRENSE
RESIAN, XUEFRMNBTAEMEIMIIEE (NAT) ERA, XERARBEERNEDTEERSE
, ERENZRLIZETXLERA, BAENBEESSREA. pRMLKMKRSEFEDIRIA,

The multi-segment ecosystem OCF addresses will not only cause a proliferation of new devices and
associated routers, but also new services introducing additional edge routers. All these new requirements
require advance architectural constructs to address complex network topologies like the one shown in
Figure 9.

ZRASRFOCFiI NMISS BRI R B HSIAE, MEXLSHEHRSINEZIDEIKHIFAFHR
5. MARXEREKRTTESRNARREHWERMIZE AN EHEIL, WE9FIT.
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E9-B R MBI EIRIRH

In terms of IETF RFC 6434, IPv6 nodes assume either a router or host role. Nodes may further
implement various specializations of those roles:

FRIETF RFC 6434 s, IPveTm/ABRARFEINEE, TR UH—S TN XEAENEMISEINGE

e A Router may implement Customer Edge Router capabilities as defined in IETF RFC 7084.
BRI BASCHEIIETF RFC 708450 E X HIE F i 5 EHESTHAE.

Nodes limited in processing power, memory, nhon-volatile storage or transmission capacity
requires special IP adaptation layers (6LoWPAN) and/or dedicated routing protocols
(RPL).Examples include devices transmitting over low power physical layer like IEEE 802.14.5,
ITUG9959, Bluetooth Low Energy, DECT Ultra Low Energy, and Near Field Communication
(NFC).

SLIEEEN . RTF. EZFREFERERENBRITRFERARNIPELRE (6LOWPAN) F/E%E



REBEMIN (RPL) . fla0, @EIFEMIERERAVIRE, WIEEE 802.14.5, ITU G9959. &
ZF{RIhiE. DECTRRINFENEZERE (NFC) .
e A node may translate and route messaging between IPv6 and non-IPv6 networks.

T A AR RN IR A IPVEFNIEIPVE M 4R 7 [BIRTSH B .

9.3 IPv6 network layer requirements IPv64E ERIEES

9.3.1 Introduction 3|5

Projections indicate that many 10s of billions of new loT endpoints and related services will be brought
online in the next few years. These endpoint’s capabilities will span from battery powered nodes with
limited compute, storage, and bandwidth to more richly resourced devices operating over Ethernet and
WIiFi links.

FNER, FEARRVER, BEHHCTFHNoTHRABXRS L4, JEHRIVIIEEIEMITE. Z6EH
5 A FRAVEE S BT R REIEIE UK AWIiF i sE R FN R E F IR E .

Internet Protocol version 4 (IPv4), deployed some 30 years ago, has matured to support a wide variety of
applications such as Web browsing, email, voice, video, and critical system monitoring and control.
However, the capabilities of IPv4 are at the point of exhaustion, not the least of which is that available
address space has been consumed.

BEEAWXARA4 (IPv4) BRETFALAB0ER], WMEMHR, FIUXIGEMNARER, WWebiliz. BFHE
. BE. SRR RRLOMNIES., 4Am, IPVYBINEIRIER, 20 0AITEELER.

The IETF long ago saw the need for a successor to IPv4, thus the development of IPv6.OCF
recommends IPv6 at the network layer. Amongst the reasons for IPv6 recommendations are:
IETFRANBIMEIREIREIPVAN A m, MMARR TIPv6, OCFEINTEMBZZERIPVE, H#EFIPV6HY
[REESE:

e Larger address space. Side-effect: greatly reduce the need for NATs.
BRI E], BITERARED T INATHIFE K,

e More flexible addressing architecture. Multiple addresses and types per interface: Link-local,ULA,
GUA, variously scoped Multicast addresses, etc. Better ability to support multi-homed networks,
better re-numbering capability, etc.

BERENTUZRY, 8MEOF S MU R ARMEE . ULA. GUA. T E{EREN ZiEthit
%, FEFNISZRENENEEN, BEFNERRIEBENESE,
e More capable auto configuration capabilities: DHCPv6, SLAAC, Router Discovery, etc.
B AW BGNEEINAE:DHCPV6, SLAAC, BHBAME,
e Technologies enabling IP connectivity on constrained nodes are based upon IPv6.
SRR T = L STHIPEZAEARE FIPYG,

e All major consumer operating systems (loS, Android, Windows, Linux) are already IPv6 enabled.

FiE T ERH B ERIEZR S (10S, Android, Windows, Linux)E&ER T IPv6,



e Maijor Service Providers around the globe are deploying IPv6.

EREENRSREFEEILEZIPVG,

9.3.2 IPv6 node requirements IPv6Ti 53K

9.3.2.1 Introduction 3|5

In order to ensure network layer services interoperability from node to node, mandating a common
network layer across all nodes is vital. The protocol should enable the network to be: secure,manageable,
and scalable and to include constrained and self-organizing meshed nodes. OCFmandates IPv6 as the
common network layer protocol to ensure interoperability across all Devices.More capable Devices may
also include additional protocols creating multiple-stack Devices. The Remainder of this clause will focus
on interoperability requirements for IPv6 hosts, IPv6 constrained hosts and IPv6 routers. The various
protocol translation permutations included in multi-stack gateway devices may be addresses in
subsequent addendums of this document.

ATHRMBERSETRZENEREY, EMETRZEEE—TALNEBEEEXBTEN, MY
ZENMEREE: ¥e. JEENERSE, HEESARTIBARNMIAT R, OCFNAEIPV6ER 2 HME
BhiX, DAFRIRFIAIRE Z BINERFEY . THEEERIRE A EEEIEZHRIZZAIM NN, X—
ERNERBIBGEPEIPVOENNEIREMLT K, IPveZRENMIPVOEEHEZE, ZHKRMXIEERER
A BRI AR IR S| Bl BB B AN SO [E 42 R R P A thit

9.3.2.2 IP Layer IPE

An IPv6 node shall support IPv6 and it shall conform to the requirements as specified in IETF RFC 6434.
IPv6TI R ZF5IPvE, HINFFSIETF RFC 6434FR18ERIE K,

10 OCF Endpoint OCF i

10.1 OCF Endpoint definition OCFii = E X

The specific definition of an OCF Endpoint depends on the Transport Protocol Suite being used. For the
example of CoAP over UDP over IPv6, the OCF Endpoint is identified by an IPv6 address and UDP port
number.

OCFif mAVF EE X BURATFHERRE I NEM. flal, EFIPv6RIUDP LAICoAP, OCFif = HIPv6it
WtFUDPIR O S#RIR.

Each Device shall associate with at least one OCF Endpoint with which it can exchange request and
response messages. When a message is sent to an OCF Endpoint, it shall be delivered to the Device
which is associated with the OCF Endpoint. When a request message is delivered to an OCF Endpoint,
path component is enough to locate the target Resource.

BMRENSED—1OCFImR KK, MES ZZMRERMMALE S, =HHEHAEEIOCFIRRNY, BR
W RIEEIS OCFim RAEXREAAIRE . HIGEREBEBEIOCFIHRN, BERAMEUEMBIRAIR,



A Device can be associated with multiple OCF Endpoints. For example, n Device can have several IP
addresses or port numbers or support both CoAP and HTTP transfer protocol. Different Resources in
Device may be accessed with the same OCF Endpoint or need different ones. Some Resources may use
one OCF Endpoint and others a different one. It depends on an implementation.

—MREAIAS Z1TOCFimRKEL. BAlal, nixBrILABZ N IPHIEEIROS, SHERRSZFFCoAPH]
HTTPERNIN, 'RE EPE’JT\HmE—ILMEWfEHE’JOCFin”ﬁ,ﬁlﬁln] I MERARENIERIAE, —LHIR
AIREERA—1OCFin=, MB—LMERS—MinR. EBURATEN,

On the other hand, an OCF Endpoint can be shared among multiple Devices, only when there is a way to
clearly designate the target Resource with request URI. For example, when multiple CoAP servers use
uniquely different URI paths for all their hosted Resources, and the CoAP implementation demultiplexes
by path, they can share the same CoAP OCF Endpoint. However,this is not possible in this version of the
document, because a pre-determined URI (e.g. "/oic/d") is mandatory for some mandatory Resources
(e.g. "oic.wk.d").

B—FAHE, OCFinRAIMESZMEEZEHE, REES ﬁ]é’:ﬁﬁﬁi%%‘?URlHHE%?“EE*TEFE’]'F‘R‘FZ'—J
MHE=Z, i, HZTCoAPRRSBLHZNEMBITE DRERAE—TERURIBZN, CoAP;&I).,L;;fE%
TZRBERN, ENTRIMEZHERMICOAP OCFinm., B2, EXMRAMNNIET, XEAATEEN, l
R—TFRERERURIL (f: “oic/d”) R—LaaHlitRR (fﬁ'J- “oic.wk.d”) .

10.2 OCF Endpoint information OCF i S{5 8

10.2.1 Introduction {58

OCF Endpoint is represented by OCF Endpoint information which consists of two items of key-value pair,
llepll and llpri"
OCFif s HOCFif {5 28X, OCFifim{sEHBEX ep”fl“pri"MINARL .

10.2.2 "ep"

"ep" represents Transport Protocol Suite and OCF Endpoint Locator specified as follows:

"ep"REENEHIMYXEMHOCFin RE R, W FFR:

e Transport Protocol Suite - a combination of protocols (e.g. CoAP + UDP + IPv6) with which
request and response messages can be exchanged for RESTful transaction (i.e. CRUDN). A
Transport Protocol Suite shall be indicated by a URI scheme name. All scheme name supported
by this documentare IANA registered, these are listed in Table 19. A vendor may also make use
of a non-lIANA registered scheme name for their own use (e.g."com.example.foo"), this shall
follow the syntax for such scheme names defined by IETF RFC 7595. The behavior of a
vendor-defined scheme name is undefined by this document. All OCF defined Resource Types
when exposing OCF Endpoint Information in an"eps" (see 10.2.4) shall include at least one "ep"
with a Transport Protocol Suite as defined in Table 19.



RN E-IXEE S (MCOAP + UDP + IPv6), EAAIERMMMLLSHE S A IARIRRESTUIE S
(BICRUDN), EHIMNEMHNAURIGRBRRT. WXEIGHRE L RRMEZIEMAIIANA
, ENBIER19%, HNERe{ERIEana T RIBFREER (H120:"com.example.foo”) X[
ZEMBIETF RFC 7595 M AYIXM S RBMANIEE, HEHFRTE XN EE X REBFRIITH .
ft'eps” (110.2.4) PRFOCFimRUERRT, FIBEOCFEXMHRELEN BEEDL—IFEER
199 E X IEHTH ISR ep”,
OCF Endpoint Locator - an address (e.g. IPv6 address + Port number) or an indirect
identifier(e.g., DNS name) resolvable to an IP address, through which a message can be sent to
theOCF Endpoint and in turn associated Device. The OCF Endpoint Locator for "coap" and
"coaps"shall be specified as "IP address: port number". The OCF Endpoint Locator for "coap+tcp"
or'"coaps+tcp" shall be specified as "IP address: port number" or "DNS name: port number"
or"DNS name" such that the DNS name shall be resolved to a valid IP address for the
targetResource with a name resolution service (i.e., DNS). For the 3rd case, when the port
number is omitted, the default port "5683" (and "5684") shall be assumed for "coap+tcp" (and
for"coaps+tcp") scheme respectively as defined in IETF RFC 8323.Temporary addresses should
not be used because OCF Endpoint Locators are for the purpose of accepting incoming sessions,
whereas temporary addresses are for initiating outgoing sessions (IETF RFC 4941).Moreover, its
inclusion in "/oic/res" can cause a privacy concern (IETF RFC 7721).
OCFimmEMZE-—Tihit (WNIPveilt+im[OS) — PRI AP AY B EARIR T (WIDNSH
R), BEERTMEEERIXEIOCFIRS, HMKIXIRE, “coap”fl“‘coaps”HIOCFif R E NN T
ERIPHENE IR OIS, “coap+tcp”@l“‘coaps+tcp”BIOCFim M EN TN I8 E N “IPHNL IF S 5
“DNSEFR:ImOS "5 "'DNSEFR", EEI BMEEITARSS (BI,DNS) . MFE=MIFER, HixO
SHEBMEAS, IETF RFC 8323%1FE X “coap+tcp” (Fl“coaps+tep”) XD FIERE BIAIF“5683”
(F0“5684") . ARZ{EAIGETHELE, FAOCFIiHmREMZRATERENNSTE, MGkt itbitAF+
IR EIE (IETF RFC 4941) , b5, EEE7E /oic/res’ RAJBERSIEFRFABE (IETF
RFC 7721) ,

"ep" shall have as its value a URI (as specified in IETF RFC 3986) with the scheme component indicating
Transport Protocol Suite and the authority component indicating the OCF EndpointLocator.
“ep”BERNZ2—TURI (TEIETF RFC 3986+ 35E) , HMschemeBHRRNMEMIMNEM, authorityZH
R ROCFif RENIZS,

An "ep"

example for "coap" and "coaps" is as illustrated:

“coap”#l“coaps”#y“ep” mEIAN T :

" ep" .

"coap://[fe80::bld6]:1111"

An "ep" example for "coap+tcp" and "coaps+tcp” is as illustrated:
“coap+tcp”Fl“coaps+tcp iy “ep” R FIE0 T :



"ep": "coap+tcp://[2001:db8:a::123]:2222"
"ep": "coapttcp://foo.bar.com:2222"

"ep": "coap+ttcp://foo.bar.com"

The current list of "ep" with corresponding Transport Protocol Suite is shown in Table 19:

HRTRY ep” M ELXS N AU R INE HF IR MR AR

Table 19 - "ep" value for Transport Protocol Suite

F19 - BRI EHN ‘ep”E

IPithtib+i%m OS5

DNS name: port number
DNSEM:IHOS

DNS name

DNS&#R

Transport Protocol Suite scheme OCF Endpoint Locator "ep" Value example
RN EML HE OCFifi B {83 "ep"{ERHI
coap+udp+ip "coap" IP address + port number "coap://[fe80::b1d6]:1111"

IP3thit+im OS5

coaps + udp +ip "coaps" IP address + port number "coaps://[fe80::b1d6]:1122"
IPHbtE+iE S

coap +tcp + ip "coap+tcp” IP address + port number "coap+tcp://[2001:db8:a::123]:2222"

IPHblE+IR = "coap+tcp://foo.bar.com:2222"
DNS name: port number "coap+tcp://foo.bar.com”
DNS&EM:IxmOS
DNS name
DNS&FR

coaps + tcp + ip "coaps+tcp” IP address + port number "coaps+tcp://[2001:db8:a::123]:2233"

"coaps+tcp://[2001:db8:a::123]:2233"
"coaps+tcp://foo.bar.com:2233"

10.2.3 "pri"

When there are multiple OCF Endpoints, "pri" indicates the priority among them.
HBEZPOCFImRAY, “priRMEFIMITR,

"pri" shall be represented as a positive integer (e.g. "pri": 1) and the lower the value, the higher the

priority.

“pri'BIRNAEEER (Bla0:“prim1) HEEME, HERES.

The default "pri" value is 1, i.e. when "pri" is not present, it shall be equivalent to "pri": 1.

AR privEAN1, BIY“prir NMFER, ZHRETF“pri:1,
10.2.4 OCF Endpoint information in "eps"Parameter $%{"eps"FHIOCFik =58

To carry OCF Endpoint information, a new Link Parameter "eps" is defined in 7.8.2.5.6. "eps" has an array
of items as its value and each item represents OCF Endpoint information with two key-value pairs, "ep"
and "pri", of which "ep" is mandatory and "pri" is optional. OCF Endpoint Information in an "eps"



Parameter is valid for the target Resource of the Link, i.e.,the Resource referred by "href" Parameter.
OCF Endpoint information in an "eps" Parameter may be used to access other Resources on the Device,
but such access is not guaranteed.

RNTEHFOCFIHRIER, 7£7.8.25.6HTEX T —NHNIHES E eps’, “eps’NER—TIMBEHA, 81T
BRMTRENKRROCFRRER, "ep’ M pri”, Hi'ep”Zi&HAY, “pri"EFIiERY, “eps’S i FRIOCFiH
REENTHENEMTESERN, B, B hrePSHEIBNEIR. “eps’S B HHOCFiH =5 BRI # A
FipEigE ENEMER, EXMihEREERIRIL.

A Client may resolve the "ep" value to an IP address for the target Resource, i.e., the address to access

the Device which hosts the target Resource. A valid (transfer protocol) URI for the target Resource can

be constructed with the scheme, host and port components from the "ep" value andthe "path" component

from the "href" value.

B iRA] DG ep™EET AN BAREIRAVIPHILE, B), AT iAEAR B RIS, BRERINER
(FE#thiX) URIFIDAEscheme. & B “ep BRI EAN MmO AR K E href BT path” BHHIE,

Links with an"eps":
A "eps ik

"anchor": "ocf://e6lc3e6b-9c54-4b81-8ce5-£9039¢c1d04d9 ",

"href": "/myLightSwitch",
"rt": ["oic.r.switch.binary"],
"if": ["oic.if.a", "oic.if.baseline"],

"p": {"bm": 3},
"eps": [
{"ep": "coap://[fe80::bld6]:1111", "pri": 2},
{"ep": "coaps://[fe80::bld6]:1122"}

"anchor": "ocf://dc70373c-1e8d-4fb3-962e-017€aa863989",

"href": "/myTemperature",

'rt": ["oic.r.temperature"],

"if": ["oic.if.a", "oic.if.baseline"],

"p": {"bm": 3},

"eps": [
{"ep": "coap+tcp://foo.bar.com", "pri": 2},
{"ep": "coaps+tcp://foo.bar.com:1122"}

In the previous example, "anchor" represents the hosting Device, "href", target Resource and "eps" the
two OCF Endpoints for the target Resource. The (fully-qualified) URIs for the target Resource are as
illustrated:



ERIERGIFH, “anchorRREHNIRE, “href RRBMEIR, ‘eps’RIBEMMFIRINATNOCFiHR, BT
HFEN (TEMREN) urigl FEFR:

coap://[fe80::b1d6]:1111/myLightSwitch
coaps://[fe80::b1d6]:1122/myLightSwitch
coapt+tcp://foo.bar.com:5683/myTemperature

coaps+tcp://foo.bar.com:1122/myTemperature

If the target Resource of a Link requires a secure connection (e.g. CoAPS), "eps" Parameter shall be
used to indicate the necessary information (e.g. port number) in OCF 1.0 payload. For optional backward
compatibility with OIC 1.1, the "sec" and "port" shall only be used in OIC 1.1 payload.
ME—MHENBETEREZE— L EHERE (WCoAPS) |, “eps”SEIR FskIEROCF 1.0 & & b
EZMEE (WIROS) . WFENEGERZBOIC 1.1, “sec’fl“port”’ REEATFOIC 1.18RH .

10.3 OCF Endpoint discovery OCFiif 21 &I

10.3.1 Introduction 3|5

OCF Endpoint discovery is defined as the process for a Client to acquire the OCF Endpoint information
for Device or Resource.

OCFif R R ME X A E Fin3RENIR &5 & RAYOCF i R {5 S 8T 72,
10.3.2 Implicit discovery fR2z0 &I

If a Device is the source of a CoOAP message (e.g. "/oic/res"response), the source IP address and port
number may be combined to form the OCF Endpoint Locator for the Device. Along with a "coap" scheme
and default "pri" value, OCF Endpoint information for the Device may be constructed.
MR—NZFZCoAPEBRTRL (fIaN, "/oic/res"Nafs) , JRIPHELEFNIGOS BT ABE SRR IZER
OCFif R ENMER. BR T “coapBRXFEIAR priE25h, ERIAMEEIREHIOCFIRRER.

In other words, a "/oic/res" response message with CoAP may implicitly carry the OCF Endpoint
information of the responding Device and in turn all the hosted Resources, which may be accessed with
the same transfer protocol of CoAP. In the absence of an "eps" Parameter, a Client shall be able to utilize
implicit discovery to access the target Resource.

#a)iE, A CoAPRY /oic/res NN iE R A ARRILHIE HIMA IR FHOCF IR RIE R, HHORBHMEITE
HIR, XEFRALUBEERNCoAPERmININIAE], Ei%E epsZHIIBERT, B HNIZEEBETR
HNRIMK B BARE IR,

10.3.3 Explicit discovery with "/oic/res" response & “/oic/res” IR A R &Z M

OCF Endpoint information may be explicitly indicated with the "eps" Parameter of the Links in "/oic/res".
OCFif s {5 B 1] I “/oic/res” &M ‘eps” S EBRIHR .



As in 10.3.2, an "/oic/res" response may implicitly indicate the OCF Endpoint information for some
Resources hosted by the responding Device. However implicit discovery, i.e., inference of OCF Endpoint
information from CoAP response message, may not work for some Resources on the same Device. For
example, some Resources may allow only secure access via CoAPS which requires the "eps" Parameter
to indicate the port number. Moreover "/oic/res" may expose a target Resource which belongs to another
Device.

510.3.29—#¥, “/oic/res” N p] LABR T thHE R RIMAY i 2 A SR E L FRINOCFIHRER . AMRIA
I, BN, MCoAPNIRIH 2HERTOCFin RS RAIREMER T E—igE LRFELRIR, g, —LEHRIRAIER
RVFBIICoAPSHITR EAIE], MCoAPSHEE epsSEKRIERIROS, b, “loic/resAIgEE AFET S
—MREHBETE IR,

When the OCF Endpoint for a target Resource of a Link cannot be implicitly inferred, the "eps" Parameter
shall be included to provide explicit OCF Endpoint information with which a Client can access the target
Resource. In the presence of the "eps" Parameter, a Client shall be able to utilize it to access the target
Resource. For "coap" and "coaps", a Client may use the IP address in the"ep" value in the "eps"
Parameter to access the target Resource. For "coap+tcp" and "coaps+tcp",a Client may use the IP
address in the "eps" Parameter or resolve the DNS name in the "eps"Parameter to acquire a valid IP
address for the target Resource. If "eps" Parameter omits the port number, then the default port "5683"
(and "5684") shall be assumed for "coap+tcp" (and"coaps+tcp") scheme as defined in IETF RFC 8323.To
access the target Resource of a Link, a Client may use the "eps" Parameter in the Link, if it is present and
fall back on implicit discovery ifnot.
SIERIVEIEHEN BnSRRNOCF RN, NEEeps”S#, MRMHEF imAI ik BRERNER
OCFimmRIER., E'eps’SMFEMNIERAT, EFIRNIZEEBF A ERIAEBEREIR, XTF coap’Hl“‘coaps”
, BFIGHEIAER ‘eps” S8 iy ep B IIPHEE A BinE IR, X F coap+tcp”Fl“coaps+tep”, EF
i A] LAME AR “eps™ S X RV IPHELE B AT ‘eps™ S EX P RIDNS ZFRFIREX B AR SR AB ZRIPHELE . 415 “eps”
SHEBTIHOS, MIETF RFC 832351 F X M “coap+tcp” (F“coaps+tcp”) FHEMEAIAIRC 5683
(f0°5684") ., EipHENBEMAR, PRI UEREERN eps’S 8 (NREFRE) , WRAFEN
ERRIALM,

This is an example of an "/oic/res" response from a Device having the "eps" Parameter in Links.

XE—1REBAHEPN eps"S HANIRE M oic/res AR B R A,

"anchor": "ocf://e6lc3e6b-9c54-4b81-8ce5-£9039¢c1d04d9",

"href": "/oic/res",

"rel": "self",

"rt": ["oic.wk.res"],

"if": ["oic.if.1l1l", "oic.if.baseline"],

llpll: {llbmll: 3},

"epS"' [



{"ep": "coap://[2001:db8:a::b1d4]:55555"},
{"ep": "coaps://[2001:db8:a::b1d4]:11111"}

"anchor": "ocf://e6lc3e6b-9c54-4b81-8ce5-£9039¢c1d04d9",
"href": "/oic/4d",

"rt": ["oic.wk.d"],

"if": ["oic.if.r", "oic.if.baseline"],
llpll: {llbm": 3},
"epsll: [

{"ep": "coap://[2001:db8:a::b1d4]:55555"},
{"ep": "coaps://[2001:db8:a::b1d4]:11111"}

"anchor": "ocf://e61lc3e6b-9c54-4b81-8ce5-£9039¢c1d04d9",
"href": "/oic/p",

"rt": ["oic.wk.p"],

"if": ["oic.if.r", "oic.if.baseline"],
"p": {"bm": 3},
"epsll: [

{"ep": "coap://[2001:db8:a::b1d4]:55555"},
{"ep": "coaps://[2001:db8:a::b1d4]:11111"}

"anchor": "ocf://e6lc3e6b-9c54-4b81-8ce5-£9039¢c1d40449",
"href": "/oic/sec/doxm",

"rt": ["oic.r.doxm"],

"if": ["oic.if.baseline"],
"p": {"bm": 1},
"epsll: [

{"ep": "coap://[2001:db8:a::b1d4]:55555"},
{"ep": "coaps://[2001:db8:a::b1d4]:11111"}

"anchor": "ocf://e6lc3e6b-9c54-4b81-8ce5-£9039¢c1d04d49",

"href": "/oic/sec/pstat",

"rt": ["oic.r.pstat"],
"if": ["oic.if.baseline"],
"p": {"bm": 1},

"eps": [

{"ep": "coaps://[2001:db8:a::b1d4]:11111"}



"anchor": "ocf://e6lc3e6b-9c54-4b81-8ce5-£9039¢c1d40449",
"href": "/oic/sec/cred",

"rt": ["oic.r.cred"],

"if": ["oic.if.baseline"],
"p": {"bm": 1},
"epsll: [

{"ep": "coaps://[2001:db8:a::b1d4]:11111"}

"anchor": "ocf://e6lc3e6b-9c54-4b81-8ce5-£9039¢c1d04d9",

"href": "/oic/sec/acl2",
"rt": ["oic.r.acl2"],
"if": ["oic.if.baseline"],
"p": {"bm": 1},

"eps": [

{"ep": "coaps://[2001:db8:a::b1ld4]:11111"}

"anchor": "ocf://e6lc3e6b-9c54-4b81-8ce5-£9039¢1d04d9",

"href": "/myIntrospection",
"rt": ["oic.wk.introspection"],
"if": ["oic.if.r", "oic.if.baseline"],

‘lp‘l: {‘lbm": 3},
"epS": [
{"ep": "coaps://[2001:db8:a::b1d4]:11111"}

"anchor": "ocf://dc70373c-1e8d-4fb3-962e-017eaa863989",
"href": "/myLight",

"rt": ["oic.r.switch.binary"],

"if": ["oic.if.a", "oic.if.baseline"],
"p": {"bm": 3},

"eps": [

{"ep": "coaps://[2001:db8:a::bld4]:22222"}



The exact format of the "/oic/res" response and a way for a Client to acquire a "/oic/res"
responsemessage is specified in Annex A and 11.2.4 respectively.

“/oic/res” MR AIFREDIAE AN FImIREN /oic/res BN E BRI 75 20 BITEMIaF11.2. 4P HIE

11 Functional interactions INEEEX R

11.1 Introduction 3|5

The functional interactions between a Client and a Server are described in 11.1 through 11.4respectively.
The functional interactions use CRUDN messages (clause 8) and include Discovery,Notification, and
Device management. These functions require support of core defined Resources as defined in Table 20.
EFinTARS 2 Z BININEER E D AIE11.12)11.45h#5A, THEERE(EACRUDNER ($88) , 8K
W, BAINREEE, XEINREFESITR20PTE XAILOE X FR .

Table 20 - List of Core Resources

|20 - ROFRIIR

Pre-defined URI Resource Name Resource Type Related Functional Mandatory

FiE X URI &R BREE Interaction SR
TEXINEEREEER
"/oic/res" Default EXIA "oic.wk.res" Discovery &I Yes
"/oic/p" Platform & "oic.wk.p" Discovery &I Yes
"/oic/d" DevicefR$% "oic.wk.d" Discovery &} Yes
Implementationdefined 3L | Introspection A& "oic.wk.introspection" Introspection & Yes
EX

11.2 Resource discovery #iREAM

11.2.1 Introduction 5|

Discovery is a function which enables OCF Endpoint discovery as well as Resource based discovery.

OCF Endpoint discovery is described in detail in clause 10. This clause mainly describes the Resource

based discovery.

RININEEIFOCFIHm R AMMET RN AI, OCFiF R RMES10EHIFMER, XTENETEERE

FHRFHRIM.




11.2.2 Resource based discovery: mechanisms FHREMAI: HlH

11.2.2.1 Overview &Rt

As part of discovery, a Client may find appropriate information about other OCF peers. This Information
could be instances of Resources, Resource Types or any other information represented in the Resource
model that an OCF peer would want another OCF peer to discover.

ERRIMN—EBD, BEFPHAIMKEIXTFEMOCFNERNELEE. WERPIUERIRELH. FIRER
FEFREPRTEAEMES, OCFNERHES —POCFNFR RIMXLER,

At the minimum, Resource based discovery uses the following:

ETHREBENRNZMERNATAE:

e A Resource to enable discovery shall be defined. The representation of that Resource shall
contain the information that can be discovered.
NEXAFRIMNER. ZRBNRTNESAHLINESR.

e The Resource to enable discovery shall be specified and commonly known a-priori. A Device for
hosting the Resource to enable discovery shall be identified.
AIHT RN SR TSI EF A —RRAA], NIREIEE RIRASHFRINNIRE

e A mechanism and process to publish the information that needs to be discovered with the
Resource to enable discovery.
EMBESZR—EMRLINERRNGIRNERE, USHHFRN.

e A mechanism and process to access and obtain the information from the Resource to enable
discovery. A query may be used in the request to limit the returned information.
—MIHEFEIE, DAARIMERENERFAER, MMERILMORIRE, 1R A LAMEREIBRRHE
REIRIER.

e A scope for the publication.
HARSEE.

e A scope for the access.
PhIB)EE,

e A policy for visibility of the information.

I:I /u\ |‘$ E’]LFQEE

Depending on the choice of the base aspects, the Framework defines three Resource based discovery
mechanisms:

RIFEASENERE, EREXT =ZMETHIRNAING:

e Direct discovery, where the Resources are published locally at the Device hosting the Resources
and are discovered through peer inquiry.

HiZRY, EPRIFRAHERMNRERERR, FEINEFEBLN,



e Indirect discovery, where Resources are published at a third party assisting with the discovery
and peers publish and perform discovery against the Resource to enable discovery on the
assisting 3" party.

BRI, BIEE=ARGERUANBIEI, MYFLRMHNEZFNTRIN, UMEEE=FLE
&I,

e Advertisement discovery, where the Resource to enable discovery is hosted local to the initiator
of the discovery inquiry but remote to the Devices that are publishing discovery information.
&R, EPRTERARMNGREEEAMNAMEBLREEL, BaRRBERGRIER
FIREALL,

A Device shall support direct discovery.

RENZIFEERL,
11.2.2.2 Direct discovery HiE R

In direct discovery,

EEERIS,

e The Device that is providing the information shall host the Resource to enable discovery.
RFERINSEN AR FEAZIFLI,

e The Device publishes the information available for discovery with the local Resource to enable
discovery (i.e. local scope).

REEAAMFRLBAIATRINES, UERAAM (BIAXTEE)

e Clients interested in discovering information about this Device shall issue RETRIEVE requests
directly to the Resource. The request may be made as a unicast or multicast. The request maybe
generic or may be qualified or limited by using appropriate queries in the request.
BHBRIISEFEENEFiENBEEQFREENETRIEK, iﬁﬁiﬁjb{%%ﬁ’\], M 24
. ERAUZEERRY, WAlNBEEIERPERESNEIHITIRESRE .

e The Server Device that receives the request shall send a response with the discovered
information directly back to the requesting Client Device.

B RIRS IR EL G R IMANE R EIRRZEERNEFIHIRE .

e The information that is included in the request is determined by the policies set for the Resource

To be discovered locally on the responding Device.

BRASENEEHANEMMIRE LA R ERIREARERE

11.2.3 Resource based discovery: Finding information EF & FHAI: EHKXER

The discovery process (Figure 10) is initiated as a RETRIEVE request to the Resource to enable
discovery. The request may be sent to a single Device (as in a Unicast) or to multiple Devices (as in
Multicast). The specific mechanisms used to do Unicast or Multicast are determined by the support in the
data connectivity layer. The response to the request has the information to be discovered based on the
policies for that information. The policies can determine which information is shared, when and to which



requesting agent. The information that can be discovered can be Resources, types, configuration and
many other standards or custom aspects depending on the request to appropriate Resource and the form
of request. Optionally the requester may narrow the information to be returned in the request using query
parameters in the URI query.

AZIIRE (E10) EANRRINZRIERANL, UESAEM. BRAMNKXEISEMNeE (MR |,
AIRIZFEIZMNMEE (W2H) . BTFRESZENPBENSIBREEZEEPIXIERE, BERNIENE
BREXERNRBRINES. RBFATUBELZMEER . @AREZUREIMERAIEL HIER,
AIURERMANERAINERR. XE, BENMTZEMMERBEXAHE, XBURTIESFIRIIERNE
KR . IEKRE A URRERURIEGPNE RS LR/ NMEKRPEIREINE RAEE .

Client Senverns)

i 1. RETRIEVE Request

g

2. Discovery
Inquiry processad

'q( 3. RETRIEVE Hes:onse__

Figure 10 - Resource based discovery: Finding information

E10-BETHRHNAN: RIMER
Discovery Resources &I &R

The following Core Resources shall be implemented on all Devices to support discovery:

, EFRIRE LAISEIIA TR ORI S i 5 Z L

e "/oic/res" for discovery of Resources.
“loic/res” BT RINEIR.

e "/oic/p" for discovery of Platform.
“loic/p” T &KMTE,

e "/oic/d" for discovery of Device information.
“loic/d” B F KB EEE.

Devices shall expose each of "/oic/res", "/oic/d", and "/oic/p" via an unsecured OCF Endpoint. Further
details for these mandatory Core Resources are described in Table 21.
& ELOET AL 2 HIOCFIR R A FF/oicires”. “loic/d"FI*/oic/p”, XLESEHI ORIV MAIER AT,

Platform Resource F& &R

The OCF recognizes that more than one instance of Device may be hosted on a single Platform. Clients
need a way to discover and access the information on the Platform. The Core Resource, "/oic/p" exposes
Platform specific Properties. All instances of Device on the same Platform shall have the same values of



any Properties exposed (i.e. a Device may choose to expose optional Properties within "/oic/p" but when
exposed the value of that Property should be the same as the value of that Property on all other Devices
on that Platform).

OCFRIANREIFIE— 1M FEE LIEEZMEEXLA, BRFHEFEE—MAERLMANIAEFES LNER. &b
B loic/p" AT T FENSERM. B—F&a LA IRELHNEFRERNAFRBILE (B, —MR
F A DAURIETE foic/p" R AT &R M, BN, ZBMMNENZSZTE LB EMIRE LZEMEN
BHERE) .

Device Resource % &E &R

The Device Resource shall have the pre-defined URI "/oic/d", the Device Resource shall expose the
Properties pertaining to a Device as defined in Table 24. The Device Resource shall have a default
Resource Type that helps in bootstrapping the interactions with the Device (the default type is described
in Table 21).The Device Resource may have one or more Resource Type(s) that are specific to the
Device in addition to the default Resource Type or if present overriding the default Resource Type. The
base Resource Type "oic.wk.d" defines the Properties that shall be exposed by all Devices. The Device
specific Resource Type(s) exposed are dependent on the class of Device (e.g. air conditioner, smoke
alarm, etc. Since all the Resource Types of "/oic/d" are not known a priori, the Resource Type(s) of
"/oic/d" are determined by discovery through the Core Resource "/oic/res".
RERBNEBTEXHURIYoic/d”, IRERIFNAFR24PEXIZRENEME., IREFRNIZE— TR
INNRTREE, BESISE5RENRE (BUALRGER21PHER) . FRTEOARRERSS, REFRAMU
FHEMIETIRENRREE, IRFENBEZRIANZREE, EARFEE cocwk.dEXTFHE
RENATFNEMY, AFREHERRERMRMTIREOEN (Fla:=H. HEREREF) . BT
“loic/d"HIFRB BIRRBLARAREHMN, HELL /oic/d"MBRER Z@BIZOE IR /oic/res"BEMKAE
1,

Table 21 - Mandatory discovery Core Resources

x21-55HI1E R IO E TR

and introspected for available
Resources.

B ZER R BN AR SS B HE X BT
RARERHITAE,

"/oic/res" shall expose the
Resources that are discoverable on
a Device. When a Server receives a
RETRIEVE request targeting
"/oic/res" (e.g., "GET /oic/res"), it
shall respond with the links list of all
the Discoverable Resources of
itself. The "/oic/d" and "/oic/p" are
Discoverable Resources, hence

Pre-defined Resource Resource OCF Description Related
URI Type Title TypelD Interfaces 7y Functional
FIE HIURI BB BINRER ("rt" value) OCF Interaction
BRZEEID #0O 1BXINEERIEE
("rt" value) [(3::]
"loic/res™ Default "oic.wk.res" "oic.if.II" The Resource through which the | Discovery
2RI corresponding Server is discovered | &I




their links are included in "/oic/res"
response. The Properties exposed
by "/oic/res" are listed in Table 22.
“loicires™ A FFIRE LA RINAVE
5. SRS ERIZE X /oic/res Y
MZIEKRE (B0, “GET Joic/res”),
TR R A AR I BHET | R
8. “loic/d”F0“/oic/p” BRI AR IREIE
TR, FELLE(INEEE B foic/res”
MR, “/oic/res™ A TRHYEIMESI TR
22,
"loic/p" Platform £ & "oic.wk.p" "oic.if.r" The Discoverable Resource through | Discovery
which Platform specific information | &
is discovered.
BTFRITFAEEERNARIE
TR o
The Properties exposed by "/oic/p"
are listed in Table 25
255\ W T “loic/p” T8RRIV
"loic/d" Device &% "oic.wk.d" "oic.if.r" The discoverable via "/oic/res" | Discovery
and/or one or Resource which exposes Properties | &1
more Device specific to the Device instance.
Specific BT “/oic/res” BIR /N FFI & LHIRI4F
Resource Type EREM.
ID(s) The Properties exposed by "/oic/d"
"oic.wk.d"F/3§ are listed in Table 24.
—PHBZNIRE R245 T “loic/d”FTIBRAVEFIE
PFERREL
ID(s)
Table 22 defines "oic.wk.res" Resource Type.
FR227FE X T “oic.wk.res" &R,
Table 22 - "oic.wk.res" Resource Type definition
£+ 22-"oic.wk.res"FFERBITE X
Property Property Value Value Unit Access Mandatory Description
title name type rule B mode SRHIE 230
RiEARE B (EESiY B ThlajiE=t
Name &ZFR "n" string N/A N/A R No & Human-friendly name
defined by the vendor
FRENEE AR Z TR
Links %1% "links" array See N/A R Yes 2 The array of Links
7.8.2 describes the URI,

supported Resource Types
and OCF Interfaces, and
access

policy.

BEIEEAATEIAURI, ZIFRY
HIREBFOCFEO, MU

Ripla) g,




A Device shall support CoAP based discovery as the baseline discovery mechanism (see 11.2.5).

IREN 22T CoAPRUR BN EL KIS (W11.2.5)

The "/oic/res" shall list all Resources that are indicated as discoverable (see 11.2). Also the following
architecture Resource Types shall be listed:
“loic/res” N HIHFRIEHE R AR RIMAEIR (W11.2)  ENFIE N TR FIRZER:

e Introspection Resource indicated with an "rt" value of "oic.wk.introspection”.
AEEIR, Hrt"{&} oic.wk.introspection”,

e "/oic/p" indicated with an "rt" value of "oic.wk.p".
“loic/p”" R “oic.wk.p"BY“rt"E,

e "/oic/d" indicated with an "rt" value of "oic.wk.d"
“loic/d" TR “oic.wk.d"BY“rt"{E

e "/oic/sec/doxm" indicated with an "rt" value of "oic.r.doxm" as defined in ISO/IEC 30118-2:2018.
"oic.r.doxm"F“rt"{E &R/~ "/oic/sec/doxm"”, E X ILISO/IEC 30118-2:2018,

e "/oic/sec/pstat" indicated with an "rt" value of "oic.r.pstat" as defined in ISO/IEC 30118-2:2018.
"oic.r.pstat"FB“rt"{EZ R "/oic/sec/pstat”, EX MW ISO/IEC 30118-2:2018,

e "/oic/sec/acl2" indicated with an "rt" value of "oic.r.acl2" as defined in ISO/IEC 30118-2:2018.
"oic.r.acl2"A“rt"{B &R R "/oic/sec/acl2, EXMISO/IEC 30118-2:2018,

e "/oic/sec/cred" indicated with an "rt" value of "oic.r.cred" as defined in ISO/IEC 30118-2:2018.
"oic.r.cred"F“rt"{E 2R "/oic/sec/cred", T X TLISO/IEC 30118-2:2018,

Conditionally required: S&&EK:

e "/oic/res" with an "rt" value of "oic.wk.res" as self-reference, on the condition that "oic/res" hasto
signal that it is Observable by a Client.
ERSZE, "oic.wk.res"B “rt"{EA"/oic/res", BiiRE oic/res"HNNMRBEREFIHVERE,

e if the Device supports batch retrieval of "/oic/res" then "oic.if.b" shall be included in the "if"
Property of "/oic/res".

e if the Device supports batch retrieval there shall be a self-reference that includes an "if" Link
Parameter containing "oic.if.b"; the self-reference shall expose a secure OCF Endpoint.

The Introspection Resource is only applicable for Devices that host Vertical Resource Types
(e.g."oic.r.switch.binary") or vendor-defined Resource Types. Devices that only host Resources Required
to onboard the Device as a Client do not have to implement the Introspection Resource.
AERRNERTABEETFEEMNIEE (Fl: "oic.r.switch.binary") SEMBEEXHEFRER, JE
ANEFIHERIREFFMRNZRNIRETDIIANEZR,

Table 23 provides an OCF registry for protocol schemes.

K23 T MHINFH ENOCFEME.



Table 23 - Protocol scheme registry

+23 - XA RFME

S| NumberSI3 Protocol 1}
1 "coap"
2 "coaps"
3 "http"
4 "https"
5 "coap+tcp”
6 "coaps+tcp"

NOTE The discovery of an OCF Endpoint used by a specific protocol is out of scope. The mechanism
used by a Client to form requests in a different messaging protocol other than discovery is out of scope.
E RIS E M IERNOCFIR REBH TEE ., EFmATERAIM ZIMIEMH R E BN PR EIER
MHEB L TEE,

The following applies to the use of "/oic/d":

“loic/d"BIER BRI T:

e A vertical may choose to extend the list of Properties defined by the Resource Type "oic.wk.d".In
that case, the vertical shall assign a new Device Type specific Resource Type ID. The Mandatory
Properties defined in Table 24 shall always be present.

EHALUEEY REREE coicwk " EXWEMTIIR, EXMIBERT, BEENIZEE— IR
BRIGTENRIRERID, R24PE XHEHIBMEDTIRLTFE,

e A Device may choose to expose a separate, Discoverable Resource with its Resource Type ID
set to a Device Type. In this case the Resource is equivalent to an instance of "oic.wk.d" and
adheres to the definition thereof. As such the Resource shall at a minimum expose the
mandatory Properties of "oic.wk.d". In the case where the Resource tagged in this manner
isdefined to be an instance of a Collection in accordance with 7.8.3 then the Resources that are
part of that Collection shall at a minimum include the Resource Types mandated for the
DeviceType.

REBAIRELAF—TRIER. TRMNER, HEA EJ? BIDIRENREEE, AXMERLT, &
JEAE 2 F“oic.wk. d"E’\]— IHIFEREEN . B, ZER rE"\’AF“OIC wk.d"BYsEEIE M. a0
RIZIR7 8. BFUXM A XM RREXAESHEH, MERZES—EINTREDNEIE
NZRERBNENTIREE,

Table 24 "oic.wk.d" Resource Type definition defines the base Resource Type for the "/oic/d"Resource.
7<24 "oic.wk.d"FHREELTE X “Joic/d" B IRIIEABTIREEL



Table 24 - "oic.wk.d"Resource Type definition
24 -"oic.wk.d"HIFREREN

Property
title
BT

Property
Name
BRI

Value
type
=Bl

Value
rule

ERm

Unit
BT

Access
mode

ihEE=

Mandat

ory
SRFIE

Description
30

(Device)
Name

REBM

n

"string:

N/A

N/A

R

Yes

Human friendly name defined by the
vendor. In the presence of "n"
Property of "/oic/con”, both have the
same Property Value. When "n"
Property Value of "/oic/con" is
modified, it shall be reflected to "n"
Property Value of "/oic/d".
HENEE XA MEEMR, SFE
“loic/con”HY“n”’ B I4RY, FERBIERE
HEME, HEX oic/con’ln” Bt
1B, RIRBRA“oic/d” B n BIHE.

Spec
Version

IcV

"string:

N/A

N/A

YesE

The specification version of this
document that a Device is
implemented to. The syntax shall be
"ocf.<major>.<minor>.<sub-
version>" where <major>, <minor,
and <sub-version> are the major,
minor and sub-version numbers of
this document respectively. The
specification version number (i.e.,
<major>.<minor>.<sub-version>)
shall be obtained from the title page
of this document (e.g. "2.0.5"). An
example of the string value for this
Property is "ocf.2.0.5".

RE MBI AR AGHIAERR A, &
ENIZE
“ocf.<major>.<minor>."<sub-version>
"Hrh<major>, <minor,
<sub-version>%7 3l & A X major,
minorflsub-version>, hZAl
<major>.<minor>.<sub-version>) [
MM EETIRTS . R AT
RFBEN—DREIR" 0cf.2.0.5%,

Device ID
IREID

ngi

"uuid”

N/A

N/A

Yes

Unique identifier for Device. This
value shall be the same value (i.e.
mirror) as the doxm.deviceuuid
Property as defined in ISO/IEC
30118-2:2018.Handling
privacy-sensitivity for the "di"
Property, refer to clause 13.16 in
ISO/IEC 30118-2:2018.
RENE—NIRRT, {ENSISO/IEC
30118-2:2018.50 7 XAy
doxm.deviceuuid B 4EE (ENHEK),
3 FdirBIMEAIBRFABUR LR, ES
FISO/IEC 30118-2:2018.F8Y5E
13.16%%,

Data Model
Version
BIRREUR
¥

"dmv"

Ccsv

N/A

N/A

YesE

Spec version of the Resource
specification to which this Device
data model is implemented; if
implemented against a Vertical
specific Device specification(s), then




the Spec version of the vertical
specification this Device model is
implemented to.

SLIMZIR B IR EE A R AST A
SBARAS; MRRISEERFENIZEN
B, WS ERMBRNEEM
AR B,

The syntax is a comma separated list
of <res>.<major>.<minor>.<sub-
version>
or<vertical>.<major>.<minor>.<sub-
version>. <res>is the string "ocf.res"
and <vertical> is the name of the
vertical defined in the Vertical specific
Resource specification.
EEAERA—RIINESHT,
<res>.<major>.<minor>.<sub-
version>
or<vertical>.<major>.<minor>.<sub-
version>. <res>2FF & “ocf"f
<vertical> R EEERFTERRABHE
XHEENAR,

The <major>,

<minor>, and <sub-version>are the
major, minor and sub-version
numbers of the specification
respectively. One entry in the
csvstring shall be the applicable
version of the Resource Type
Specification for the Device (e.g
"ocf.res.1.0.0"). If applicable,
additional entry(-ies) in the csv shall
be the vertical(s) being realized (e.g.
"ocf.sh.1.0.0").

<major>,

<minor>, and <sub-version>
DARABHERAES . RRASH
FhRAS, csvFRFBEFN—NFREN
ZERE R IREEAENERMRAE.,
(ef5lE, "ocf.res.1.0.0"), WEM,
csVARRIMTINIRN, ) SEMAVEE. (40,
"ocf.sh.1.0.0") .

This value may be extended by the
vendor. The syntax for extending this
value, as a comma separated entry,
by the vendor shall be by
addingx.<Domain_Name>.<vendor_s
tring>.For example "ocf.res.1.0.0,
ocf.sh.1.0.0, x.com.example.string",
The order of the values in the comma
separated string can be in any order
(i.e. no prescribed order). This
Property shall not exceed 256 octets.
WERHMNEY &, ¥ RXMEN
BE, FRESHRINZE, HHN
SRl
x.<Domain_Name>.<vendor_string>
. 80, "ocf.res.1.0.0, ocf.sh.1.0.0,
x.com.example.string", EEDRF
FEPENIRFIMNZERIE (40
, SREAENINE) . WEMHETRE
4256F 75,

Permanent
Immutable

"piid"

"wuid"

N/A

N/A

YesE

A unique and immutable Device
identifier. A Client can detect that a




ID
KARZEH]
ID

single Device supports multiple
communication protocols if it
discovers that the Device uses a
single Permanent Immutable ID value
for all the protocols it supports.
Handling privacy- sensitivity for the
"piid" Property, refer to clause 13.16
in ISO/IEC 30118-2:2018.

ME— B AR ERNRERIART . B
BN E— MR E T Z RIS
W, MRERMZIZENEXZIFHIR
BHER—TKARENIDE, &t
HEpiid” B EAIRTARIRYE, BSH
ISO/IEC 30118-2:20 087#Y%513.16

Localized
Descriptions
Ao

puy

g

"array"

N/A

N/A

No

Detailed description of the Device, in
one or more languages. This
Property is an array of objects where
each object has a "language" field
(containing an IETF RFC 5646
language tag) and a "value" field
containing the Device description in
the indicated language.
REN—THSHIESHIFMER,
ETEUER—TNREA, b8
JFREA—"Nlanguage” FER(BE—
METF RFC 564618 S #ric)f—1
‘value" FEY(B 2 EIET TR EHE
).

Software
Version

ER{FRRA

sy

"string”

N/A

N/A

No

Version of the Device software.
BERFIRA

Manufacture
r Name

HEERTR

"dmn"

"array"

N/A

N/A

No

7|

Name of manufacturer of the Device,
in one or more languages. This
Property is an array of objects where
each object has a "language" field
(containing anlETF RFC 5646
language tag) and a "value" field
containing the manufacturer name in
the indicated language.
REFNEENEMR, N—MHZHE
ERT. ZTEMEE—THRHEA,
Hph SN REE—language’F
ER(B&—ETF RFC 564615 =47iC)
M—Mvalue"FE(BEIBIEEIEE M
FIERERR).

Model
Number
ng

"dmno"

"string”

enum

N/A

Model number as designated by
manufacturer.
BSHHEEEE.

Ecosystem
Name
LRSS
R

"econame”

“string”

N/A

N/A

This is the name of ecosystem that a
Bridged Device belongs to. If a
Device has "oic.d.virtual" as one of
Resource Type values ("rt") the
Device shall contain this Property,
otherwise this Property shall not be
included.
XEREEREMBNESRARNE
R, MR—PNREF oic.d’, FRE
RERFE()Z—, RENEASHE




%, SNFERELEY.

This Property has enumeration
values: ["BLE", "oneM2M", "UPIlus",
"Zigbee", "Z-Wave"].
ZEYHY%E: ['BLE", "oneM2M",
"UPlus", "Zigbee", "Z-Wave"].

Version of
Ecosystem
EEREN
A

"ecoversion”

“string”

N/A

N/A

No&

This is the version of ecosystem that
a Bridged Device belongs to. If a
Device has "oic.d.virtual" as one of its
Resource Type values ("rt")
RE—TEERREMBENESRZR
K, MR—MEEF oic.dEREN
FEREBEZ ("),

the Device should contain this
Property, otherwise this Property shall
not be included.

RENESIEYE, SNWAESLE
.

Table 25 defines "oic.wk.p" Resource Type.

725 E X "oic.wk.p"BIREE

Table 25 - "oic.wk.p" Resource Type definition
%25 - "oic.wk.p"FEXEEN

i3 E

Property Property Value Value Unit Access Mandat Description

title Name type rule BT mode ory 7y

BT BRI {EXE EF PhlaltE=t SEHIE

Platform ID | "pi" "uuid" N/A N/A R Yes Unique identifier for the physical

E&ID Platform (uUiD); this shall be a UUID
in accordance with IETF RFC 4122. It
is recommended that the UUID be
created using the random generation
scheme (version 4 UUID) specific in
the RFC. Handling privacy- sensitivity
for the "pi" Property, refer to clause
13.16 in ISO/IEC 301182:2018.
IR B E—ARIRRF(UUID)
; IRIBIETF RFC 4122, XNiZe—
DUUID, EiNERRFCHY4SERIMEN,
WA RRRA4 UUID)BIZUUID, &b
B pBUHEMNRTARRE, 35
ISO/IEC 301182:2018.5513.16%%.

Manufactu | "mnmn" "string" N/A N/A R Yes Name of manufacturer.

rerName SRR,

HERRTR

Manufactu | "mnml" "uri" N/A N/A R No Reference to manufacturer,

rer Details represented as a URI.

Link NHIEERSIA, AURIRT,

HERAT




ModelNum | "mnmo" "string" N/A N/A No Model number as designated by

ber manufacturer.

BS BSHfEEEE.

Date of | "mndt" "date" N/A N/A No Manufacturing date of Platform.

Manufactu FEHER,

re

W BH

Serial "mnsel” "string" N/A N/A No Serial number of the Platform, may

Number be unique for each Platform of the

FIs same model number.
ZEBNEIS, WFEMERES
HFar RERE—#,

Platform "mnpv" "string" N/A N/A No Version of Platform - string (defined

Version by manufacturer).

FakRA FRFHBRRAHIEEEN).

OS Version | "mnos" "string" N/A N/A No Version of Platform resident OS -

BRIERGR string (defined by manufacturer).

x T ERBRFRGAARA-FR &5 (M
BEEX).

HardwareV | "mnhw" "string" N/A N/A No Version of Platform hardware.

ersion TaEtRA,

AR

Firmwarev | "mnfv" "string" N/A N/A No Version of Platform firmware.

ersion EH-TFEarrIRA,

Elf4hR A

Support "mnsl" N/A N/A No URI that points to support information

link from manufacturer.

XIgHEHE B} AR A HISEEERNURI,

SystemTim | "st" N/A N/A No Reference time for the Platform.

e FasENE,

ARSI

Vendor ID "vid" N/A N/A No Vendor defined string for the

" FEID Platform. The string is freeform and
upto the vendor on what text to
populate it.
MNBAFEENT FRHB, ZFH
BEEHABIN, BHRNEREER
A,

NetworkCo | "mnnct" "string" N/A N/A No An array of integer where each

nnectivity T integer indicates the network

ype connectivity type based on

P4 TR IANAIfType value as defined by IANA

i ifType-MIB Definitions, e.g., [71, 259]

which represents Wi-Fi and Zigbee.

—TEBHE, HPSTBHERTE
FIANAITypelBHIM K EREELER, F
I IANA ifType-MIB Definitions, 4l
, [71, 259]% R Wi-Fi flZigbee,




11.2.4 Resource discovery using "/oic/res" {£f"/oic/res" KM R

Discovery using "/oic/res" is the default discovery mechanism that shall be supported by all Devices as
follows:

£/ /oic/res” #H1T RINZATE IR EHB N ST FFAIBIAL IS, 20T :

e Every Device updates its local "/oic/res" with the Resources that are discoverable (see
7.3.2.2).Every time a new Resource is instantiated on the Device and if that Resource is
discoverable by a remote Device then that Resource is published with the "/oic/res" Resource
that is local to the Device (as the instantiated Resource).
BMRBEATRINEZREREARM foic/res” (17.3.2.2) , BEEIRE LI — IR
, MRIZFRAIRIEIRIZE R, ARG SIREA MY /oic/res BIR—EE KT (1ELH
FHLRIER)

e A Device wanting to discover Resources or Resource Types on one or more remote Devices
Makes a RETRIEVE request to the "/oic/res" on the remote Devices. This request may be sent
multicast (default) or unicast if only a specific host is to be probed. The RETRIEVE request may
optionally be restricted using appropriate clauses in the query portion of the request. Queries May
select based on Resource Types, OCF Interfaces, or Properties.

HEE—THZ T IREIRE LRI R RN EREENIRE TR RS 1 /oic/res” R BN RIEK,
HIERATREZHE (FOA) HERE, IRRARERNVFENEN, IREERNENRIERE
SNFFREMCRIEKR, ERAIUETRIRERE. OCFEOSNEMHITIAE,

e The query applies to the representation of the Resources. "/oic/res" is the only Resource whose
representation has "rt". So "/oic/res" is the only Resource that can be used for Multicast
Discovery at the transport protocol layer.

HWNATHRIRNRT, “Joicres’ BHRTAB WHIHE—ZEIR, ELt, “oicires” 2 EMIMNEFMHE
—HRATFZRELMNEIR.

e The Device receiving the RETRIEVE request responds with a list of Resources, the
ResourceType of each of the Resources and the OCF Interfaces that each Resource
supports.Additionally, information on the policies active on the Resource can also be sent. The
policy supported includes Observability and discoverability.

B RIFRANZENERIIR,. 81MHFRNBREENS N R RIFHNOCHEOMTIA , L5
, BAILARIEXRTRIR LESNRIRIBANER . T i5A0RER B PTLR A eI & I,

e The receiving Device may do a deeper discovery based on the Resources returned in the request
to "/oic/res".

BRR & A LAMRIETE K foic/res" IR BRI TE R BIRAI LI .

The information that is returned on discovery against "/oic/res" is at the minimum:

RYE /oic/res" MR IMMIREIRIER &N

e The URI (relative or fully qualified URL) of the Resource.
FIRMURI (BRI 2REMURL)



e The Resource Type(3) of each Resource. More than one Resource Type may be returned if the
Resource enables more than one type. To access Resources of multiple types, the specified
Resource Type that is targeted shall be specified in the request.

B RBOFIREES), MRFDREATZNEE, NAgREIZMERER, Eih0)2MERR
7R, RECBKPEERENTIREE,

e The OCF Interfaces supported by that Resource. Multiple OCF Interfaces may be returned. To
Access a specific OCF Interface that OCF Interface shall be specified in the request. If the OCF
Interface is not specified, then the Default OCF Interface is assumed.

ZERXIFNOCFIEO., AIIREIZTOCFEO, EiAEMFEMNOCFEN, NEEKRPIETEX
OCF#0., MREBIEEOCFENO, NEREFEAEIANOCFEO,

For Clients that do include the OCF-Accept-Content-Format-Version option, an "/oic/res" response
includes an array of Links to conform to IETF RFC 6690. Each Link shall use an "eps" Parameterto
provide the information for an encrypted connection and carry "anchor" of the value OCF URIwhere the
authority component of <devicelD> indicates the Device hosting the target Resource.

33F B & OCF-Accept-Content-Format-VersioniE AN E Fif, “/oic/res” i 81 & — M FEIETF RFC 6690
BEHEAE, STIHENER— N eps' SECKIBRMMBEERRER, HBFOCF URMERY ", H
<devicel D>RVIN RN B {45 R E B R SRAVIR S .

The OpenAPI 2.0 file for discovery using "/oic/res" is described in Annex A. Also refer to clause 10(OCF
Endpoint discovery) for details of Multicast discovery using "/oic/res" on a CoAP transport.

£/ /oic/res”#1T R MAIOpenAPI 2.0 HTEMIfrarp 4T 7R, KT TECoAPRH L{EM /oicires” #1T%
BARMFRES, HSHE10E (OCFimRAM) .

An example Device might return the following to Clients that request with the Content Format
of"application/vnd.ocf+cbor" in Accept Option:
— P RIREF RSB UA TRFREISLIERKATEN N EEZIED_E "application/vnd.ocf+cbor":

"href": "/oic/res",
"anchor": "ocf://dc70373c-1e8d-4fb3-962e-017€aa863989/0ic/res",

"rel": "self",

"rt": ["oic.wk.res"],

"if": ["oic.if.1l1l", "oic.if.baseline"],
"o": {"bm": 3},

"eps": [

{"ep": "coap://[fe80::b1ld6]:44444"}

"href": "/Oic/p",
"anchor": "ocf://dc70373c-1e8d-4fb3-962e-017€aa863989,



"rt": ["oic.wk.p"],

"if": ["oic.if.r", "oic.if.baseline"],
"p" : { "bm" : 3 } ,
"epS " : [

{"ep": "coap://[fe80::bld6]:44444"},
{"ep": "coaps://[fe80::bld6]:11111"}

"href": "/oic/d",
"anchor": "ocf://dc70373c-1e8d-4fb3-962e-017€aa863989,

"rt": ["oic.wk.d"],

"if": ["oic.if.r", "oic.if.baseline"],
"p" : { "bm" : 3 } ,
"eps " : [

{"ep": "coap://[fe80::bld6]:44444"},
{"ep": "coaps://[fe80::b1d6]:11111"}
]

"href": "/myLightSwitch",

"anchor": "ocf://dc70373c-1e8d-4fb3-962e-017€aa863989,
"rt": ["oic.r.switch.binary"],

"if": ["oic.if.a", "oic.if.baseline"],

"p": {"bm": 3},

"eps": [

{"ep": "coap://[fe80::bld6]:44444"},
{"ep": "coaps://[fe80::b1d6]:11111"}
]

11.2.5 Multicast discovery using "/oic/res" {£F“/oic/res” ZiE LM

Generic requirements for use of CoAP multicast are provided in clause 12.2.9. Devices shall support use
of CoAP multicast to allow retrieving the "/oic/res" Resource from an unsecured OCF Endpoint on the
Device. Clients may support use of CoOAP multicast to retrieve the "/oic/res" Resource from other Devices.
The CoAP multicast retrieval of "/oic/res" supports filtering Links based on the "rt" Property in the Links:
{EFACOAPZ B —MRERTEE12.2. 9B THIE . IRENIFHEACoAPZIE, UATMIRE LTREN
OCFix =R oic/res" &R, BFinA A IFFERACoAPZEMEMIZREZ IR /oic/res” R R, CoAPZIE
K FR loic/res” S FFRIEHEIZ AV It B I IR BEIR

e If the discovery request is intended for a specific Resource Type including as part of a multivalue
Resource Type, the query parameter "rt" shall be included in the request (see 6.2.2) with its value



set to the desired Resource Type. Only Devices hosting the Resource Type shall respond to the
discovery request.
MRAIERFITERNRRELE, SFEZERREEN—TD, WERSE N EETIERP
(l6.2.2) , HENIZENMENGIREE, REARFREEMSSZ MM LIIEK,
e When the "rt" query parameter is omitted, all Devices shall respond to the discovery request.

HER EWSHN, MEIREHNIBNAIIER.

11.3 Notification @0

11.3.1 Overview 43k

A Server shall support NOTIFY operation to enable a Client to request and be notified of desired states of
one or more Resources in an asynchronous manner. 11.3.2 specifies the Observe mechanism in which
updates are delivered to the requester.

MRS ERNTITNOTIFYIRIE, (EEFIREEBUFSHNBERHAFE—THZ TR IRNAAERSHBAL,
11.3. 258 E [A)1E R E AT ERAIMR=AH

11.3.2 Observe WM

11.3.2.1 Overview iR

In the Observe mechanism the Client utilizes the RETRIEVE operation to require the Server forupdates in
case of Resource state changes. The Observe mechanism consists of five steps which are depicted in
Figure 11.

EMENFIFR, FFiRF FARETRIEVERFE RS SFE R RINS R E BRI HITERH, MEAFIBESTE
BRAERK, MENFIR.

NOTE the Observe mechanism can only be used for a resource with a Property of Observable (see
7.3.2.2).
x: VENHRERTASAMKREMNNER (17.3.22) ,



Client Server

: 1. RETRIEVE Request (Observe) !

)

2. Observe reguest
cached

3. RETRIEVE Response (Observe) !

4, Observe
condition satisfied

!
5. RETRIEVE Response (Ubserve) !

A

Figure 11 - Observe Mechanism

E11 - MEANF
11.3.2.2 RETRIEVE request with Observe indication #1245 ;RAIRETRIEVEE R

The Client transmits a RETRIEVE request message to the Server to request updates for the Resource on
the Server if there is a state change. The RETRIEVE request message carries the following parameters:
EPimHARSERRIZERETRIEVEERIBER, BRMNRSHE LERREREENNTRHTEN, . 0RIB
KEBEEUTSE:

e fr: Unique identifier of the Client.
fr &2 P iRAIE—ARIRET

e to: Resource that the Client is requesting to Observe.
to: B P HIEKRMERIER.

e ri: Identifier of the RETRIEVE operation.
ri:RETRIEVERERIARIRTT .

e op: RETRIEVE.
op:RETRIEVE

e obs: Indication for Observe operation.
obs: MEIRIEIE T

11.3.2.3 Processing by the Server fR55 234018

Following the receipt of the RETRIEVE request, the Server may validate if the Client has the appropriate
rights for the requested operation and the Properties are readable and Observable. If the validation is
successful, the Server caches the information related to the Observe request. The Server caches the
value of the ri parameter from the RETRIEVE request for use in the initial response and future responses
in case of a change of state.



HERIREIRETRIEVEBRZ G, RSFAEIWIIEFIHESEBIERNFFENESNR, UREEES
FIEMAIME . MRIIEMIN, RSFEEFSNEBRERNER . RSB[MRETRIEVEBEKRFEFiS
HEvE, UEERSREENN B TR EEENER

11.3.2.4 RETRIEVE response with Observe indication 7MW &5 RAIRETRIEVE{

The Server shall transmit a RETRIEVE response message in response to a RETRIEVE request message
from a Client. If validation succeeded, the response includes an Observe indication. If not, the Observe
indication is omitted from the response which signals to the requesting Client that registration for
notification was not allowed.

ARS5 83 M & IXRETRIEVENRE B AIMAN R B B FiRHIRETRIEVEERER . WMRIIEMATH, MDA E4F
— MR IER. WRIIEKRY, NEMNFPERTURETR, ZERAEREFRLLES, KA
EREA] .

The RETRIEVE response message shall include the following parameters:
RETRIEVEIRNE SN E1E A TS

e fr: Unique identifier of the Server.
fr: AR S5 2RRUME—ARIRFT

e to: Unique identifier of the Client.
to: & P UmAYE—HRIRFT .

e ri: Identifier included in the RETRIEVE operation.
ri:RETRIEVEIRIEFR &2 HIARIRTT

e cn: Information Resource representation as requested by the Client.
cn:E P ImERIER R IRRT.

e rs: The result of the RETRIEVE operation.
rs: RETRIEVEZ{ERVLE

e obs: Indication that the response is made to an Observe operation.
obs: RRMMALZ £+ — P NLERIRIERY

11.3.2.5 Resource monitoring by the Server fR5523 34 %R M0

The Server shall monitor the state the Resource identified in the Observe request from the Client.Anytime
there is a change in the state of the Observed Resource, the Server sends another RETRIEVE response
with the Observe indication. The mechanism does not allow the client to specify any bounds or limits
which trigger a notification, the decision is left entirely to the server.

AR5 23N AR B B P iR MRIE KPR ERIVAS ., SSNEINZ RIS RETMNMN, RSE
MARES—MHEBEMEIERIGRIN, ZAEITRRIFE P intEE M A B ECIFRRRS, TEHR
SFERIRTE



11.3.2.6 Additional RETRIEVE responses with Observe indication ihlt& &M S M Es T

The Server shall transmit updated RETRIEVE response messages following Observed changes in the
state of the Resources indicated by the Client. The RETRIEVE response message shall include the
parameters listed in 11.3.2.4.

EEFPHETNZRRNSRENRINERZG, RBBNUAEEMOCRINER, RETRIEVENIRH
BENEE11.3.24H5HHS .

11.3.2.7 Cancelling Observe BUEHME

The Client can explicitly cancel Observe by sending a RETRIEVE request without the Observeindication
field to the same Resource on the Server which it was Observing. For certain protocol mappings, the
Client may also be able to cancel an Observe by ceasing to respond to the RETRIEVE responses.
EFine] AERFAMEUE RN, Bl RS S EEMRNZERRIE— DT HENRIERFERN
RETRIEVEE R, StFELMINIREGT, FFinth eI IS N RETRIEVEIMN SREUEME .

11.4 Introspection B&

11.4.1 Overview 4R

Introspection is a mechanism to announce the capabilities of Resources hosted on the Device.

BEE—MATRE LIEERNRIRIIINEERLE.

The intended usage of the Introspection Device Data (IDD) is to enable dynamic Clients e.g. Clients that
can use the IDD) to generate dynamically a Ul or dynamically create translations of the hosted Resources
to another eco-system. Other usages of Introspection is that the information can be used to generate
Client code. The IDD is designed to augment the existing data already on the wire. This means that
existing mechanisms need to be used to get a full overview of what is implemented in the Device. For
example, the IDD does not convey information about Observability,since that is already conveyed with the
"p" Property on the Links in "/oic/res" (see 7.8.2.5.3).

NEIRELE (IDD) NAREENSEFiR (BIANFTAERIDDINE i) BEISmISith A R UISsh e
ERERRIS—TESRSNEHR, BENEMARE, PTUERAXEEFEEREMEF iR, IDDERE
HERIMANE LR, XEREFZEAMENIEIREE TRIZEPIIMNAS ., W, IDDRBEIAX
FRRMNER, BRINRMEEER oicres ik LR 0" BMHEZIAT (m7.s.2.5.3) o

The IDD is recommended to be conveyed as static data. Meaning that the data does not change during
the uptime of a Device. However, when the IDD is not static, the Introspection Resource shall be
Observable and the url Property Value of "oic.wk.introspection" Resource shall change to indicate that the
IDD is changed.

B IDDIEARSEURHTER . XEREMEETREERETHEASNE, B2, ZHIDDAEFHFEH



M2, BREFBMIZETWER, 3 Hoic.wk.introspection” & BHurl BIHERN ZXZE, RRIDDEZN

The IDD describes the Resources that make up the Device. For the complete list of included Resources
see Table 20. The IDD is described as a OpenAPI 2.0 in JSON format file. The text in the following
bulleted list contains OpenAPI 2.0 terms, such as paths, methods etc. The OpenAPI 2.0 file shall contain
the description of the Resources:

IDDHRARIRFNRIR. BXRFIBEHFRNTEIIR, HSNK20, IDDE—TJISONIEILAIOpenAPI
2.03, UTIBRSIIRFMUIAE Z0penAPl 2.0R1E, WMEKZ. HiEZ., OpenAPl 2.0XHN B
R

e The IDD will use the HTTP syntax, e.g., define the CRUDN operation as HTTP methods and use
the HTTP status codes.

IDDBMERHTTPIEE, i, JSCRUDNIRIEE X HHTTPAE, HERHTTPIRSHE,

e The IDD does not have to define all the status codes that indicate an error situation.
IDDAFZETE X B IEREIRIETAVIRSE

e The IDD does not have to define a schema when the status code indicates that there is no
payload (see HTTP status code 204 as an example).

HRNSHEERRBEBEREEN, IDDAUEXEN (S IHTTPIRESE2041ERR6)

e The paths (URLs) of the Resources in the IDD shall be without the OCF Endpoint description,e.g.

it shall not be a fully-qualified URL but only the relative path from the OCF Endpoint, akathe
"href". The relative path may include a query parameter (e.g. "?if=oic.if.Il"), in such cases the text
following (and including) the delimiter shall be removed before equating to the "href"that is
conveyed by "/oic/res".
IDDHERMEEE (URL) NiZgBOCFimmHER, Fll, EXRNZE— 1 TEERENURL, M
ZEHRBEOCFin ARIEN 812, Bl*href’, HEXBZFIABIE—1EIWSE (HlaN?if=oic.if.lI) ,
EXMIBELT, PRAEE (B1F) NXANEEFTH oic/res LM href Z BIFEIR.

e The following Resources shall be excluded in the IDD:

IDDRABFETIIE IR

o Resource with Resource Type: "oic.wk.res" unless 3rd party defined or optional
Propertiesare implemented.
FRE AL “oic.wk.resPRIESEIN T R =7 & XIS AIIERIE I .

o Resource with Resource Type:"oic.wk.introspection".
HIRS &IRZERL: "oic.wk.introspection”. ,

o Resources explicitly identified within other specifications working in conjuction with this
document (e.g. Resources that handle Wi-Fi Easy Setup, see [2]).
FESAX M —EFERNEMIEFIERRRNETR (Fla, LEBWI-FiESIRENER, &
L2))

e The following Resources shall be included in the IDD when optional or 3rd party defined
Properties are implemented:

AEEMANERE=FEXNEME, NEIDDREZUTRIR:



o Resources with type:"oic.wk.p" and "oic.wk.d"(e.g. discovery related Resources).
BRHER: "oic.wk.p"H"oic.wk.d" (W, KRINHEXEIE)
o  Security Virtual Resources from ISO/IEC 30118-2:2018.
ISO/IEC 30118-2:2018 L2 EINEIR
When the Device does not expose instances of Vertical Resource Types, and does not have any
3rd party defined Resources (see 7.8.4.4), and does not need to include Resources in the IDD
due to other clauses in this clause, then the IDD shall be an empty OpenAPI 2.0 file. An Example
of an empty OpenAPI 2.0 file can be found in found in Annex B.2.
HRERB AT EERREENIS, RBEEHRAFE=AEXNER (N7.84.4) , BRHTFARE
thERAZEHEIDDHEESER, NIDDAZEOpenAPl 2.0, —NZHIOpenAPI 2.0 {4 #5f1
F o] ATEF4-B. 2R3 B,
All other Resources that are individually addressable by a Client (i.e. the "href" can be resolved
and at least one operation is supported with a success path response) shall be listed in the IDD.
FREEAh AT E P in eIt S U ZHR (BN href AT LARR AR, H HE DA —MEESIFRINER R NIY)
RITEIDDHFIH,

Per Resource the IDD shall include:

S EIRAIDDR B4F:
o All implemented methods
PR SLHERN A

e For an OCF defined Resource Type, only the methods that are listed in the
OpenAPI 2.0definition are allowed to exist in the IDD. For an OCF defined
Resource Type, methods not listed in the OpenAPI 2.0 definition shall not exist in
the IDD. The supported methods contained in the IDD shall comply with the listed
OCEF Interfaces. For example, if the POST method is listed in the IDD, then an
OCF Interface that allows UPDATE will be listed in the IDD.
FFOCFENXMEFERE, REFOpenAPI 2.0 X HFIHH L A IFEIDDHFE
£, WFEXHOCFEIRZEER!, OpenAPI 2.0 X RS H 75 A7EIDDARREF
. IDDARXFFNAENFERFIOCFEO, Flal, WRPOSTALIEZEIDDHSIH
, BARGFEFIIOCFIZIEFEIDDAHFIH

o Per supported method:
BRI
e Implemented query parameters per method.
SEMBTHENE NS,
e This includes the supported OCF Interfaces ("if") as enum values.
XEEIENenum B FFAIOCFEND (i)

e Schemas of the payload for the request and response bodies of the method.
3 ERNIESR AN N E R R B a1,

e Where the schema provides the representation of a batch request or response
("oic.if.b")the schema shall contain the representations for all Resource Types
that may be included within the batch representation. The representations shall
be provided within the IDD itself.



SRR A IBF R MR TR ("oic.if.b") BY, RN BSHLIERT
XA e anMERREENRTEN., RRALIEIDDREEME,
e The schema data shall be conveyed by the OpenAPI 2.0 schema.
R EUERI FH OpenAPI 2.0f R (£1%,
e The OpenAPI 2.0 schema object shall comply with:
OpenAPI 2.0 RN TG E:
e The schemas shall be fully resolved, e.g. no references shall exist
outside the OpenAPI 2.0 file.
DRMINNZ M ST ENT, BIa10penAPI 2.0 4 Z N ROZTFEE IS | A,
e The schemas shall list which OCF Interfaces are supported on the
method.
ZRM N FI HZ 5 A A MILEOCF# O,
e The schemas shall list if a Property is optional or required.
MREMRPNENHNERN, RANIZIIE,
e The schemas shall include all Property validation keywords. Where an
enum isdefined the enum shall contain the values supported by the
Device. When vendor defined extensions exist to the enum (defined in
accordance to 7.8.4.4) these shall be included in the enum.
RN ESERMIIERET . EEXKEMNMS, WENZE21RE
P isHOME. SHNEE XY RIFETenum (1RHE7.8.44FEX) B,
XY RN Bl FEfEenum A,
e The schemas shall indicate if an Property is read only or read-write.
BRANIETEYRRAIEEREE,
o By means of the readOnly schema tag belonging to the Property.
BEETEMNRIEERRIC,
o Default value of readOnly is false as defined by OpenAPI
2.0.0penAPI 2.07E X freadOnlyRYZRINE Sofalse,
e The default value of the "rt" Property shall be used to indicate the
supported Resource Types.
‘BN ERREIME, RAIFHIRIREE,
e oneOf and anyOf constructs are allowed to be used as part of a
OpenAPI 2.0 schema object. The OpenAPI 2.0 schema with oneOf and
anyOf constructs can be found in Annex B.1.
FHa—NEFER A BAYE A OpenAPI 2.0 3T R I—EB, OpenAPI 2.0
RXBE—THERSH, AJUAEMHEB. 153,

e For Atomic Measurements (see clause 7.8.4), the following apply:
MNFRERFNE (WEE7.8.4%) , ERMT:

The "rts" Property Value in the IDD shall include only the Resource Types the instance
contains and not the theoretical maximal set allowed by the schema definition.
IDDHEYrts" BIEEN X R B S XLFIFMESNRIREE, MASRKREXMAITIELR
j(%o



e The Resources that are part of an Atomic Measurement, excluding the Atomic
Measurement Resource itself, shall not be added to their own individual path in the IDD,
as they are not individually addressable; however, the schemas for the composed
Resource Types shall be provided in the IDD as part of the batch response definition
along with the "href" for theResource.

BFRFNENHR (FEERFUEFEERT) , FMEMAEREKEBIENTHIEE,
ERENMNHIETHETFU; BR, AERREEMNENNIZEIDDHS GHRAY href—21E
RHELLIEND R E X AI—EB 7 1R i,

Dynamic Resources (e.g. Resources that can be created on a request by a Client) shall have a URL
definition which contains a URL identifier (e.g. using the {} syntax). A URL with {} identifies that the
Resource definition applies to the whole group of Resources that may be created. The Actual path may
contain the Collection node that links to the Resource.

SER (Bl: TMBAEFPHEKRIEZNER) NiZE—TMEEZURUTRFIURLE X (Bl ER{HE
%) FE{NURLINRERE X EA TRt ZN BN RIRA. LR ErIEa SRR RENEEST

/TN o

Example of a URL with identifiers:
A MRRRFAIURL A

/ScenelListResURI/{SceneCollectionResURI}/{SceneMemberResURI}:

When different Resource Types are allowed to be created in a Collection, then the different schemas for
the CREATE method shall define all possible Resource Types that may be created.The schema construct
oneOf allows the definition of a schema with selectable Resources. The oneOf construct allows the
integration of all schemas and that only one existing subschema shall be used to indicate the definition of
the Resource that may be created.

YA UEESTRBETRNETIRLEN, BBACREATESENABIER IZE XA T RELI RN TR
B, BXEMZ—AFEXBEEIERRNER ., oneOfEM A FERFIEER, FARAF—TUENT
RICNfE SRR AT BRI 2RV BDRANE X,

Example usage of oneOf JSSON schema construct is shown in Figure 12:
—NJSONRH 1989 I A SN E 1 2Ff m:



"oneQf": |
{ <<subschema 1 definition>> },
{ << sub schema 2 definition >> }

Figure 12 — Example usage of oneOf JSON schema

El12-—1JSONZEHI = HI{ER

A Client using the IDD of a Device should check the version of the supported IDD of the Device.The
OpenAPI 2.0 version is indicated in each file with the tag "swagger". Example of the 2.0supported version
of the tag is: "swagger": "2.0". Later versions of this document may reference newer versions of the
OpenAPI specification, for example 3.0.

EAIZEIDDIE P IR IZAGE 1% & X 1FHIIDDAIARZAS . OpenAP| 2. 0ARAFES T XX E AR
“swagger' R, Mnai)2.0Z 5B F2:“swagger’:“2.0", AU GEERRAFTBES S| FBOpenAPI]
SERUFRARAS, 903.0,

A Device shall support one Resource with a Resource Type of "oic.wk.introspection" as defined in Table
26. The Resource with a Resource Type of "oic.wk.introspection” shall be included in the Resource
"/oic/res".An empty IDD file, e.g. no URLs are exposed, shall still have the mandatory OpenAPI 2.0
fields.See OpenAPI specification. An example of an empty OpenAPI 2.0 file can be found in found in
Annex B.2.

—MEEMZZF—TER, HERERANR26FE X oic.wk.introspection”, ZiFEERA
“oic.wk.introspection” B ZHRA € S TE FR Joic/res’d, — P=RIIDDX M, BB urRE, HARIZE
5&2HIAI0penAPI 2.0FE, HEIOpenAPIFLE, — P =MI0penAPI 2.03Z 4891 F T ATEMI 4B .27 E.,

An empty IDD file, e.g. no URLs are exposed, shall still have the mandatory OpenAPI 2.0 fields. See
OpenAPI specification. An example of an empty OpenAPI 2.0 file can be found in found in Annex B.2.

Table 26 - Introspection Resource

F26-BEHIR

Pre-defined Resource Type Resource Type ID OCF Description Related
URI Title ("rt" value) Interfaces R Functional
FiiE L URI BREBAIIRE FREZEE D ("t OCFizE[ Interaction
value) TEXIDEERX ZR




None Introspection "oic.wk.introspecti "oic.if.r"

pin BE on"

The Resource that Introspection
announces the B8
URL of the

Introspection file.

FEEREEXHURL

RER.

Table 27 defines "oic.wk.introspection" Resource Type.
+&27 F X"oic.wk.introspection" & RS £l

Table 27 - "oic.wk.introspection"Resource Type definition
%27 -"oic.wk.introspection"HREHEEIFE X

Property title | Property name Value Value Unit Access Mandatory Description
B BHRR type rule BT mode SR 754
B3l EFM ThlalE=

urlinfo "urlinfo" "array" N/A N/A R Yes array of objects
PERE=)

url "url" "string" "uri" N/A R Yes URL to the hosted payload
BIAEER A HAIURL

Protocol "protocol” "string" "enum" N/A R Yes Protocol definition to retrieve

X the Introspection Device
Data from the url.
Murli& & B2 EEHRRI T
WEX,

content-type "content-type" "string" "enum" N/A R Yes content type of the url.

AE-£KE urlfI R B LB,

Version "version" "integer" "enum" N/A R Yes Version of the Introspection

&N protocol, indicates which
rules are applied on the
Introspection Device Data
regarding the content of the
OpenAPI 2.0 file.
Current value is 1.
RENINAIRRA, HERMEIL
FNRIFF8Xx0penAPI 2.0
XHERBNAEREEIE.
HEMER,

11.4.2 Usage of Introspection B & (A

The Introspection Device Data is retrieved in the following steps and as depicted

BIUiRSHIEEE U TS BIRE, WEN13MR:

in Figure 13:

e Check if the Introspection Resource is supported and retrieve the URL of the Resource.

NERSXIFEERBRHRNRRIFNURL,




e Retrieve the contents of the Introspection Resource
KERBERBRNAE

e Download the Introspection Device Data from the URL specified the Introspection Resource.
MEEBBHRBNURLTHBERIREEUR,

e Usage of the Introspection Device Data by the Client

EFim B iR & BIENER.

I
check support introspection '

checking if oic.wk.introspection is supporied l

get [foic/res?rt="oic.wk.introspection”) >

< links="/myintrospectionresource”

usage of the introspection resource

]
I
retrieve the introspection resource 5 :
|
]

]
i retrieve [/myintrospectionresource] {} >.

| &/Myintrospectionresource data '

url of the introspection device data is now known to the client 5

retrieve [/myintrospectiondataurl] {}

»

introspection device data

usage of the introspection device data }

use the introspection data:
1) construct payloads for methods

2) invoke those methods.

Figure 13 - Interactions to check Introspection support and download the IntrospectionDevice
Data.
E13 - HEEHE BN THERIRFHIENRE.



11.5 Semantic Tags & XFZE

11.5.1 Introduction 3|5

Semantic Tags are meta-information associated with a specific Resource instance that are represented
as both Link Parameters and Resource Properties that provide a mechanism where by the Resource be
annotated with additional contextual metadata that helps describe the Resource.
EXINEESHERREIFEXRKNITESR, ENHESHNZREENEART, BT —MIH, &
XA, ATLAERMINAY £ T TR SRIRAITIER, MMmESEHERE IR,

When a Semantic Tag is defined for a Resource, it shall be present as a Link Parameter in all Links That
are present that target the Resource, including Links in "/oic/res" if the Resource is a Discoverable
Resource. The Semantic Tag is further treated as a Common Property associated with the Resource and
so shall be returned as part of the "baseline" response for the Resource ifa Semantic Tag has been
populated.

HAFREX —MEXRER, ENZUHESERA L B IMEMA HXZEIRNEHES, 845" /oic/res”
PROEHE (MRZBRZARINER) . BEXMEHA—SHROAANSHRBERNLHEY, Eit, WRE
FRTIEXRE, WNERNTRNEL WA —E5RE,

11.5.2 Semantic Tag definitions iEXIF&E X

11.5.2.1 Relative and descriptive position Semantic Tags 13 FIfE R BiENIFE
11.5.2.1.1 Introduction 3|5

Consider where there may be multiple instances of the same Resource Type exposed by a Device;or a
case where there may be potentially ambiguity with regard to the physical attribute that a Resource is
representing. In such a case the ability to annotate the Links to the Resource with information pertaining
to the relative position of the Resource within the Physical Device becomes useful.
ERIREIERAAR—FREENZ NI, RNEERRARTOYIERLS E D REFEBERRE.
FEXMIBERT, ERASYIEREPRRRIENMIERXNE IR T ROIHEINENTSEEEA.

11.5.2.1.2 "tag-pos-desc"or position description Semantic Tag "tag-pos-desc"T &\ & iR 1E X %S

The "tag-pos-desc" Semantic Tag as defined in Table 28 describes the position of the Resource as a
descriptive position. If the tag is not exposed it conveys the same meaning as if the tag is exposed with a
value of "unknown". The value for the "tag-pos-desc" Semantic Tag if exposed, shall be a string
containing a value from the enumeration detailed in Annex C. The population of the Semantic Tag is
defined by the Device vendor and shall not be mutable by a Client.

FR28HTE X ) Tag -pos-desc"iE XARICI R R EHIA NHAMEUE ., MRITZRZEWAF, EMER



& X SR/ T HE unknown 188, “Tag -pos-desciEXAFEMEUMRAFF, RiZzE2— 1M E2MFEc
FIEAIRAOREFENTR SR, BXHENETRISEHNEEX, EFIHBAERE,

Table 28 - "tag-pos-desc™ Semantic Tag definition
%28 - "tag-pos-desc"iE X ITiCENX

Link Parameter name Type Contents Value example
HHES B RE RE ER{ESCH
"tag-pos-desc” enum See Annex C "tag-pos-desc": "topleft"

11.5.2.1.3 "tag-pos-rel" or relative position Semantic Tag "tag-pos-rel"Si B B 15 X AR

The "tag-pos-rel" Semantic Tag describes the position of the Resource as a relative position in 3Dspace
against a known point defined by the Device vendor. The known point is defined using [x,y,z]form as
[0.0,0.0,0.0]. The position itself is then represented by the x-, y-, and z- plane relativeposition from this
known point using a bounded box of size +1.0/-1.0 in each plane.

“Tag -pos-rel"i& ARG BRI B IR J 3D = (B AN FiREMNEE XN EXM RIIENIE ., £
Xy, 2B BARE X 7[0.0,0.0,0.0], REEEBTFEFERKNA+H1.0-1.0008R51E, Ax-. y-Hz-
HENTFEMRNERMIERRMUELRS,

Figure 14 illustrates the definition of "tag-pos-rel".
R 14 #4435 B "tag-pos-rel"BIE X .

y-Plane

[-1.0,1.0-1.0}

[-1.0,1.0,1.0}

x=Plane

‘ ‘ [1.0,-1.0,1.0]

V

L
=-Plane



Figure 14 - "tag-pos-rel"definition
El14-tag-pos-rel"EX

The "tag-pos-rel" Semantic Tag value is defined by the Device vendor and shall not be mutable by a
Client. This is detailed in Table 29.
“Tag -pos-re"EXMEERIRFHNEEX, BEFIHAEEER, XER29PFIFMIRA.

Table 29 - "tag-pos-rel” Semantic Tag definition
£R29-"tag-pos-rel"ig& XAREE X

Link Parameter name Type Contents Value example
FHES WA E3id RE EETH
"tag-pos-rel" array Three element array of numbers defining the "tag-pos-rel": [0.5,0.5,0.5]

position relative to a known [0,0,0] point within
the context of an abstract box [-1,-1,-1],[1,1,1].
ENTERNBFHA, EXTHRIE, 1, -1]
, [1,1,1] £ F X183 FE40[0,0,0l R E

11.5.2.2 Functional behavior Semantic Tags INEERMIE N IRE
11.5.2.2.1 Introduction 3|5

Consider, for example, the case of a Device that supports two target temperatures simultaneously for
different modes of operation, for example a temperature for heating and a separate temperature for
cooling.

Blgn, ZR—MREFNER, EERNITAMAERFEEINENRE, FImFEENLIMANLAE
E.

There is then an ambiguity with respect to the target mode of the specific temperature Resource;it isn't
explicit which instance of temperature is associated with which Device function. In such a case the ability
to annotate the Links to the Resource with information pertaining to the function of the Resource within
the Physical Device becomes useful.

e, MEERERRNBEMEXME, Mer- £ eRRmERRAMNREESESS M2 EIhEEE X,
ERXMIBLT, EASEIREPERNINEEEXNEER IR RNEENENTEEIEEER,

11.5.2.2.2 "tag-func-desc" or function description Semantic Tag "tag-func-desc"=} INREHE IR IE X AR EE

The "tag-func-desc" Semantic Tag describes the function of the Resource, if exposed it shall be populated
with a value from the currently supported set of standardized enumeration values defined by the Device
ecosystem specifications. If the tag is not exposed it conveys the same meaning as if the tag is exposed
with a value of "unknown". The value for the "tag-func-desc" Semantic Tag, if exposed, is defined by the



Device vendor and shall not be mutable by a Client.

“Tag - function -desc™ & X AR AR T HIRAVINEE, MRAF TZHIR, MNIXERZEEESRAITEE X
SR ISR ENABS ESEFVEERZER. IRTESERRE, EFEANSXSnSHREN
{E“unknown”t8[E8, “Tag - function -desc’iE XITEME, MRRE, HIRBHNEBENX, BEFIHAER

TR
Xo

This "tag-func-desc" Semantic Tag is detailed in Table 30.
XNTag - function -desc’iE X% 1% WK 30,

Table 30 - "tag-func-desc"Semantic Tag definition
7<30-"tag-func-desc"iZ X IREE X

Link Parameter name Type Contents Value example
HESHRM KE AE HIETHA
"tag-func-rel" enum Defined by Device ecosystem "tag-func-desc": "cool"

HIREESRAEX

12 Messaging {5 B &

12.1 Introduction 3|

This clause specifies the protocol messaging mapping to the CRUDN messaging operations (clause 8)
for each messaging protocol specified (e.g., CoAP.). Mapping to additional protocols is expected in later
version of this document. All the Property information from the Resource model shall be carried within the
message payload. This payload shall be generated in the Resource model layer and shall be
encapsulated in the data connectivity layer. The message header shall only be used to describe the
message payload (e.g., verb, mime-type, message payload format), in addition to the mandatory header
fields defined in a messaging protocol (e.g., CoAP) specification. If the message header does not support
this, then this information shall also be carried in the message payload. Resource model information shall
not be included in the message header structure unless the message header field is mandatory in the
messaging protocol specification.

AETRHEMEEREEEBEMY (120, CoAP) HIEEMMNICHE 2RI EICRUDNIE B BRI (58

8) . FEAHNEEENRRAEREIAINMIN, REZFRENMERLEEHMNZBETEHER xﬂl
BER, KERBTNERFREEERN, HEREHIEEEZEED. BRTIESMIN (MCoAP) FEHEX
RIsRHIKF RSN, HEASRERATHREEER A (HIF0, verb, mimeXE JHEBEWHAEEN)
WNERE BN ZIFURE, MERENES2EEEERHTF. HRIPERAFERERSMINITERZ N
B, SNFREEERTNBEEERXEEH,

When a Resource is specified with a RESTful description language like OpenAPI 2.0 then the
HTTPsyntax definitions are used in the description (e.g., HTTP syntax for the CRUDN operations, status
codes, etc). The HTTP syntax will be mapped to the actual used web transfer protocol (e.g., CoAP).



H{ERAIEINOpenAPI 2.0 XMIRESTUliERIES S E LRI, BAEMARPERHTTPEEENX (64,
CRUDNRIERIHTTPIEA. IREREEF) . HTTPIERFGIREIZISZFRMERRIwebEHtHY (120, CoAP
) .

12.2 Mapping of CRUDN to CoAP CRUDNZ|CoAPHBR ST

12.2.1 Overview Rk

A Device implementing CoAP shall conform to IETF RFC 7252 for the methods specified in clause12.2.3.
A Device implementing CoAP shall conform to IETF RFC 7641 to implement the CoAP Observe option.
Support for COAP block transfer when the payload is larger than the MTU is defined in 12.2.8.
SLHICOAPHIIZ & RIFSIETF RFC 725205812 2 3B WHRFIEMN . THICOAPHIZ &R FSIETF RFC
76413 LI COAPMERIAT, HBEMHRATMTUR, 7£12.2.8FE X T I CoAPHUEIITIF.,

12.2.2 URIs URIs

An OCF: URI is mapped to a coap: URI by replacing the scheme name "ocf" with "coap" if unsecure or
"coaps" if secure before sending over the network by the requestor. Similarly on the receiverside, the
scheme name is replaced with "ocf".

OCF: URIBEZIcoap: URI, WMRAZE, M{EM coap’BFRARAZMOCF’, MRRSE, NAEBRE BRI
W& ARIXZBI{fER ‘coaps”, £, 7EEIR, HRBMBEEIRA ocf,

Any query string that is present within the URI is encoded as one or more URI-Query Options as defined
in IETF RFC 7252 clause 6.4.
URIF B IAE A E 0 F R B EBRIZNIETF RFC 72525706450 E X — 1 S P URIF IR,

12.2.3 CoAP method with request and response #7815 K MR AICoAPH &

12.2.3.1 Overview &R

Every request has a CoAP method that realizes the request. The primary methods and their meanings
are shown in Table 31, which provides the mapping of GET/POST/DELETE methods to CREATE,
RETRIEVE, UPDATE, and DELETE operations. The associated text provides the generic behaviors when
using these methods, however Resource OCF Interfaces may modify these generic semantics. The
HTTP codes in the RESTful descriptions will be translated as described in IETF RFC 8075 clause 7
Response Code Mapping. CoAP methods not listed in Table 31 are not supported.
BMIEREBE—TCoAPHERIMIFEK, EBHERESNUMKIFR, EPRETHFEE, R, B
FANMBRIREAIGET/POST/DELETE S ARIBREY ., KREXMINAEERXLEFENRE TERTH, ERR
IROCF#ROFIRERMEBUXLEEAIEX . RESTliEIAFRIHTTPRIDIFIZIRIETF RFC 8075557 AR
RRBBREYHAITER . FIFRI1PAKRTIEAICOAPHIE,



Table 31 - CoAP request and response

#31-CoAPiE KNG [z

Method for CRUDN
CRUDN A%

(mandatory) Request data
(32H) EREUE

(mandatory) Response data

GEF) MmRIEE

GET for RETRIEVE
BEMRER

Method code: GET (0.01).
FiEYRiE: GET (0.01).

Request URI: an existing URI for
the Resource to be retrieved

ERURI: ERRZFIRAVIEURI

Response code: success (2.xx) or
error (4.xx or 5.xx).

BEREG: BRIN2.xx) S EEIR(4.xxE],
5. xx)

Payload: Resource representation
of the target Resource (when
successful).

BREE: RN ERRWAE
RER

Request URI: an existing URI for
the Resource to be deleted.

BERURI: ZRFFEZRAIIAURI

°

POST for CREATE Method code: POST (0.02). Response code: success (2.xx) or
Bl L FiEYmig: POST (0.02) error (4.xx or 5.xx).
Request URI: an existing URI for ERBIE: FLIN2.xx) B IR (4.xxE]
the Resource responsible for the 5. xx)
creation. Payload: the URI of the newly
1BRURI: TR EFANIIAURI created Resource (when
o successful).
Payload: Resource presentation of BREE: SHRINNEERIAIE
the Resource to be created. FIRAIURI,
BREE: EENTRNTRR
Mo
POST for UPDATE Method code: POST (0.02). Response Code: success (2.xx) or
REH FiEgRg: POST (0.02) error (4.xx or 5.xx).
Request URI: an existing URI for MIRIZRAS: RIN(2.xx) L ERIR(4)xxEL,
the Resource to be updated. 5. xX)o
TERURI: fAsRelZ S RAIIAURI
Payload: representation of the
Resource to be updated.
BRHE: RTBEMNER,
DELETE for DELETE Method code: DELETE (0.04). Response code: success (2.xx) or
bil]i53 F5354Rh9: DELETE (0.04). error (4.xx or 5.xx).

MINIZRRS: AIN(2.xx) B IR (4. XX,

5. xx),

12.2.3.2 CREATE with POST tli#5 &%

POST shall be used only in situations where the request URI is valid, that is it is the URI of an existing
Resource on the Server that is processing the request. If no such Resource is present, the Server shall
respond with an error response code of 4.xx. The use of POST for CREATE shall use an existing request
URI which identifies the Resource on the Server responsible for creation. TheURI of the created
Resource is determined by the Server and provided to the Client in the response.

RZ{RFEIFRURIBRAIIER TEMRPOST, ENAMEIERAVZRSS =5 EMAZRRIURI, ARLBERXFNEIR



, BRSRIEEIRINRIARRA G TIRL. (EAIPOST IR RIEMITIRARS 3 E MR AR ZRIIIE E R
URI. BIEHZRRURIARSSRE, FTEMTRREAT I,

A Client shall include the representation of the new Resource in the request payload. The new resource
representation in the payload shall have all the necessary Properties to create a valid Resource instance,
i.e. the created Resource should be able to properly respond to the valid Request with mandatory OCF
Interface (e.g., "GET with ?if=oic.if.baseline").

BEFIRNABERERSTPESHRRNRT. BREAPORERRRNIZEGRIRB NG RLAME
MFTEREY, BENEIEMNEIRN ZEE% B REIOCFEOEMIMNERIEKR, (Bl "GET with
?if=oic.if.baseline")

Upon receiving the POST request, the Server shall either:
EREIPOSTIEKfG, MRFBEEA:

e Create the new Resource with a new URI, respond with the new URI for the newly created
Resource and a success response code (2.xx); or
EAFURIBIEFRZR, HERMEIZEZROFTURIFLINNEA NS (2.xx) #FHITMN; 5

e respond with an error response code (4.xx or 5.xx).
MR — PRI S (4.xxEL5. xx)

12.2.3.3 RETRIEVE with GET {8 & 53515

GET shall be used for the RETRIEVE operation. The GET method retrieves the representation of the
target Resource identified by the request URI.
RETRIEVER{ENEAGETA A, GETAHANRHIBERURIMRANBIRE RNRTIEZI.

Upon receiving the GET request, the Server shall either:
RSB WEIGETIEKRGE, M:

e Send back the response with the representation of the target Resource with a success response
code (2.xx); or
REEFRIIMMNAIE (2.xx) BBERERFR RGN, respond with an error response code
(4.xx or 5.xx) or ignore it (e.g. non-applicable multicastGET).

MR — IR ICED (4. xxB5.xx) BBE (MTEMBIZECETIER) .

GET is a safe method and is idempotent.
GETR—MZENEERE.

12.2.3.4 UPDATE with POST Efi5 &%

POST shall be used only in situations where the request URI is valid, that is it is the URI of anexisting
Resource on the Server that is processing the request. If no such Resource is present, theServer shall
respond with an error response code of 4.xx. A client shall use POST to UPDATEProperty values of an
existing Resource.



(FEIERURIBBIIEIR TR EMRPOST, ENMEIERMNZERS 25 LMARRMIURI, MRIKHRXHFNEIR
, IRSBIFBEUTEIRIDN D4 0GHATIARL, B P IRN(ERPOSTA RN EMIME R RHIEILE.

Upon receiving the request, the Server shall either:

FEWEIERG, BRI

e Apply the request to the Resource identified by the request URI in accordance with the
appliedOCF Interface (i.e. POST for non-existent Properties is ignored) and send back a
response with a success response code (2.xx); or
RIEN FARIOCFIE ISIE RN AT IEKURFHRAN AR (BIZBAFERMMNPOSTIEXK) , HiR
B —MEFRINMAARS (2.xx) BUIEAL; BF

e respond with an error response code (4.xx or 5.xx). Note that if the representation in the
payloadis incompatible with the target Resource for POST using the applied OCF Interface (i.e.
theoverwrite semantic cannot be honored because of read-only Property in the payload), then the
error response code 4.xx shall be returned.

MR — PRI AAS (4.xx or 5.xx) ., EER, MRAHFHNRRSERNANOCFEOMN
POSTHERELRARE (BIATFABFNRILEY, TRERBZEN) , WHIRIMAIE4.xx
BB E],

12.2.3.5 DELETE with DELETE HBR3&(E

DELETE shall be used for DELETE operation. The DELETE method requests that the Resourceidentified
by the request URI be deleted.
DELETE#2{ER{#FDELETEE R, DELETERSHIERMIRIBERURIIRIRAIZE R,

Upon receiving the DELETE request, the Server shall either:
FEUREIMFRIERE, ARSSESN:

e Delete the target Resource and send back a response with a success response code (2.xx); or
MR BAREDR, RE—MEFRINMAAE (2.xx) HINEAZ;EY

e respond with an error response code (4.xx or 5.xx).
MR —MMEIRMN RS (4.xxB5.xx)

DELETE is unsafe but idempotent (unless URIs are recycled for new instances).

Ripr R R 2N, EEEEEM (FRIBBuriWATFHZM) .
12.2.4 Content-Format negotiation IEE R S

The Framework mandates support of CBOR, however it allows for negotiation of the payload body if more
than one Content-Format (e.g. CBOR and JSON) is supported by an implementation. In this case the
Accept Option defined in clause 5.10.4 of IETF RFC 7252 shall be used to indicate which Content-Format
(e.g. JSON) is requested by the Client.

EZRE KT FCBOR, ERUMRITMZIF—MIA EAContent-Format (HIZ1CBORFIJSON) , MR FIHE



BB EME, BEXMERLT, MMEMIETF RFC 7252/15.10.4% F X HAcceptit SR8 E Fim i KA
BHREERX (FIZJSON) .

The Content-Formats supported are shown in Table 32.

R32FH T ZHFHIAFHEI,

Table 32 - OCF Content-Formats
#&32- OCF AEIER

Media Type f#/M3EH ID

"application/vnd.ocf+cbor" 10000

Clients shall include a Content-Format Option in every message that contains a payload. Servers Shall
include a Content-Format Option for all success (2.xx) responses with a payload body. PerlETF RFC
7252 clause 5.5.1, Servers shall include a Content-Format Option for all error (4.xx or5.xx) responses
with a payload body unless they include a Diagnostic Payload; error responses with a Diagnostic Payload
do not include a Content-Format Option. The Content-Format Option Shall use the ID column numeric
value from Table 32. An OCF vertical may mandate a specific Content-Format Option.
EFIHNESEERNHNEEE P E S Content-Formati%lll, [RZNESEEBRNNHEMRARE
FZIN (2.xx) N@RZAYContent-FormatiIfl, IRHEIETF RFC 7252585.5.15%, ARES2IN BIEFTA HIRMN
Content-Format &I (4.xx845.xx) SHEBHERIIN, FRIFEIESHBNEE; HHIZHTABNEIRIT
A ElEContent-Formati®1ii, Content-FormatiIiA i%{ERZR32FAIIDTIE{E. OCFEE FIREEK{ERA
FERABTEIVIRIL,

Clients shall also include an Accept Option in every request message. The Accept Option shall indicate
the required Content-Format as defined in Table 32 for response messages. The Servershall return the
required Content-Format if available. If the required Content-Format cannot bereturned, then the Server
shall respond with an appropriate error message.

BEFPIRARNZES MEKREEREE—TAcceptiilil, AcceptiIiii AR H S EIAZR32H E X HIFR R
Content-Format, BRZS52ENIREIFMFNASTHEIAGNRTA), IRTEREMFNASTEI, NARSIELAIR
EE&EZHRIEEIRER.

12.2.5 OCF-Content-Format-Version information OCF-Content-Format-Version {§ &

Servers and Clients shall include the OCF-Content-Format-Version Option in both request and response
messages with a payload. Clients shall include the OCF-Accept-Content-Format-Version Option in
request messages. The OCF-Content-Format-Version Option and OCF-Accept-Content-Format-Version
Option are specified as Option Numbers in the CoAP header as shown in Table 33.
RSS2 E F iR N IE RN ALE B A9E M A H 8 OCF-Content-Format-Versioni£ I, & F IR T
K3H BB & OCF-Accept-Content-Format-Versioni%Ifi, OCF-Content-Format-Versioni&Ifi#]
OCF-Accept-Content-Format-VersioniZ I 15 E S CoAP LB R AYIEIN S, aNFK33FAR.



Table 33 - OCF-Content-Format-Version and OCF-Accept-Content-Format-Version OptionNumbers
X33 - OCF-Content-Format-Version flOCF-Accept-Content-Format-VersionizIli&

CoAP Option Number Name Format Length
CoAP &I B L5 KE (bytes)
2049 OCF-Accept-Content- unit 2
Format-Version
2053 OCF-Content-Format- unit 2
Version

The value of both the OCF-Accept-Content-Format-Version Option and the OCF-Content-Format-Version
Option is a two-byte unsigned integer that is used to define the major, minor and subversions. The major
and minor versions are represented by 5 bits and the sub version is represented by 6 bits as shown in
Table 34.

OCF-Accept-Content-Format-Version i%&If A1 OCF-Content-Format-Version JEIMEEE — NN E B TLM
SEBY, BTEXERE. RIRAEMFhRAE ., ERAEFTDRMABSURT, FIRAMBOMUIRT, WR34FT
o

Table 34 - OCF-Accept-Content-Format-Version and OCF-Content-Format-VersionRepresentation
734 - OCF-Accept-Content-Format-Version 1 OCF-Content-Format-Version& R

Major Version Minor Version Sub Version
EhrA EhrA Ehr7A
Bit 15 |14 (13 |12 |11 (10 |9 8 7 6 5 4 3 2 1 0

Table 35 illustrates several examples:
R3IGFNETL M F
Table 35 - Examples of OCF-Content-Format-Version and OCF-Accept-Content-Format-Version
Representation
35 - OCF-Accept-Content-Format-Version 1 OCF-Content-Format-VersionZ&k Rl

OCF version Binary representation Integer value
OCFhR7x THEBIRRE BHE
"1.0.0" "0000 1000 0000 0000" 2048
"1.0.0" "0000 1000 0100 0000" 2112

The OCF-Accept-Content-Format-Version Option and OCF-Content-Format-Version Option for this

version of the document shall be "1.0.0" (i.e. 0b0000 1000 0000 0000").

A4 IR A< B9 OCF-Accept-Content-Format-Versioni& IR F1OCF-Content-Format-Versioni£I5i 9“1.0.0”
(40, "Ob0O000 1000 0000 0000")




12.2.6 Content-Format policy Content-Formati¥{{Zk

All Devices shall support the current Content-Format Option, "application/vnd.ocf+cbor", and OCF-
Content-Format-Version "1.0.0".

FA1% & N 235 L RiContent-Formati%£Ifl, "application/vnd.ocf+cbor"f1OCF- Content-Format-Version
"1.0.0",

For backward compatibility with previous OCF-Content-Format-Version Options:
R T BEESSRIAOCF-Content-Format-VersioniZ I :

e All Client Devices shall support OCF-Content-Format-Version Option set to "1.0.0" and higher.
Fi8 B P iRi& & RN X $5OCF-Content-Format-VersioniE % & 7“1.0.0 S E 5.

e All Client Devices shall support OCF-Accept-Content-Format-Version Option set to "1.0.0" and
higher.

Fi e & P i i% & N 52 35 OCF-Accept-Content-Format-VersioniE IiiZ EH1.0.0°8 B 5 .

e A Client shall send a discovery request message with its Accept Option set to
"application/vnd.ocf+cbor", and its OCF-Accept-Content-Format-Version Option matching its
highest supported version.

EPHENAE—TNRINERER, HIESRINEE N application/vnd.ocf+cbor", H
OCF-Accept-Content-Format-Versioni; I & & SZ 35 HOAR S,

e A Server shall respond to a Client's discovery request that is higher than its OCF-Content-
Format-Version by responding with its Content-Format Option set to "application/vnd.ocf+cbor",
and OCF-Content-Format-Version matching its highest supported version. The response
representation shall be encoded with the OCF-Content-Format-Version matching the Server's
highest supported version.

S RN BITEERNBERIEIE B 9 application/vnd” L 5 F EOCF-Content-
Format-Versionf)E FPimn & IIERK . UKL HE &S ZIFRA M ocf - content - format - version,, Nd
R RMIZ(ER S RS2 ZFN RS RAMEILE FIOCF-Content-Format-Versioni# 174513 .

e A Server may support previous Content-Formats and OCF-Content-Format-Versions to support
backward compatibility with previous versions.

AR 55237 A X #5 ARTRI A B A& L F1OCF-Content-Format-Versions3 X 15 5 B MR A B E A
.,

e For a Server that supports multiple OCF-Content-Format-Version Options, the Server should
attempt to respond with an OCF-Content-Format-Version that matches the OCF-Accept-
Content-Format-Version of the request.

I F X5 2 PMOCF-Content-Format-Versioni &I IR S 22, RSB BN IZEIRERSERHN
OCF-Accept- Content-Format-Version[LECAJOCF-Content-Format-Versioni# 4T IRz ,



To maintain compatibility between Devices implemented to different versions of this document, Devices
should follow the policy as described in Figure 15.

AT RENERAIRE ZENFRSY, RENZEREE1SPHERIIRE,

The OCF Clients in Figure 15 support sending Content-Format Option set to "application/vnd.ocf+cbor",
Accept Option set to "application/vnd.ocf+cbor", OCF-Content-Format- Version Option set to "1.0.0", and
OCF-Accept-Content-Format-Version Option set to "1.0.0" (representing OCF 1.0 and later Clients). The
OCF Servers in Figure 15 support sending Content- Format Option set to "application/vnd.ocf+cbor" and
OCF-Content-Format-Version Option set t0"1.0.0"(representing OCF 1.0 and later Servers).
E15FOCFE Fin X Fi N B8 Tk IR & 79 “application/vnd.ocf+cbor”, ##Z2IAINIZE N
"application/vnd.ocf+cbor", OCF-Content-Format- Versioni&Iii% & #"1.0.0",
OCF-Accept-Content-Format-VersioniE % & 51.0.0” (RROCF 1.0RUNGEHNEFH) ., E15FR8
OCF RS 232 HPBE N BH& IR INIR & N "application/vnd.ocf+cbor" LA &2 OCF-Content-Format-Version
Optioni®E}"1.0.0" (R/ROCF 1.05AEAIARSSES)

QOCF Cland with nevwer
OCF -Conent-Format-Version OCF Server
(supports =1.000" for compatibility ) {only supporns =1.000%)

IO-GF Server behavior }

GET /oéciret with Accospts®application/wnd oclechor and OCF-Acoapt-Content-Formal-Versions"T 5.2 -

< loicirps responad with Content-Formats “apphcationwd ocfscbor™ and OCF-Content-Fommal-\emsaons™ 1 0.0

Figure 15 - Content-Format Policy for backward compatible OCF Clients negotiating lower OCF
Content-Format-Version
El15-5 % B OCFEFimihEAIContent-Format $KH&{fXTFOCF Content-Format-Version

12.2.7 CRUDN to CoAP response codes CRUDN ¥{CoAPIuL4z55

The mapping of CRUDN operations response codes to CoAP response codes are identical to the
response codes defined in IETF RFC 7252.
CRUDN#ZENG R A3 EICoAPIMA U ABRIBREY S IETF RFC 72520 & X A9 N (RS HE(E]

12.2.8 CoAP block transfer CoAPIR{E %)

Basic CoAP messages work well for the small payloads typical of light-weight, constrained loT devices.
However scenarios can be envisioned in which an application needs to transfer large payloads.
EARCoAPHEEATHENRZE | ZMRIoTIRFNNEFREM, B2, AINRBNARFFEEZREKX
NBEMEHETNIT=R,



CoAP block-wise transfer as defined in IETF RFC 7959 shall be used by all Servers which generate a
content payload that would exceed the size of a CoAP datagram as the result of handling any defined
CRUDN operation.

IETF RFC 79591 {E A E X FICoAPIR{EH, HFTARRSS 2L ARSI F BT MR R EE XY
CRUDNIZERICOAPEIEIRAIA /N,

Similarly, CoAP block-wise transfer as defined in IETF RFC 7959 shall be supported by all Clients.The
use of block-wise transfer is applied to both the reception of payloads as well as transmission of payloads
that would exceed the size of a CoAP datagram.

KWith, PIBEEFInENIZZIFIETF RFC 79594 F X HICoAPIR{E S, REMANERER TERHEN
B, thiEA T8I CoAPEIEIRA/NB M EEE .

All blocks that are sent using this mechanism for a single instance of a transfer shall all have the same
reliability setting (i.e. all confirmable or all non-confirmable).

EREANH N B MERLHRIENAERN ZEEEENAEMIRE (BIATAE FIRIERELERE A AT SSIE
E,\]) o

A Client may support both the block1 (as descriptive) and block2 (as control) options as describedby IETF
RFC 7959. A Server may support both the block1 (as control) and block2 (as descriptive)options as
described by IETF RFC 7959.

EFiRA] ASHFIETF RFC 7959Ff#iARIblock1 ({EJ#iAERY) Flblock2 (fENIZHIRY) £IN, ARSSER
FIAXHFIETF RFC 7959Ff#tiRAblock1 (fE93%H) block2 (fEJo¥EARME) £,

12.2.9 Generic requirements for COAP multicast CoAP Z B —HAZE R

A Client may use CoAP multicast to retrieve a target Resource with a fixed local path from multiple other
Devices. This clause provides generic requirements for this mechanism.

EPImr] MERCoAPZ M ST EMIRENRAFEE AR ZABEREIR. AETRME T LALHIN—RK
K,

e Devices shall join the All OCF Nodes multicast groups (as defined in [IANA IPv6
MulticastAddress Space Registry]) with scopes 2, 3, and 5 (i.e., ff02::158, ff03::158 and ff05::158)
and shall listen on the port 5683. For compliance to IETF RFC 7252 a Device may additionally
join the All CoAP Nodes multicast groups.

RERNINFFBEOCFT mABEENXTE ([JANA IPveZ Bt == B EK]) SEE2,3F5(80, |,
ff02::158, ff03::158#0ff05::158), FHUEITIHI5683, J T HAIETF RFC 7252, —MEHAIABIH
DIAFfE CoAPT M Z 1A,

e Clients intending to discover Resources shall join the multicast groups as defined in the first
bullet.

FTERMERNE IR IIAS— T IERFSHEXNZEA.



Clients shall send multicast requests to the All OCF Nodes multicast group address with scope2
(Mff02::158M) at port "5683". The requested URI shall be the fixed local path of the
targetResource optionally followed by query parameters. For compliance to IETF RFC 7252 a
Clientmay additionally send to the All CoAP Nodes multicast groups.

EF iRz 5683 in AMSEE N2 (Mff02::158M) HIATHEOCFT ARSI & IXBHEIE KR, 1ERMN
URINZZBRERNEIE AR (FIik) , BEIREWSE. I TRHEIETF RFC 7252092K,
B ik ] A AT CoAPT R RIZEZ A,

To discover Devices on a low-rate wireless personal area network (LR-WPAN) [see IETF RFC
7346], Clients should send additional discovery requests (GET request) to the AHOCF Nodes
multicast group address with REALM_LOCAL scope 3 ("ff03::158") at port "5683".The set of
replying Devices then can be used to distinguish if the Device is SITE_LOCAL orREALM_LOCAL
to the Client discovering the Devices. Such request shall use the IPv6 hop limitwith a value of
255. If the Client sends discovery requests to AH OCF Nodes, then forcompliance to IETF RFC
7252 a Client may additionally send to the AH CoAP Nodes multicastgroups with the same
REALM_LOCAL scope with the IPv6 hop limit value of 255.

ARIUERET L T AXEME (LR-WPAN) LRYIgE (S RIETF RFC 7346) , &P imhiZ7tin
15683 [@* A REALM_LOCAL scope 3 (“ff03::158”) BYAH OCF s B & thiit & iXxEMIMNG & TN
BER (GETIEK) . AlE, FAIMMERANEFREERXDIZIREN TFRINREFNEFE
SITE_LOCALIZZREALM_LOCAL,, X#FHERIGEME2550IPVEER R IR E . 2REFFimmAH
OCFTAmARZERIIER, AN TEMIETF RFC 7252, EFURAIINESMEAH CoAPY R Z1&4A
RIZREALM_LOCALER B EAIPVEBkFR{E255.

Clients should send discovery requests (GET request) to the AH OCF Nodes multicast
groupaddress with SITE_LOCAL scope 5 ("ff05::158") at port "5683". Such request shall use the
IPv6hop limit with a value of 255. If the Client sends discovery requests to AH OCF Nodes, then
forcompliance to IETF RFC 7252 a Client may additionally send to the AH CoAP Nodes
multicastgroups with the same SITE_LOCAL scope with the IPv6 hop limit value of 255.
BEPIRRAGAINIER (GETER) KRixEliRO75683"H). SITE_LOCAL scope 5 (“ff05::158”)
AIAH OCF i s Bl IXAFRNIERIGERE25509IPVER BRF ., MR EFimEAH OCFTi &
RFERINER, BBARTEMIETF RFC 7252, EFimA] AERSMNIAH CoAPT Rk XA B8R
SITE_LOCAL{ERENZHEA, IPVERkIR{EN255,

The multicast request shall be permitted by matching the request to an ACE which
permitsunauthenticated access to the target Resource as described in ISO/IEC 30118-2:2018.
ZEBERNE RFN BARSREITRE SO IIETRBIAIACELES, Z1ISO/IEC 30118-2:20 08FfT
Handling of multicast requests shall be as described in clause 8 of IETF RFC 7252 and clause4.1
in IETF RFC 6690.

ZIEKRAVGIENAZBRIETF RFC 72525885 MIETF RFC 66905841 5% MM E#H1T .

Devices which receive the request shall respond, subject to query parameter processingspecific
to the requested Resource.

EWGERIVIRE MBS E THIERB RNESHIEHAITINA



12.3 Mapping of CRUDN to CoAP serialization over TCP EFTCPAICRUDNZ!
CoAP 5t KRR 5¢

12.3.1 Overview ZZik

In environments where TCP is already available, COAP can take advantage of it to provide reliability.Also
in some environments UDP traffic is blocked, so deployments may use TCP. For example,consider a
cloud application acting as a Client and the Server is located at the user’s home. A Server which already
support CoAP as a messaging protocol could easily support CoAP serialization over TCP rather than
utilizing another messaging protocol. A Device implementing CoAP Serialization over TCP shall conform
to IETF RFC 8323.

FETCPELZFIARIMETF, CoAPRIUFAEF R AIEM., METE—LEIMERUDPEEHKIEE, FLEE
FIRE(ERTCP, i, ZR— 1 REEFIRNENARER, RBB|UTHAPRP. ELXIFCoAPIERER
RBININAIARS 2E AT AR S S B II TCP3 5 CoAPR A, MAZEFERAEMESEEMNIN, BITCPE
HCoAPFFIMLAIIRENFSIETF RFC 8323,

12.3.2 URIs URIs

When UDP is blocked, Clients are dependent on pre-configured details of the Device to determine if the
Device supports CoAP serialization over TCP. When UDP is not-blocked, a Device which supports CoAP
serialization over TCP shall populate the "eps" Parameter in the "/oic/res" response,as defined in 10.2,
with the URI scheme(s) as defined in clause 8.1 or 8.2 of IETF RFC 8323. For The "coaps+tcp" URI
scheme, as defined in clause 8.2 of IETF RFC 8323, IETF RFC 7301 shall be used. In addition, the URIs
used for CoAP serialization over TCP shall conform to 12.2.2 by substituting the scheme names with the
scheme names defined in clauses 8.1 and 8.2 ofIETF RFCrespectively.

HUDP#PEZER, FFimkEiT il ERIREE T RAEIRE S ST RETCP#HITCoAPFFIMt., =
UDPS B #IEZER, — 5B TCP#1TCoAPRIMLANIRE M IZ(EMIETF RFC 8323/98.18(8.25 5+
EXHIURIERIEFE10.2707E X #9“/oic/res" N A “‘eps" 241, IETF RFC 8323/58.2ETIHIETF RFC
73019 7E X Ay “coaps+tcp”URITT RALZAR(EM . tE5h, FAFTCP_ECOAPRIIMLMIUNRGE 1222875, A
IETF RFCE8. 1718 2K FE XN ARBHRBEALESR,

12.3.3 CoAP method with request and response #H 8 i5 RN AICoAP S %

The CoAP methods used for CoAP serialization over TCP shall conform to 12.2.3.
FIFTCP_LCoAPFFILHICOAPHEN FE12.2.3,

12.3.4 Content-Format negotiation Content-Formati#}i¥

The Content Format negotiation used for CoAP serialization over TCP shall conform to 12.2.4.

FFTCP_LECOAPRIILHIASTIBER MU N TFE12.2.45E 77,



12.3.5 OCF-Content-Format-Version information OCF-Content-Format-Version{g &

The OCF Content Format Version information used for CoAP serialization over TCP shall conform to
12.2.5.
FFTCP_ECOAPRFIHIOCFABSIERAEENTFE12.2.58T,

12.3.6 Content-Format policy Content-Format E{#{

The Content Format policy used for CoAP serialization over TCP shall conform to 12.2.6.
FFTCP_ECoAPFIIHIABBABERNTE12.2.68T,

12.3.7 CRUDN to CoAP response codes MCRUDNZICoAPI {53

The CRUDN to CoAP response codes for CoAP serialization over TCP shall conform to 12.2.7.
FIFTCP_ECoAPRFI{LHICRUDNEICOAPNIN BN AFE12.2.7E Y7,

12.3.8 CoAP block transfer CoAPIR{E )

The CoAP block transfer for CoAP serialization over TCP shall conform to clause 6 of IETF RFC 8323.
FTF1ETCP L i#1TCoAPFFILAICOAPIRIEHIN 754 IETF RFC 8323/)5E6%,

12.3.9 Keep alive (connection health) {RiF4EH (EIZEE)

The Device that initiated the CoAP over TCP connection shall send a Ping message as described in
clause 5.4 in IETF RFC 8323. The Device to which the connection was made may send a Ping Message.
The recipient of any Ping message shall send a Pong message as described in clause5.4 in IETF RFC
8323.

SNIETF RFC 83239 1)585.45% FFfiR, BT TCPER AR CoAPRIREIFRIZ—HKPIngiHRE ., EZFIMIR
BAIRERRIZEPINgIH S . EAPIng/H 28RS R IRERIETF RFC 8323/ #5655 4 X AIHLE R iX—5PongiH

IGN o

Both sides of an established CoAP over TCP connection may send subsequent Ping (and corresponding
Pong) messages.
BT TCPEZE I M CoAPRIM R Pl A& X /5 42RIPIng (14BN AIPong) THR.

12.4 Payload Encoding in CBOR CBORFHIE M Hi 4Rt

OCF implementations shall perform the conversion to CBOR from JSON defined schemas and toJSON
from CBOR in accordance with IETF RFC 7049 clause 4 unless otherwise specified in thisclause.
FRAEIETF RFC 704954 E B HAME, OCFAISEIMAIIZARRIZFFINITMISONTE X AVE T FEHRE
CBORFIMCBORZEIJSONRYELIE, .



Properties defined as a JSON integer shall be encoded in CBOR as an integer (CBOR major types0 and
1). Properties defined as a JSON number shall be encoded as an integer, single- or double-precision
floating point (CBOR major type 7, sub-types 26 and 27); the choice is implementationdependent.
Half-precision floating point (CBOR major 7, sub-type 25) shall not be used. Integernumbers shall be
within the closed interval [-2A53, 2A53]. Properties defined as a JSON numbershould be encoded as
integers whenever possible; if this is not possible Properties defined as aJSON number should use
single-precision if the loss of precision does not affect the quality ofservice, otherwise the Property shall
use double-precision.
TE X HISONEE A E M ECBORPRIINEL (CBOREERRIOM1) . FENXNISONKFHE MR
AL, BEEYINEEFRE (CBOREERR7, FHA26f127) ; EEREEUATIN., FEETZRE
(CBOR major 7, sub-type 25) EE(ER., BEHNUEHFRXEA[-2A53, 2A53], EXIJSONKFHEM
[ RETEEGRAS N BEE MR XZ A B, BBATEXNISONKFHEB N ZERBIEE (MRBERET
TIMRSFRE) , SNBEMERZERIEE.

On receipt of a CBOR payload, an implementation shall be able to interpret CBOR integer valuesin any
position. If a Property defined as a JSON integer is received encoded other than as aninteger, the
implementation may reject this encoding using a final response as appropriate for theunderlying transport
(e.g. 4.00 for CoAP) and thus optimise for the integer case. If a Property isdefined as a JSON number an
implementation shall accept integers, single- and double-precisionfloating point.

R INEICBORBE M Hfa T, SN AR ERICBOREBEE., MR —TE X HIJSONBHNEMY
WRID I, MAERHBBEANEEY, BLXMAEREREEREZRNREZIMAREBEXMRE ()
90, CoAPHJ4.00) , MMMHRBERIIER. MRBMUE X NISONKF, NSCIMAEZEI. RREFR
AN E IR EL

13 Security &2

The details for handling security and privacy are specified in ISO/IEC 30118-2:2018.
AL 2 FFRFARVATIEISO/IEC 30118-2:20 08 HIEHM15AA .



Annex A (normative)Resource Type definitions
B FA(REAEF %)
FIREEEN

A.1 List of Resource Type definitions FiREERFE X FIR

All the clauses in Annex A describe the Resource Types with a RESTful API definition language. The
Resource Type definitions presented in Annex A are formatted for readability, and so may appear to have
extra line breaks. Table A.1 contains the list of defined Core Common Resources in this document.
MIRARBIFTAE ETEEARESTUl APIE ESHATHRER, MRAPRENZREILE XIS EN
TETENE, FLrIEes HIEIMIRITR . RAAFIE T ARXHFE XA H TR,

Table A.1 - Alphabetized list of Core Resources
KA1 - IZFBIRF AL O EIRTIR

Friendly Name (informative) Resource Type (rt) Clause

ZicaAM (FHiE) BHREE (rt) 21
Atomic Measurement "oic.wk.atomicmeasurement” A.2
[FFNE
Collections&E& "oic.wk.col" A3
Device 1&& "oic.wk.d" A4
Discoverable Resource "oic.wk.res" A7
ARIER
Introspection B8 "oic.wk.introspection" A5
Platform & "oic.wk.p" A.6

A.2 Atomic Measurement links list representation [RFllZ#RER T

A.2.1 Introduction 3|5

The oic.if.baseline OCF Interface exposes a representation of the links and the CommonProperties of the
Atomic Measurement Resource.

oic.if.baseline OCF OB FHZNR AT REFNEFFEHNAREME,

A.2.2 Example URI URIR{§l

/AtomicMeasurementResURI



A.2.3 Resource type HiE3EE

The Resource Type is defined as: "oic.wk.atomicmeasurement”.
BRAERIE NS "oic.wk.atomicmeasurement”,,

A.2.4 OpenAPI 2.0 definition OpenAPI 2.07E X

"swagger": "2.0",
"info": {
"title": "Atomic Measurement links list representation",

"version": "2019-03-04",

"license": {
"name": "OCF Data Model License",
"url": "https://openconnectivityfoundation.github.io/core/LICENSE.md",
"x-copyright": "Copyright 2018-2019 Open Connectivity Foundation, Inc. All rights
reserved."
by
"termsOfService": "https://openconnectivityfoundation.github.io/core/DISCLAIMER.md"
by
"schemes": ["http"],
"consumes": ["application/json"],
"produces": ["application/json"],
"paths": {
"/AtomicMeasurementResURI?if=oic.if.11":
{ "get": {
"description”: "The oic.if.1l1l OCF Interface exposes a representation
of the Links",
"parameters": [
{
"Sref": "#/parameters/interface-all"
}
1,
"responses": {
"200": {
"description": "",
"x-example": [{
"href": "/temperature",
"rt": ["oic.r.temperature"],
"if": ["oic.if.s",
"oic.if.baseline"]
I
{
"href": "/bodylocation",
"rt": ["oic.r.body.location.temperature"],
"if": ["oic.if.s", "oic.if.baseline"]
by
{
"href": "/timestamp",

"rt": ["oic.r.time.stamp"],



"if": ["oic.if.s", "oic.if.baseline"]
Py
"schema": {

"Sref": "#/definitions/links"
}
}
}
}
b
"/AtomicMeasurementResURI?if=oic.if.b":
{ "get": {
"description": "The oic.if.b OCF Interface returns data items

retrieved from Resources pointed to by the Links.\n",

"parameters": [
{
"Sref": "#/parameters/interface-all"
}
1,
"responses": {
"200M": {

"description": "Normal response, no errors, all

Properties are returned correctly\n",

"x-example": [{
"href": "/temperature",
"rep": {
"temperature": 38,
"units": "C",
"range": [25, 45]
}
s
{
"href": "/bodylocation",
"rep": {
"bloc": "ear"
}
b
{
"href": "/timestamp",
"rep": {

"timestamp": "2007-04-05T14:30+09:00"

1
"schema": {

"Sref": "#/definitions/batch-retrieve"

}7

"/AtomicMeasurementResURI?if=oic.if.baseline": {

"get": {



"description": "The oic.if.baseline OCF Interface exposes a

representation of the links and\nthe Common Properties of the Atomic Measurement Resource.\n",

"parameters": [
{
"Sref": "#/parameters/interface-all"
}
1,
"responses": {
"200M": {
"description": "",
"x-example": {
"rt": ["oic.wk.atomicmeasurement"],
"if": ["oic.if.b", "oic.if.1l1l",
"oic.if.baseline"],
"rts": ["oic.r.temperature",

"oic.r.body.location.temperature", "oic.r.time.stamp"],
"rts-m": ["oic.r.temperature",
"oic.r.body.location.temperature", "oic.r.time.stamp"],
"links": [{
"href": "/temperature", "rt":

["oic.r.temperature"],

"if": ["oic.if.s", "oic.if.baseline"]
by
{
"href": "/bodylocation", "rt":
["oic.r.body.location.temperature"],
"if": ["oic.if.s", "oic.if.baseline"]
by
{
"href": "/timestamp",
"rt": ["oic.r.time.stamp"],
"if": ["oic.if.s", "oic.if.baseline"]
}]
by
"schema": {
"Sref": "#/definitions/baseline"
}
}
}
}
}
b
"parameters": {
"interface-all": {
"in": "query",
"name": "if",
"type": "string",

"enum": ["oic.if.b", "oic.if.1l1l", "oic.if.baseline"]



"definitions": {

"links": {
"type": "array",
"items": {
"Sref": "#/definitions/oic.oic-1link"
}
I
"batch-retrieve": ({
"title": "Collection Batch Retrieve Format
"minItems": 1,
"items": {
"additionalProperties": true,
"properties": {
"href": {
"Sref":

"https://openconnectivityfoundation.github.io/core/schemas/oic
schema.json#/definitions/href"

}I

(auto merged)",

.links.properties.core-

rep": {
"oneOf": [{
"description": "The response payload
from a single Resource",
"type": "object"
s
{
"description": " The response payload
from a Collection (batch) Resource",
"items": {
"properties": {

"Sref":

"https://openconnectivityfoundation.github.io/core/schemas/oic
schema.json#/definitions/anchor"

by

"dit: |

"Sref":

"https://openconnectivityfoundation.github.io/core/schemas/oic
schema.json#/definitions/di"

¥

eps": |
"Sref":
"https://openconnectivityfoundation.github.io/core/schemas/oic
schema.json#/definitions/eps"
by
"href": {

"Sref":
"https://openconnectivityfoundation.github.io/core/schemas/oic
schema.json#/definitions/href"

I
MLEM:

"description":

"anchor": {

.links.properties.core-

.links.properties.core-

.links.properties.core-

.links.properties.core-

"The OCF



Interface set supported by this Resource",
"items": {
"enum": [
"oic.if.baseline",
"oic.if.11",
"oic.if.b",

"oic.if.rw",

"oic.if.r",

"oic.if.a",
"oic.if.s"],
"type":
"string"

by

"minItems": 1,

"uniqueltems": true,

"type": "array"

"$ref":
"https://openconnectivityfoundation.github.io/core/schemas/oic.links.properties.core-
schema.json#/definitions/ins"

} , "p" .

"Sref":
"https://openconnectivityfoundation.github.io/core/schemas/oic.links.properties.core-
schema.json#/definitions/p"

I
"rel": {
"description": "The relation of the target URI referenced by
the Link to the context URI",
"oneOf": [
{

"Sref":
"https://openconnectivityfoundation.github.io/core/schemas/oic.links.properties.core-
schema.json#/definitions/rel array"

}y

{

"Sref":
"https://openconnectivityfoundation.github.io/core/schemas/oic.links.properties.core-
schema.json#/definitions/rel string"

}

"rt" H {
"description":
"Resource Type of the Resource",
"items": {
"maxLength":

64,
"type":



"string"”
by
"minItems": 1,
"uniqueItems": true,
"type": "array"
s
"title": {

"Sref":
"https://openconnectivityfoundation.github.io/core/schemas/oic.links.properties.core-
schema.json#/definitions/title"

by
"type": {

"Sref":

"https://openconnectivityfoundation.github.io/core/schemas/oic.links.properties.core-

schema.json#/definitions/type"

}I

"required": [
"href",
"rt",
nifn
1,
"type": "object"
b
"type": "array"
}]
}
by
"required": [
"href",
"rep”
1,
"type": "object"
o
"type": "array"
b
"baseline": {
"properties": {
"links": {
"description": "A set of simple or individual Links.",
"items": {
"Sref": "#/definitions/oic.oic-1link"
by
"type": "array"

}!
llnll: { "$Ief"
"https://openconnectivityfoundation.github.io/core/schemas/oic.common.properties.core-

schema.json#/definitions/n"},



migr. { "Sref"

"https://openconnectivityfoundation.github.io/core/schemas/oic.common.properties.core-

schema.json#/definitions/id"},
"re": |
"description":
"enum" :
"type": "string",
"maxLength": 64
by
"minItems": 1,
"readOnly": true,
"uniqueltems": true,
"type": "array"

}7

supported within an array of Links

"Resource Type of this Resource",

["oic.wk.atomicmeasurement"],

"rts": {
"description":
exposed by the Resource",

"items": {

"maxLength":

"type":
by
"minItems": 1,
"readOnly": true,
"uniqueItems":

"type": "array"

}I

mandatory to be

}7

"i
this Resource",
"oic.if.baseline"],
"readOnly": true,
"uniqueltems": true,
"type": "array"

rts-m": {

"description":

"items": {
"maxLength":
"type":
by
"minItems": 1,
"readOnly": true,
"uniqueltems": true,
"type": "array"
e |

"description":

"items": {

"enum" :

"type":
}I

"minItems": 3,

"items": {

"An array of Resource Types that are

64,

"string"

true,

"An array of Resource Types that are

exposed within an array of Links exposed by the Resource",

64,

"string"

"The OCF Interface set supported by

["oic.if.b", "oic.if.1ll",

"string"



}I

"type": "object",
"required": [
"ren,
nifn,
"links"
]
b
"oic.oic-1link": {
"properties": {
"anchor": {

"Sref":
"https://openconnectivityfoundation.github.io/core/schemas/oic.links.properties.core-
schema.json#/definitions/anchor"

b
"di": |
"Sref":
"https://openconnectivityfoundation.github.io/core/schemas/oic.links.properties.core-
schema.json#/definitions/di"
by
"eps": |
"Sref":
"https://openconnectivityfoundation.github.io/core/schemas/oic.links.properties.core-
schema.json#/definitions/eps"
I
"href": {

"Sref":
"https://openconnectivityfoundation.github.io/core/schemas/oic.links.properties.core-
schema.json#/definitions/href"

I
mifT:
"description": "The OCF Interface set supported by this Resource
"items": {
"enum" :
[ "oic.if.baseline",
"oic.if.11",
"oic.if.b",
"oic.if.rw",
"oic.if.r",
"oic.if.a"
"oic.if.s"],
"type": "string"
I
"minItems": 1,
"uniquelItems": true,
"type": "array"

}I
ins": {

"Sref":



"https://openconnectivityfoundation.github.io/core/schemas/oic.links.properties.core-
schema.json#/definitions/ins"

b et

{

"Sref":
"https://openconnectivityfoundation.github.io/core/schemas/oic.links.properties.core-
schema.json#/definitions/p"

I
"rel": {
"description": "The relation of the target URI referenced by the Link to the context
URI",
"oneOf": [
{

"Sref":
"https://openconnectivityfoundation.github.io/core/schemas/oic.links.properties.core-
schema.json#/definitions/rel array"

b
{
"Sref":
"https://openconnectivityfoundation.github.io/core/schemas/oic.links.properties.core-
schema.json#/definitions/rel string"

}

}l

"rt": |
"description": "Resource Type of the Resource",
"items": {
"maxLength": 64,
"type": "string"
s
"minTtems": 1,
"uniqueltems": true,
"type": "array"
}y
"title": {

"Sref":
"https://openconnectivityfoundation.github.io/core/schemas/oic.links.properties.core-
schema.json#/definitions/title"

I
"type": {

"Sref":
"https://openconnectivityfoundation.github.io/core/schemas/oic.links.properties.core-
schema.json#/definitions/type"

}
I
"required": [
"href",
"ren,
nign

] ’



"type":

"object"

A.2.5 Property definition BTE X

Table A.2 defines the Properties that are part of the "oic.wk.atomicmeasurement" Resource Type.

FA2FE X T “oic.wk atomicmeasurementFEEE—E OB .

Table A.2 - The Property definitions of the Resource with type "rt"="oic.wk.atomicmeasurement".
&RA.2 - EF"rt"="oic.wk.atomicmeasurement" FREHBHE X.

Property Name Value Type Mandatory Access mode Description
BRI HEXE s&hl ThiEltgE, R
href multiple types: see Yes = Read Write
schema AEE
SRS RN
rep multiple types: see Yes & Read Write
schema iEE
SRS NESR
links arrays: see schema Yes & Read Write A set of simple or individual Links.
A2 &K g5 — A B RSN T HIBER
n multiple types: see No & Read Write
schema g5
SRS IER
id multiple types: see No & Read Write
schema iEs
LR S RN
rt arrays: see schema Yes 2 Read Only Resource Type of this Resource
RS NER X AT HEERR BRI
rts arrays: see schema No & Read Only An array of Resource Types that are
BASNEX {NAIE supported within an array of Links
exposed by the Resource
ERATRBEERA P ISR AL R
¥
rts-m arrays: see schema No & Read Only An array of Resource Types that are
A IER (NEIREY mandatory to be exposed within an
array of Links exposed by the
Resource
ERRAT OSSR AT IR AT
FIREEIEA
if arrays: see schema Yes & Read Only The OCF Interface set supported by
A IER (NEIREY this Resource
ZEHRZFFOCF #O%
anchor multiple types: see No & Read Write
schema AEE




ZHPERLS RN
di multiple types: see No & Read Write
schema g5
ZHER S L
eps multiple types: see No & Read Write
schema iEs
SRS RN
href multiple types: see Yes & Read Write
schema g5
SRS IER
if arrays: see schema Yes 2 Read Write The OCF Interface set supported by
A2 IER AlEE this Resource
ZEHRZFFOCF #O%
ins multiple types: see No & Read Write
schema g5
ZHER S L
p multiple types: see No & Read Write
schema iEs
SRS RN
rel multiple types: see No & Read Write The relation of the target URI
schema AEs referenced by theLink to the context
SRS IER URI
HEES | AR BHRURI 5 L TXURIRSX
rt arrays: see schema Yes & Read Write Resource Type of the Resource
HAS &K g5 BHRRVETREE
title multiple types: see No & Read Write
schema iEE
SRS NESR
type multiple types: see No & Read Write
schema g5
SRS RN

A.2.6 CRUDN behavior CRUDN{T %

Table A.3 defines the CRUDN operations that are supported on the "oic.wk.atomicmeasurement"

Resource Type.
ZA.3TE X T "oic.wk.atomicmeasurement"# R 2 B 7 I FAICRUDNIR(E

Table A.3 - The CRUDN operations of the Resource with type "rt"="oic.wk.atomicmeasurement".
RA.3 - CRUDNIZ{EFR AL Jg“rt”="0ic.wk.atomicmeasurement"f1 % ,

Create £li#

Read AJiE

Update E§f

Delete flff

NotifyiE40




get 133! observe Y2

A.3 Collection £8§

A.3.1 Introduction 5|

Collection Resource Type contains Properties and Links.The oic.if.baseline OCF Interface exposes a
representation of the Links and the Properties of the Collection Resource itself
SERRABOZBEMNBEE, oic.if.baseline OCF #OAHRBENERIERANESZREASNEM

A.3.2 Example URI URIR{§l
/CollectionResURI
A.3.3 Resource type &R&HE

The Resource Type is defined as: "oic.wk.col".
FTIRELBIENX R "oic.wk.col",

A.3.4 OpenAPI 2.0 definition OpenAPI 2.07E X

"swagger": "2.0",
"info": {
"title": "Collection",
"version": "2019-03-04",
"license": {
"name": "OCF Data Model License",
"url": "https://openconnectivityfoundation.github.io/core/LICENSE.md",
"x-copyright": "Copyright 2016-2019 Open Connectivity Foundation, Inc. All rights
reserved."
}y
"termsOfService": "https://openconnectivityfoundation.github.io/core/DISCLAIMER.md"
by
"schemes":
[ "http"
1,
"consumes":

[ "application/json"
1,
"produces":
[ "application/json"
1,
"paths":
{ "/CollectionResURI?if=oic.if.11"
{



"get": {
"description™: "Collection Resource Type contains Properties and Links.\nThe

oic.if.11 OCF Interface exposes a representation of the Links\n",

"parameters": [
{
"Sref": "#/parameters/interface-all"
}
I
"responses": {
"200": {
"description" "
"x-example": [
{
"href": "/switch",
"rt": ["oic.r.switch.binary"],
"if": ["oic.if.a", "oic.if.baseline"],
"eps": [

{"ep": "coap://[fe80::b1d6]:1111", "pri": 2},
{"ep": "coaps://[fe80::bld6]:1122"},
{"ep": "coap+tcp://[2001:db8:a::123]:2222", "pri": 3}

"href": "/airFlow",

"rt": ["oic.r.airflow"],

"if": ["oic.if.a", "oic.if.baseline"],
"eps": [

{"ep": "coap://[fe80::bld6]:1111", "pri": 2},
{"ep": "coaps://[fe80::bld6]:1122"},
{"ep": "coap+tcp://[2001:db8:a::123]:2222", "pri": 3}

]l
"schema": {

"Sref": "#/definitions/slinks"

bo
"/CollectionResURI?if=o0ic.if.baseline"
{ "get": {
"description": "Collection Resource Type contains Properties and Links.\nThe oic.if.baseline
OCF Interface exposes a representation of\nthe Links and the Properties of the Collection
Resource itself\n",
"parameters": [

{
"Sref": "#/parameters/interface-all"



"responses": {
"200": {
"description" "
"x-example": {
"rt": ["oic.wk.col"],
"if": ["oic.if.1ll1l", "oic.if.b", "oic.if.baseline"],
"rts": [ "oic.r.switch.binary", "oic.r.airflow" 1],
"rts-m": [ "oic.r.switch.binary" 1,

"links": [

{
"href": "/switch",
"rt": ["oic.r.switch.binary"],
"if": ["oic.if.a", "oic.if.baseline"],
"eps": [
{"ep": "coap://[fe80::bld6]:1111", "pri": 2},
{"ep": "coaps://[fe80::bld6]:1122"},
{"ep": "coaps+tcp://[2001:db8:a::123]:2222", "pri": 3}
]
}y
{
"href": "/airFlow",
"rt":["oic.r.airflow"],
"if":["oic.if.a", "oic.if.baseline"],
"eps": [
{"ep": "coap://[fe80::bld6]:1111", "pri": 2},
{"ep": "coaps://[fe80::bld6]:1122"},
{"ep": "coaps+tcp://[2001:db8:a::123]:2222", "pri": 3}
]
}

}l
"schema": {

"Sref": "#/definitions/sbaseline"

by
"post": {
"description": "Update on Baseline OCF Interface\n",
"parameters": [
{

"Sref": "#/parameters/interface-update"

b

"name": "bOdy" ,
"in" - llbodyll

. 4
"required": true,
"schema": {

"Sref": "#/definitions/sbaseline-update"



] ’

"responses": {

"200": |
"description" : "",
"schema": {
"Sref": "#/definitions/sbaseline"

bo
"/CollectionResURI?if=oic.if.b"
{ "get": {

"description": "Collection Resource Type contains Properties and Links.\nThe oic.if.b OCF

Interfacce exposes a composite representation of the\nResources pointed to by the Links\n",

"parameters": [
{
"Sref": "#/parameters/interface-all"
}
1,
"responses": {
"200": |
"description" : "All targets returned OK status",

"x-example": [
{
"href": "/switch",
" rep" . {

"value": true

I
{
"href": "/airFlow",
"rep": {
"direction": "floor",

"speed": 3

] 4
"schema": {

"Sref": "#/definitions/sbatch-retrieve"

Yo
"404": {

"de