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- Certification Test Requirements (CTR) document (essentially the ‘test spec’)

Certification Overview

« OCF’s Certification Work Group oversees the OCF Certification Program
« Several documents are written / maintained to support this:

- Certification Procedure Requirements (CPR) document (the ‘process’ of
certifying)

« Certification Requirements Status List (CRSL) (which tests must pass to get
certified)

+ Certification utilizes two major OCF-maintained tools*

« OCF Certification Management System (OCMS) — website submission and
tracking

« Conformance Test Tool (CTT) — performs all the identified tests in the CIR

* Access to the OCMS and CTT are restricted
to OCF Member Company representatives.
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OCEF Certification Management System (OCMS)

- The OCMS is a web-based application that is used to track Devices through the OCF
certification process

- Once certification is complete, the information in the OCMS will be used to populate the
Certified Products List on the OCF website

« Go to https://cms.openconnectivity.org

login or create an account (OCF members only)

Click “Create OCF Product”

Fill out applicable / required information

Click "Add new PICS™

Provide information about the product

Click “Create PICS"

Click “Save” to create the Platform

The CTT Configuration Files (PICS) are then listed at the top of the page
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https://cms.openconnectivity.org/
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Conformance Test Tool (CTT)

« The CTT is a Windows-based application used to validate that a Device is
conformant to the OCF Specifications

* In order to properly test a Platform, the CTT requires a configuration file
generated by the OCMS called the PICS

 Indicates what features are implemented
- Defines what role(s) the Platform is implementing

* Provides additional testing information for features that require user
interaction

» The CTT uses this information to determine which test cases apply to the
Implementation Under Test (IUT)

* For official certification, the testing must be done by an Authorized Test Lab
- The CITT is available to members for R&D and pre-certification testing

e




CIT Step 1: Select the IUT

OJocFcon 30106 T B =o X
| = — — — * Install the CTT
2 . - Select the network interface
ke ] (Options ->Network Interface)
: B - You may have to disable the
firewall because it may block some
——— ) ) o e o o NETWOTK fraffic

- Select the IUT (File -> Select IUT)

* Press Next




CIT Step 2: Select the PICS
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prm— | —— " . select the PICS that was
e S generated by the OCMS

* Press Next

e Remote Logs Display Al Log Levels [V Auto Scroling
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CITT Step 3: Select the CRSL

I T tedaces Selected IUT detals ° S ! 1
132 168.56.1 Device Kdentfier OCF Device Device Under Te e e e S I er O e
MAC ocress: 0o 0027-00.00-16 | s C I | C
Flesse select [UTs itedace to test and 1T IP:feB0 29dd 0263 64 ¥ Fad 22
appropeate CRSL for choosen device. UT post: 49186

L | (IPv4 or IPvé)

» Select the CRSL (Server,
Client, etc.)

* Press Next

— Remote Logs 1”1 Duplay Al Log Levels (¥ Auto Sookng
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CIT Step 4: Run the test cases

TestRun  Options  Help
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CT111CoAP Based Recource Discovery
CT1.12CoAP Resporna Randomization Discovery
CT1.1.3 Contert-Format Negotiation
CT1.1.4 IPv6 mubicast scopes
I CT1.1.5 Authorty of an OCF URI
F CT1.160CF Endport
| CT1.1.7CoAP over TCP: Ping and Pong
CT1,1.7_Bug_2689 CoAP over TCP: Ping and Pang
F CT1.1.8 Response To a Requast Message With a Hiher OCF-Accept Cortent Fomat
] OKC Resource Model
7| CT1.22 RETRIEVE Message based on CoAP
{5 CT12.3 Patial UPDATE Message based cn CoAP
FIfE| CT1.26 RETRIEVE Message wih cbserve indcation based on CoAP - NOTIFY
T[] CT1.27 Condtional Notfication: maxnotfyperod
F‘ CT1.28 Condtional Notfication: sinnotfypenod
{5 CT129 Condtional Notiication: thveshoid
| CT1210 Batch RETRIEVE
CT1.2.11 Batch RETRIEVE using Rescurce Type query
| CT1.2.12 Batch obeerve with query sslection
| CT1.2.13 Batch LUPDATE by hvef
Ch 214 Batch UPDATE by Property name
CT1.215 Atcmic Measurament - Batch RETRIEVE
CT1.2 16 Atcmic Measurement - Batch RETRIEVE Lsing an W query
CT12.17 Mcmc Maasuramert - Batch obesrve
CT1.2.18 Atomic Maasurement - Batch UPDATE by tvef
CT1.2.19 Atomic Maasuremert - Batch UPDATE by Propedy Name
CT1.220 Momic Measurement - CRUDN for iriked Rascurces
CT1.221 NOTIFY responsss via UDP and TCP

E
-
E CT1.222 Collections - RETRIEVE
E
H:

CT1.223 Collections - UPDATE
CT1.31 Configuration Resourcs
CT1.32:1 ktrospaction Resource
CT1.32:2 trospaction Resource complance on resource
CT1.33-1 Easy Setup Resource - Wi-R
CT1.3.3-2 Essy Setup Resource - Soft AP Avaiabity
CT1.33-3 Easy Setup Resource - Soft AP Information Blement
CT1.3.4 RD decovery and sslection
CT1.35 Rescurce publsh in RD
CT1.36 Resource update n RD

{ CT1.37 Reeource delete n RD

1 CT1.3.8 Maintenance Resourcs - Reboat
CT1.39 Mantenance Resouros - Factory Reset

4§ CT1.3.10 Mantenance Rescurcs - last eor
? CT1.311 Netwok Meritodng Resource
CT1.3.12 Alst Collection. Schema valdation and (Link List) obesrve behaviour
CT1.317 Actione on Device Reest Core Resourcs Defautts Check
CT1.4.10CF Ooud: Device Regetration, Session Extablishment and Deregistration
CT1.4 20CF Coud: Device Authertication. Invakd TLS Cenficate

2 E
g
écnnocmm Token Refrash

CT1.4.4 OCF Coud: Redwaction functionalty
CT1.450CF Coud: Last Eror Code
CT1.4 6 OCF Coud: Device Regstration in RFNOP
CT1.4.7 OCF Coud: Cloud idertity

Secutty
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Test Case:  CT1.7.4 Pyé muticast acopes

Dewice Under Test:  OCF Device

SCENARIO.

[Stap 6 Repaat steps 1through 4 with 3 scops of 5 §.8. FF05:158)
PASSED!

[FAILED
[One of asserions faded

Mowed Resks PASSED, WARNING. NA
[ Al Logs "

[GOAL.
[ This test case verfies that the IUT (Server roie) has joned the “ALL OCF Nodes™ muticast group weth scopes 2, 3 and 5 and s listening on port 5633

[tep 1. CTT sends & NON mubcast dacovery request message (2. CoAP GET)to "/aic/res™ 1o the “ALL OCF Nodes” muticast group with & scope of 2 e, FFO2.:158) on port 5683
the CTT

Remote Logs Dusplay Al Log Levels

V' Ao Scoling

08:43:33 INFO Tmestamp. 2019-02?506‘333 Toelvvuon 301%0
08:43:34 INFO CT1.1.4_Precondtion: Thia teet is appicable to Devices that support IPv6

’E@uaawm Teet case 1114
084334 INFO

=== Tost DrOCOAI® stated =eemmme

08 43:34 INFO Redacovenng IUT.

02 43:34 INFO Sending muiticast GET request: coap/ rrazmouoooowoomoooooomoomsa],mm
08:43:34 INFO Prompting Wung‘mCoAmemmqume /oc/res

08:43:34 INFO CT_Asset_elements: Device respond to /oic/res (NONGET 1D:21444)

08:43:34 INFO CT_Asset_success: 1 message(s) has code 23

08:43:34 INFO CT1.1.4_Check _1. Receved 1 respansels) for comect request

08:43.34 INFO Sending multicast GET request: coap // rrmmoommmoomoooomsux es
08:43.34 INFO Promptng anVurCcAmeuelom«ka‘GEYmﬂ ‘ac/res”

08.43:34 INFO CT_Asset_slements: Device respond to /oic/res (NONGET ID:21464)

09.43:34 INFO CT_Assart_success: 1 maseage(s) has cods 2xx

02.43.34 INFO CT7.1.4_Check _2 Recened 1 respanseis)for camect request

08:43:34 INFO Sending muticast GET requeet: coap //IFF05:0000.0000:0000:0000.0000:0000 0158} oic./res
084334 INFO Prompting "Waiting for CoAP response to mubicast GET requaat /oic/fes”

08 43:34 INFO CT_Asoart_slements: Device reapond to /cic/res (NON.GET D:21480)

08.43.24 INFO CT_Asset_succesa: 1 message(s) has code 2x

02:43:34 INFO CT1.14_Check_3 Recened 1 respanseis) for comect request

3:34 PASS Teat case resuk PASSED

3:34 INFO Execusion of test case "CT1 14" completed Tmestamp: 2019-02-25 08:4334

Select the test cases to run

Select every test case and the CTT
will only run those that apply
based on the PICS

Press the play button
- Passing TCs will have a green v/

+ Failing TCs will have ared X

« TCs not run will be grayed out

When done, press File ->
Save to save a copy of your
test results
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