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AT #BIRXAE)E, Open Connectivity Foundation (OCF) F 2020 4F 8 B#H W R E N == BBEMSE
—— OCF @A =10 (Universal Cloud Interface, UCI) , RN %% 7 HFENSZLIFAINEITE .

AERBEEANFEFRMAOCFBAZEONEAEMRE BRVEHR. KAEKR. SELIMAERE .
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ARG EM BB HUEER, ZZERCHAEBRNRABRTER. fl, WRAFLBAEREMNRR LT
AHREN=IF RITUBIAEFEFMREFIEFTNZZEHKRIIN. SHMKATRAL, 5K
ABENUFREHTEN, BABERIRAHNZFAIMK. [ By R0 EERMMNNEE &
EWMLEHIET NS EHEIHRE, METREHE.

BEE OCF BAZENNEAT, Z2ERKREEMEE, £H OCF BRZEONZIMNERBE, HEEM
WEHER, HHAEFFRAMA.

OCF UCli
Client-side Device-side
Cloud G Cloud


https://www.idc.com/getdoc.jsp?containerId=US46020420
https://www.idc.com/getdoc.jsp?containerId=prUS45213219#:~:text=A%20new%20forecast%20from%20International,these%20devices%20will%20also%20grow.
https://www.gartner.com/imagesrv/books/iot/iotEbook_digital.pdf
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OCF BEAZEONERABETERMmAESE: B E (Client-side Cloud) F1i%& = (Device-side Cloud) .
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EOCF#eH, BERHzUMRRIEZ, ERARMAAE R (I, SRFINMNEESTH) W=, BE OCF

BRAZED, BEPGHTMUESBFREEREZ LOREFERCRETINNEN. FRAEPHZNEE R
YIBX M ARRTT RIS R

BE=R
7 OCF #sEH, B&ZOHRENE, TEAEAMRE (I, SEFBMEHR) HZ. B OCFBAZ

BO, RETMUEFPims ENFPRTREZE (0, X)) NEHR, FERSSEL. FRRER
AYIB Rk i & S .

FARER

WA

OCFBRZ=ENR—ANBRERFED (Application Programming Interface, APl) , F3T#5BI4EE ™ 17l 8¢
FRRUAMAPREN. BNETH. TEHIBEXNREEA. OCF BAZEAHZENERFETLRAE
EMEAMETA, B OAuth2.0 IRINEMNSMIIE, H HTTPS Rt eEi. XHAT X EMH AP
LM T REGCENFKBRMEF, RREEHNITHE. APl BERIRT THIEER, FILFrE OCF E X H
BRANFIBETER T AT IXE APl, FIEEEZ XY RESTul SHFM AR M MNER, OCFBAZENER
FIRER, AWHME TSR (I, EFRBEEEEN) . BROEREANEAERER @D HTTP #1516
Accept RN HE. E /> ISON F CBOR 2| X #F,

Client Client-side Device-side Device
(OCF Client) Cloud Cloud (OCF Server)

Cloud URI is known out of band
Secure Connection Setup (TLS)
Onboarding Device to Cloud
1. Initial Association (OAuth)
2. Device and Resource Discovery In-scope-of OCF D2C

Resource Control ‘ In-scope-of OCF UCI

3. Resource Control (Retrieve and Update)
I

Resource Control
Cbserve ‘
4. Event (Subscription and Nofification)
I

Event Generation

Notification ‘
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METAAR, OCF@AZ=EOE—HAET HTTPS f9 RESTful KAREY APl, Fk{1F OpenAPl 2.0 #2E T iX4H AP
BIFL RS TR AYE X o

B 5EESEE, FANETIEELEET OAuth2.0 B A AXETRE, ZEIIEaRNEET
AMN= L. Z=xZBIMFREIEREE HTTPS #17, B&F OAuth2.0 REMNRESHE (ATE5MhE
iE) .

2B ERNEROENER, FRRAEHTTPHIFIMERE. BREMEZRHE OCFMSEENX, ZISESR
DX AT Open API 20 IEX . BRHE T (E4) £ ISON 5 CBOR 4#3.

OAuth

Client

i ice-si : Devices &
JJNe[S@ HTTPS (Device-side Cloud authenticated) -

Device Client Side Cloud Device-side Cloud Device
Side o
API :

Events — . -
Webhook HTTPS (Client-side Cloud authenticated)

stream
User Account

Connected Cloud

=
| cmecedCou

ZMzMXREK (AFEH)

BRE—1APESBRABEEENR N LEREEK,, B8N BXRKE RN AEFSRE. F
FHREMA-AERAR (EAERF) RENERNKS THAEREHTES, IAFEXNREKF R
EEBAENE AR (EBEF) - BEEEREARZOKAMEE NS BRUENARERFLE
BERNEKAT (ERFEZNARE) . XRHETFAER OAuth2. 0 FABRAURZLIA .

P KEL APl RIEA A AR EZ EXENRESARAER A ina LA FATRIRET KBS . P XEX
RRTEFPHEMEEZZE, BXESTEERRETE=TTrL.

K Pl OAuth2.0 B IGTERZF MR INEMEB TN AERILEEHXAZVLENEFFHSE (N, &
SRR, B BAMATFNEZE UR) F OAuth2.0 S8k S, XEEH OAuth #1538 (IETF RFC 6749) &
X, OCFBAz=ENAMMKFXEKE OAUth2.0 ANRFEACHESI., WAXBKIRTERANPRER, X
EESNBKESNRIITEFEE, THETENE S HITEARESEN.
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KPAXEE, ARTBEIEPHnZBEREERERELNRE, RAKNE AR MRKREZ LAAR
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Client-side Cloud Client Client-side Cloud Device-side Cloud | | Device-side Cloud Auth Server

[ ———
1 User Account Linking F

‘ Assumed that Client-side Cloud User is signed-in through the Client-side Cloud App Iﬁ

1 Start Account Linking |

2 Start OAuth process

3 Redirect to Device-side Cloud Auth Server

Redirect to Device-side Cloud Auth Server
(Request OAuth2.0 authorization code)

5 Present autharization U

6 Present user's credentials

7 Verify credentials

8 Present consent screen

9 Authorize Client-side Cloud OAuth Applicatio

10 Redirect with the Authorization Code
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11 Follow redirect

12 Exchange Authaorization Code for Access and Refresh token

13 Return tokens

14 Associate Access & Refresh Token with Client-side Cloud User Id

0
0
'
|
Clignt-side Cloud Client Clignt-side Cloud Device-side Cloud | | Device-side Cloud Auth Server

EIMMHER = FFEEEE

WAXEE, BRiEzARREZRENESE API EEXREEMNREELR. — HTTP GET &K E Mtk
FrBf HTTP IR, ZMNESAF (FRE&sL) TENEREREE, EXERENFBENLSTURTS. NE
PAREHNAE, APBRER—ZFETHES, MIREXBKZFEETHRSE, FRE—3M.

‘ Client-side Cloud Client | ‘ Client-side Cloud | Device-side Claud

GET "all my devices"
—_————

TTPS GET /devices?content=all

H
Bearer Token

|
|
|
|
|
|
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200 OK
i Payload with all devices and resources
<

‘ Client-side Cloud Client | ‘ Client-side Cloud | Device-side Claud

REEHRE: RERANEHR

B OCF BAZZEARMAEIREN, RENTFEMBMRHERIET BN OCF MEMEX . BT
OCF #RE MAl=2 35k69 OpenAPI 2.0 EX, AMBEFEHAENUTRFEMRMBERBATHER.
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THHNTERERT TITERNEEs ERENEENER.

1 UPDATE "my thermostat set temperature” 1

E HTTPS POST /devices/<device id>/<set temperature resource>
i Bearer Token
| {"temperature”: 78}

| COAPS POST /<set temperature resource> |
1 {"temperature”; 78} !

E( COAPS 2.04 Changed

< AITES 200 OK

|
| Success
L3

Client-side Cloud Client Client-side Cloud Device-side Cloud

Bid OCF BAREOMNEMS AP, ZRHATMITRREZ ENRENEMH, MUEEARKGRERESS
SEENEE, REFFHESEFTRXEEFENLE.

SNEHITRD D =ANEE: TR RENEMS. ITHEMEENES. 1THRERERENES.
FrER &S, S8FREE%. R&EB4. REEIMMEFEE. EMEENES BERBRELHM
RiEkRE. BSERBENEG, SEZERNMEEL. YREZENHHITHNSEHXE TR, MEAE
BHEE A =IEER URL,

FrERBAEH HMAC 2R, MBS EES SENTE.

THEARERER T X—I35E,

| Client-side Cloud Client | Client-side Cloud | Device-side Cloud | | Device-side Server
T T T

I |
! Give me all events about my devices _ |
>

I HTTPS POST fdevices/subscriptions
| Bearer Token

| {"eventTypes": [set of events]} )
1 {"eventsURL": "my URL for notifications"}

|
-
>

HTTPS 200 OK
Subscription 1D

HTTPS POST fmy URL for notifications
Initial state of all subscribed to events
Subscription ID

VHITRS 200 0K >

Event notification

Some event trigger happened Iﬁ

! HTTPS POST /my URL for notifications
i Triggered event information
Subscription 1D

HTIPS2000K -

| Event notification

Client-side Cloud Client Client-side Cloud Device-side Cloud | | Device-side Server
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#E, TIfE https://github.com/plgd-dev/cloud 2[5,

plgd ZEBEINZF OCF BB =# A, M OCF LM EMNREE ZHER. o, plgd ZEBEAF
TEMGRPC WX, R—MIBTHEYE (BREETE) BNplgd BFAmE, MUTEFAAXAREZNAT
mE AR TTR:

o FRWRIMREAEARMAERE,
o EFHMREBLAHEE,
o EPmMRHBEZZBEKMER.

ZMEBEMFEEMBARNA LR ITEMN . BRIRAAFM CPU AR TZEMAR, FEANERITES
=, GEBBEETHEROMX EHKERR. B9 XY REFERSZSR, MAEFEM K8 WAREETF
S E#TRHEHE, FEECHEMRE LHIT EBL BE.

OCF #rA4k APl (IR %3 = API B A =10 APl) | BLIXBBE MR AR%EF (go-lang #1 MongoDB) Fli&it
#8310 (Event Sourcing #1 CQRS) , B T XN B BRENYIEKMES .

MEVHEMW LTI ERELBFSHAAE, OCF ML plgd SELIURHAmE mRRTIR, KA TEF
BMBEHNZENMEMNEE. ILEAZFESE T UAEFRBERERLEZREHEBNRE. HFEYK
MEN AR ANESRETHEERESHEANNR—EFER, BARIERELENARED, WiF
ZREIRERH RN HEM plgd ZFEERHMIVELNYBEMERS, TEBTERSEE SIS
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ATHRZFENAEAMNEREN, OCFEY TEBAZEAMMENE. ZMBFNAT OCF WA RE
INETL B B ARER Y, —RMIMERF. — BN TR (CTT) MERMENNRIRES, #5—EB
OCFBAZEOMBARMT TN (HEH) FEMH, HINMLUERERERE.

OCFAEXBRZZEAN, BEHENTRERAZRELAMAAG. RENKXBEZATNMBELERA
BR#TEENK. BEWKBRENALR FTEARARECTT PRTEHNSIZBEH. XR—I+0EH
MIE EARWAEAwz, CTTAMZEERINEER, RZTFR. EFRENT X TEMAENIL,
OCF ILEsEX MM = F A BT IAME,

B 2019F 12 B, OCF R 7T B XS BAENNSHN M EREENIRES (MVITE) . HifH
F OCF 3¢ CTT (LM UK | BB A= Z OSSN ELT RN ER, Eit#iT7 KREREHRTE, FF
e TRZTE OCF #SEM CTT LA R EEEMMET . JLNBER 2020 F 5 B, OCF /34 £ MVITE,
BARMEBEEONSERE CTT Mk A A3 TI8IE .

2020 E 8 B, BHEZEMIMEMEERA R, BENEHAREOBECS R, HEINEBHATEOR OCF
RAAB)TTER OCFINMEBERS (https://cms.openconnectivity.org) #Z1FM=F & I QLN
TRE, BIOAMENASREZFEEEE OCFIAMES RiF8 E

(https://www.openconnectivity.org/certified -products) .
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