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Terms and Definitions (1)

* Onboarding Tool (OBT)

A logical entity within a specific |oT network that establishes ownership for a specific device
and helps bring the device into operational state within that network. A typical OBT
Implements DOTS (Device Owner Transfer Service), AMS (Access Management Service)
and CMS (Credential Management Service) functionality.

* Onboarding Tool and Generic Client (OTGC)

A logical entity that implements the functions of an OBT and a Generic Client.

« Onboarding

Process that consists in owning an OCF device by the OTGC.
« Offboarding

Process that consists in releasing an OCF device owed by the OTGC.
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Terms and Definitions (lI)

* OCF Server

A sensor or actuator capable to generate a measurement or perform an action.
« OCF Client

A device capable to scan and control OCF Servers.

* OCF Device

A device (Server or Client) that can be integrated into an OCF network created by the
OTGC. The OTGC will transfer ownership to this OCF Device by different OTM (Onboarding
Transfer Methods).
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Architecture

OTGC main code (C / C++)

OS OS OS OS
dependent @l dependent @l dependent @ dependent
code code code code

(Android) (10S) (Windows) (Linux)
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OTGC Resources - Android

OTGC binary (Android apk) available publicly at OCF GitHub Developers Area:

https.//github.com/openconnectivityfoundation/development-support/tree/master/otgc

Currentversion (October 2021) for otgc-Android isv3.1.0
OTGC sources available publicly at OCF GitHub:

OTGC Android = https.//github.com/openconnectivity/otgc-android
OTGCloTivity =>» https://github.com/iotivity/iotivity-lite

OTGC is an open source code so can be modified by manufacturers to incorporate proprietary
features and or branding graphical material.
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https://github.com/openconnectivityfoundation/development-support/tree/master/otgc
https://github.com/openconnectivity/otgc-android
https://github.com/iotivity/iotivity-lite

OTGC Resources - LiInux

OTGC binary needsto be build fro source code:

See the readme of: hitps://github.com/iotivity/otgc-linux
Build command:

curl https://iotivity.github.io/otgc-linux/setup.sh | bash

Currentversion (October 2021) of otgc-Linuxisv3.1.0
OTGC sources available publicly at OCF GitHub:

OTGC Linux > 4 https.//github.com/openconnectivity/otgc-linux
OTGCloTivity =>» https://github.com/iotivity/iotivity-lite

OTGC is an open source code so can be modified by manufacturers to incorporate proprietary
features and or branding graphical material.
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https://github.com/iotivity/otgc-linux
https://iotivity.github.io/otgc-linux/setup.sh
https://github.com/openconnectivity/otgc-linux
https://github.com/iotivity/iotivity-lite

OTGC Installation

Permissions

In order to ensure that the cpplication
can be executed correctly, we need
the following pemmission:

BB Allow OTGC to access
Allow OTGC to access photos, media, and files
this device's location? on your device?

Location: to display the list of
available Wi-Fi networks
Storage: to create dalabases for
security s management

DENY ALLOW j DENY ALLOW
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< loTivity

OTG C Setti n gS Efscoverv timeout [in seconds)

OT1GC RFOTM

bbcoedea-d417-440b-ak

REFNOFP

Discovery timeout (in seconds)

show log

OCF_DeviceSpy Onboarding Tool and Generic Client
58891930 2044-4557-0736-3641 3bb A0S 2 Version 1.0.8

Mo standard device types

OPEN CONNECTIVITY
Unnamed FOLNDATION ™
5887d930-2044-4557-07 3e-3613bb 480572
No standard device fypes

@ 2018 Open Conneclivity Foundation.
All rights reserved.
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OTGC Scanning + Onboarding

=il 31% 8 10:17

) Transferring ownership...

Insert device name ' :
Insert PIN displayed by device

OCF Developer kif
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OTGC

bbcoedea-dd ] 7-440b-abéb-efe7584730c2

r kit

34-1234-123454789012

3e-3613bbé8057 2




OTGC Device Operation (1)

OCF Developer ki

12345678-1234-1234-1234-1234546789012

switch

o1GC
e?470cPf-ec??-4390-bifd-50bhelifdiled

Mo standard device types

OCF Developer kit
123454678-1234-1234-1234

switch Access Control

Credenfials
OTGC
ev470c9-acT?-4990-bifc

Wi-Fi Easy Setup

Mo standard device 1y

Offboard

OPEN CONNECTIVITY FOUNDAT ON

OCF Developer kit
123454678-1234-1234-1234-123454789201

switch

OCF_DeviceSpy
5BRPd930-2044-4557-073e-341 3Db4ABDSY 2

NHo standard device types




OTGC Device Operation (ll)

OTGC : 3

Access Control

¢  Create Access Policy

bbcoedea-d4 ] 7-440b-abéb-efe? 58

OCF Developer kit Connection type: Anonymous Subject type
12345478-1234-1234-1234
| De®rOuDo O ® wo
swiltch Set device name [
foicfres
foic/d O role
Access Control foic/p O Connection type

QCF DeviceSpy

5BE9CPI0-2044-4557-09 M Connectfion type: Authenticated I

No standard device typ Credienticis D c R D u D D D N |
< foicfres

foic/d

faictp OcOr>dvevdednw

Wi-Fi Easy Selup
Unnamed
SABPO30-2044-4557-09 Offboard

No standard device typees Connecfion type: Anonymous

3 OcE@rE@uMEo[dn

Joic/sec/doxm

/oic/sec/doxm

foic/sec/pstat

Connection type: Authenticated

OcB@rMEuEo[]N

Joic/sec/acl2

foic/sec/doxm :
foic/sec/cred

Connection type: Authenticated

O
O
O
O
cEMrEMuo[]n foic/sec/crl 6

[awitch
Joic/sec/csr

1 M b m s dm e AATT ALN b i

OPEN CONNECTIVITY FOUNDAT ON




OTGC Device Operation (lll)

& Install Credential

&« Credentials

<« Install Credential

UUID: bbcaedea-d41/ “lf?ﬂl._" "_Fi"l’jb Credentio type ::||::_1r_j(._1r'||i.'\] fvpe
efe/586730c2
| . :
[SYMMETRIC_PAIR_WISE_KEY] (®) Identity O Identity
O role (®) Role




OTGC Device Operation (1V)

/switch . /switch

234-1234-1234-123456789012

Localized descriptions

Manufacturer name

Vprime

Model number
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