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Introduction 
This  document, and all the o ther parts associated with this document, were developed in response to 
wo rldwide demand for smart home focused Internet of Things (IoT) devices, such as appliances, door 
locks, security cameras, sensors, and actuators; these to be modelled and securely controlled, locally 
and  remo tely ,  over an IP netwo rk .  

While some inter-device communication ex isted, no  universal language had been developed for the 
IoT.  Device makers instead had to choose between disparate f rameworks, l imiting their market share, 
o r developing across multiple ecosystems, increasing their costs. The burden then falls on end users 
to  determine whether the p roducts they want are compatible with the ecosystem they bought into, or 
f ind ways to integrate their devices into their network, and t ry to solve interoperabil ity issues on their 
own.  

In add ition to the smart home, IoT deployments in commercial environments are hampered by a lack 
o f  security. This issue can be avoided by having a secure IoT communication f ramework, which this 
s tandard  so lves.  

The goal of  these documents is then to connect the next 25 b il lion devices for the IoT, providing 
secure and rel iable device d iscovery and connectivity across multiple OSs and p latforms. There are 
mult iple p roposals and forums d riving d if ferent approaches, but no  s ingle so lution addresses the 
majority of key requirements. This document and the associated parts enable industry consolidation 
around  a common, secure,  interoperab le app roach.  

The OCF specif ication suite is made up of nineteen discrete documents, the documents fall into logical 
g roup ings as  described  herein:  

– Co re f ramework 

– Co re Spec if icat ion  

– Security  Spec if icat ion  

– Onboard ing  Too l Spec if icat ion 
– Bridg ing  f ramework  and  b ridges 

– Bridg ing  Spec if icat ion  

– OCF Resource to  All jo yn Interf ace Mapp ing  Spec if icat ion  

– OCF Resource to  oneM2M Resource Mapp ing  Spec if icat ion  

– OCF Resource to  BLE Mapp ing  Spec if icat ion  
– OCF Resource to  EnOcean Mapp ing  Spec if icat ion  

– OCF Resource to  LWM2M Mapp ing  Spec if icat ion 

– OCF Resource to  UPlus Mapp ing  Spec if icat ion 

– OCF Resource to  Zigbee Clus ter Mapp ing  Spec if icat ion 

– OCF Resource to  Z-Wave Mapp ing  Spec if icat ion 
– Resource and  Dev ice models  

– Resource Type Spec if icat ion  

– Dev ice Spec if icat ion  

– Co re f ramework  ex tens ions  
– Easy Setup  Spec if icat ion  
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– Co re Op t ional Spec if icat ion  

– OCF Cloud   

– Cloud  API f o r Cloud  Serv ices Spec if icat ion  

– Dev ice to  Cloud  Serv ices Spec if icat ion  

– Cloud  Security  Spec if icat ion 
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1 Scope 

This  document specif ies a f ramework for t ranslation between OCF devices and o ther ecosystems, 
and  specifies the behaviour of a translator that exposes servers in non-OCF ecosystem to OCF clients 
and /or exposes OCF servers to clients in non-OCF ecosystem. Translation per specific device type 
is  described in section XXX (deep t ranslation). This document p rovides generic requirements that 
app ly  unless  overridden by  a more spec if ic  document .  

2 Normative references 

Matter Co re Spec if icat ion 1.0 
ht tps://csa-iot.org/wp-content/uploads/2022/11/22-27349-001_Matter-1.0-Co re-Spec if icat ion.pd f   

Mat ter Dev ice Lib rary  Spec if icat ion 1.0 
ht tps: / /csa-io t .o rg /wp -content /up loads/2022/11/22-27351-001_Matter-1.0-Dev ice-Lib rary-
Spec if icat ion.pd f  

Mat ter App licat ion Clus ter Spec if icat ion 1.0 
ht tps://csa-iot.org/wp-content/uploads/2022/11/22-27350-001_Matter-1.0-App licat ion-Clus ter-
Spec if icat ion.pd f  

ISO/IEC 30118-1 Information technology -- Open Connectivity Foundation (OCF) Specif ication -- Part 
1:  Co re spec if icat ion 
ht tps : / /www. iso .o rg /s tandard /82127.html  
Latest version available at: https://openconnect iv ity .o rg /specs/OCF_Core_Spec if icat ion.pd f  

ISO/IEC 30118-2 Information technology – Open Connectivity Foundation (OCF) Spec if icat ion – 
Part  2:  Security  spec if icat ion 
ht tps : / /www. iso .o rg /s tandard /82128.html  
Latest version available at: https://openconnectivity.org/specs/OCF_Security_Spec if icat ion.pd f  

ISO/IEC 30118-3 Information technology – Open Connectivity Foundation (OCF) Spec if icat ion – 
Part  3:  Bridg ing  spec if icat ion 
ht tps : / /www. iso .o rg /s tandard /82129.html  
Latest version available at: https://openconnectivity.org/specs/OCF_Bridg ing_Spec if icat ion.pd f  

ISO/IEC 30118-4 Information technology – Open Connectivity Foundation (OCF) Spec if icat ion – 
Part  4:  Resource Type spec if icat ion 
ht tps : / /www. iso .o rg /s tandard /82130.html  
Lates t  vers ion availab le at :  
ht tps : / /openconnect iv ity .o rg /specs/OCF_Resource_Type_Spec if icat ion.pd f  

ISO/IEC 30118-5 Information technology – Open Connectivity Foundation (OCF) Spec if icat ion – 
Part  5:  Dev ice spec if icat ion 
ht tps : / /www. iso .o rg /s tandard /82131.html  
Latest version available at: https://openconnectivity.org /specs/OCF_Device_Spec if icat ion.pd f  

Derived Models f or Interoperabili ty between IoT Ecosystems, Stevens & Merriam, March 2016 
ht tps://www.iab.org/wp-content/IAB-uploads/2016/03/OCF-Derived -Models-f o r-Interoperab il i ty -
Between-IoT-Ecosystems_v2-examp les.pd f  

IETF RFC 4122,  A Universally  Unique IDent if ier (UUID) URN Namespace,  July  2005 
ht tps : / /www.rf c-ed ito r.o rg / inf o / rf c4122 

https://csa-iot.org/wp-content/uploads/2022/11/22-27349-001_Matter-1.0-Core-Specification.pdf
https://csa-iot.org/wp-content/uploads/2022/11/22-27351-001_Matter-1.0-Device-Library-Specification.pdf
https://csa-iot.org/wp-content/uploads/2022/11/22-27351-001_Matter-1.0-Device-Library-Specification.pdf
https://csa-iot.org/wp-content/uploads/2022/11/22-27350-001_Matter-1.0-Application-Cluster-Specification.pdf
https://csa-iot.org/wp-content/uploads/2022/11/22-27350-001_Matter-1.0-Application-Cluster-Specification.pdf
https://www.iso.org/standard/82127.html
https://openconnectivity.org/specs/OCF_Core_Specification.pdf
https://www.iso.org/standard/82128.html
https://openconnectivity.org/specs/OCF_Security_Specification.pdf
https://www.iso.org/standard/82129.html
https://openconnectivity.org/specs/OCF_Bridging_Specification.pdf
https://www.iso.org/standard/82130.html
https://www.iso.org/standard/82131.html
https://www.iab.org/wp-content/IAB-uploads/2016/03/OCF-Derived-Models-for-Interoperability-Between-IoT-Ecosystems_v2-examples.pdf
https://www.iab.org/wp-content/IAB-uploads/2016/03/OCF-Derived-Models-for-Interoperability-Between-IoT-Ecosystems_v2-examples.pdf
https://www.rfc-editor.org/info/rfc4122
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3 Terms, definit ions, symbols and abbreviations 

3.1 Terms and definitions 
For the purposes o f  this document, the terms and  def initions g iven in ISO/IEC 30118-
2 Inf ormation technology – Open Connectivity Foundation (OCF) Specification – 
Part  2:  Security  spec if icat ion ,  and  ISO/IEC 30118-3 and  the f o l lowing  app ly .  

ISO and IEC maintain terminological databases for use in standardization at the following addresses: 

– ISO Online b rowsing  p lat f o rm: availab le at  ht tps : / /www. iso .o rg /obp  
– IEC Elec troped ia:  availab le at  ht tp : / /www.elec t roped ia.o rg /  

 

3.1.1 Attribute 

A data entity which represents a physical quantity or state. This data is communicated to other Nodes 
us ing  commands.  (a term o f  Mat ter) 

3.1.2 Bridged Protocol  

Other p ro toco l (e.g . ,  Mat ter) that  is  being  t rans lated  to  o r f rom OCF p ro toco ls  

3.1.3 Cl ient 

A Cluster interface that typically sends commands that manipulate the attributes on the corresponding 
server c luster. A c lient c luster communicates with a co rresponding remote server c luster with the 
same c lus ter ident if ier.  (a term o f  Mat ter) 

(OCF and  Matter defines "Client" but i ts meaning is d if ferent. If  "Client" is used in the context of  
Mat ter,  i t  f o l lows this  def init ion) 

3.1.4 Cluster 

A specification def ining one o r mo re at t ributes, commands, behaviors and  dependencies, that 
supports an independent ut i l ity o r application f unction. The term may also be used  for an 
imp lementat ion o r ins tance o f  such a spec if icat ion on an endpo int .  (a term o f  Mat ter) 

3.1.5 Command 

Requests for ac tion on a value with an expected response which may have parameters and a 
response with a s tatus  and  parameters .  (a term o f  Mat ter) 

3.1.6 Device Type 

In this  architecture model, a dev ice type is  the highest semantic element. A dev ice type defines 
conformance for a set of  one o r more endpoints. A device type defines a set of  requirements for the 
node o r endpo int  in the market .  (a term o f  Mat ter) 

(OCF and Matter defines "Device Type" but i ts meaning is different. If  "Device Type" is used in the 
contex t  o f  Mat ter,  i t  f o l lows this  def init ion) 

3.1.7 Extended Translation 

Extended Translation means t ranslation that considers not only Core Resources but also Resources 
spec if ic  to  each Dev ice Type.  

https://www.iso.org/obp
http://www.electropedia.org/
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3.1.8 Endpoint 

A Part icular component  within a Node that  is  ind iv idually  add ressab le.  (a term o f  Mat ter) 

(OCF and Matter defines "Endpoint" but i ts meaning is  d ifferent. If  "Endpoint" is used in the context 
o f  Mat ter,  i t  f o l lows this  def init ion) 

3.1.9 Fabric 

A logical co llection of  communicating Nodes, sharing a common root o f  t rust, and  a common 
d is t ributed  conf igurat ion s tate.  (a term o f  Mat ter) 

3.1.10 Node 

An addressable entity which supports the Matter protocol stack and (once Commissioned) has its own 
Operational Node ID  and Node Operational c redentials. A Device MAY host multiple Nodes. (a term 
o f  Mat ter) 

3.1.11 Server 

A Cluster interface that typically supports all o r most of the attributes of the Cluster. A Server Cluster 
communicates with a corresponding remote Client Cluster with the same Cluster identifier. (a term of 
Mat ter) 

(OCF and Matter defines "Server" but i ts meaning is different. If  "Server" is used in the context of 
Mat ter,  i t  f o l lows this  def init ion) 

3.1.12 Symmetric,  Asymmetric Bridging 

In symmetric b ridging a b ridge device not only exposes OCF server to o ther ecosystem but also 
exposes other ecosystem’s server to OCF, on the other hand, in asymmetric bridging a bridge device 
exposes OCF server to other ecosystems only or exposes other ecosystems' server to  OCF only .  

3.2 Symbols and abbreviations 
CBOR  Conc ise Binary  Ob jec t  Rep resentat ion 

CoAP  Constrained  App licat ion Pro toco l 

CoAPs  Secure Constrained  App licat ion Pro toco l 

DTLS  Datag ram Transpo rt  Layer Security  

IP  Internet  Pro toco l 

TLV Tag  Leng th Value 

VOD  Virtual OCF Dev ice 

 

4 Matter Translation 

4.1 Operational  Scenarios 
The overall goal of this document is to represent Bridged Matter Servers to OCF Clients as if  they 
were nat ive OCF Servers  in the local netwo rk  o r c loud  env ironment .  
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“Deep translation” between specific Matter Device Type and OCF Device Type is specified in section 
XXX. Figure 1 shows overview of Matter Bridge device and its general topology. The Matter Translator 
supports Asymmetric Bridging. It exposes Server Clusters of a Matter Device Type to the OCF Clients. 
As a result ,  each Bridged  Matter Dev ice Type is  rep resented  as  a Virtual OCF Server.  

OCF 
Client

Bridged 
Matter 
Server

Virtual 
OCF

Server

Matter Messaging 
Protocol

Virtual
Bridged
Matter 
Client

M
atter 

Translator

OCF-Matter Bridge 
Device

OCF
Protocol

 

Figure 1 OCF-Matter Bridge Device Components 

4.1.1 Use case for Matter Bridging 

Figure 2 shows a use case for OCF Clients and Matter Servers. An OCF Client on a smartphone 
reads a Matter Light bulb Device Type through an OCF-Matter Bridge. Any connectivity that OCF 
supports is used for communications between the OCF Clients and the OCF-Matter Bridge. The OCF 
Clients  may communicate with the OCF-Matter Bridge through OCF Cloud .  

 

Figure 2 Matter Bridging use case in real  l i fe 

4.2 Requirements for Matter Translator 
4.2.1 Introduction 

OCF-Matter Bridge device shall sat isfy section 5.2 General Requirements o f  OCF Bridging 
Spec if icat ion.  

OCF ↔ 
Matter 
Bridge 

Matter devices 
(server) 

OCF devices 
(client) 

Any connectivity that OCF 
supports 

Cloud 

Matter >= 1.0 
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A Mat ter translator supports Asymmetric Bridging. It  exposes Server Clusters of Matter Device Types 
to  OCF Clients only. Therefore, i t  shall implement Matter Client Clusters and OCF Server. (This 
requirement ensures that users can expect a certified OCF Bridge device to communicate with any 
Server Clusters of Matter Device Types, without the need to purchase any additional Matter devices). 

4.2.2 Requirements for Matter side 

The vers ion o f  Mat ter main spec if icat ion that  this  document  ref ers  to  is  1.0 o r higher.   

4.2.3 Data model  mapping between Matter and OCF 

In mat ter, Matter devices o rganize a logical g roup called Fabric. A Fabric means a logical collection 
o f  communicating Nodes, sharing a common root of  t rust, and a common distributed configuration 
s tate. As a result, a Matter Node can join multiple Fabrics, and may have multiple Node IDs for each 
Fab ric. In contrast, the OCF does not have an equivalent concept for Fabric. Therefore, Fabric ID and 
Node ID  are no t  the targets  to  be t rans lated  into  OCF ecosystem. 

Bas ic t ranslation rule between Matter Cluster model and OCF Resource model is described in Table 
1.  A Mat ter Device Type shall be mapped to an OCF Device Type (e.g. an ON/OFF Light (Matter 
Dev ice ID : 0x0100) is mapped to a OCF Light (OCF Device Type: "oic.d.l ight")). Each Matter Device 
Type specifies mandatory Clus ters required f or the Dev ice Type. Therefore, mandatory Clusters 
should be mapped to OCF mandatory Resources required for the corresponding OCF Device Type. 
The at t ributes of a Cluster shall be mapped to the Properties of  an OCF Resource. Lastly, Matter 
subscription shall be mapped to OCF Observe Notification. Table 2 provides a t ranslation example of 
this  rule.  

Table 1 Translation rule between Matter and OCF data model  

Fro m Ma t te r 
ma pping 

c ount To  OCF 
ma pping 

c ount 

De vice  Typ e  1  OCF De vice  1  

Clu ste r n OCF Re so u rce  n 

At t rib u te  1  OCF Re so u rce  p ro p e rty 1  

Su b scrip t io n  1  OCF No t if ica t io n  o n /o f f  o p t io n  1  
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Table 2 Matter   OCF translation example (On/Off Light device)  

 Ma t te r OCF 

Ma tte r  De v ice Type    
OCF De v ic e  

On /Of f  L ig h t   
(De vice  Typ e  ID:  0 x0 1 0 0 ) 

L ig h t  
(rt :  o ic.d . l ig h t ) 

Ma tte r  Clus te r   OCF 
Re s ourc e   

On /Of f  Clu ste r 
(Clu ste r ID:  0 x0 0 0 6 ) 

B in a ry Switch  Re so u rce  
(rt :  o ic. r. switch .b in a ry) 

Ba sic In fo rma t io n  Clu ste r 
(Clu ste r ID:  0 x0 0 2 8 ) 
De scrip to r Clu ste r 
(Clu ste r ID:  0 x0 0 1 D) 

De vice  (rt :  o ic.wk.d ) 
P la t fo rm (rt :  o ic.wk.p ) 

Ma tte r  Attr ibute   OCF 
Re s ourc e  Prope rty On Of f  (On /Of f  Clu ste r) va lu e  (rt :  o ic. r. switch .b in a ry) 

 

4.2.3.1 Well -defined set of Matter translation 

If  a Mat ter Device Type is  in a well-defined set (defined in section XX), t ranslation shall be done as 
f ol lows. Table 3 is the l ist of Matter Device Type which have corresponding OCF Resources as of 
now. 

Table 3 Matter Cluster – OCF Resource mapping 

Ma t te r De vice  Typ e  Ma t te r Clu ste r OCF Re so u rce  Typ e  OCF De vice  Typ e  

Cluster #1 

Attributes 
Commands 

Cluster #2 

: 
: 

Resource #1 

Property 
Property 

Resource #2 

Property 
Property 

: 
: 

Cluster #3 

Events 

Matter Node OCF Platform 

Attributes 
Commands 

Events 

Attributes 
Commands 

Events 

Matter Device Type 
Matter Device Type 

OCF Device Type 
OCF Device Type 
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On /Of f  L ig h t  
(De vice  Typ e  ID:  
0 x0 1 0 0 ) 

On /Of f  Clu ste r 
(Clu ste r ID:  0 x0 0 0 6 ) 

B in a ry Switch  Re so u rce  
(rt :  o ic. r. switch .b in a ry) 

L ig h t   
(rt :  o ic.d . l ig h t ) 

Ba sic Info rma t io n  Clu ste r 
(Clu ste r ID:  0 x0 0 2 8 ) 
De scrip to r Clu ste r 
(Clu ste r ID:  0 x0 0 1 D) 

OCF De vice   
(rt :  o ic.wk.d ) 

OCF P la t fo rm 
(rt :  o ic.wk.p ) 

On /Of f  P lu g -in  Un it  
(De vice  Typ e  ID:  
0 x0 1 0 A) 

On /Of f  Clu ste r 
(Clu ste r ID:  0 x0 0 0 6 ) 

B in a ry Switch  Re so u rce  
(rt :  o ic. r. switch .b in a ry) 

Sma rt  P lu g  
(rt :  o ic.d .sma rtp lu g ) 

Ba sic Info rma t io n  Clu ste r 
(Clu ste r ID:  0 x0 0 2 8 ) 
De scrip to r Clu ste r 
(Clu ste r ID:  0 x0 0 1 D) 

OCF De vice   
(rt :  o ic.wk.d ) 

OCF P la t fo rm 
(rt :  o ic.wk.p ) 

Dimma b le  L ig h t  
(De vice  Typ e  ID:  
0 x0 1 0 1 ) 

On /Of f  Clu ste r 
(Clu ste r ID:  0 x0 0 0 6 ) 

B in a ry Switch  Re so u rce  
(rt :  o ic. r. switch .b in a ry) 

Sma rt  L ig h t   
(rt :  o ic.d . l ig h t .sma rt ,  
o ic.d . l ig h t ) 

L e ve l Co n t ro l Clu ste r 
(Clu ste r ID:  0 x0 0 0 8 ) 

Dimmin g  Re so u rce  
(rt :  o ic. r. l ig h t .d immin g ) 

Ba sic Info rma t io n  Clu ste r 
(Clu ste r ID:  0 x0 0 2 8 ) 
De scrip to r Clu ste r 
(Clu ste r ID:  0 x0 0 1 D) 

OCF De vice   
(rt :  o ic.wk.d ) 

OCF P la t fo rm 
(rt :  o ic.wk.p ) 

Th e rmo sta t  
(De vice  Typ e  ID:  
0 x0 3 0 1 ) 

Th e rmo sta t  
(Clu ste r ID:  0 x0 2 0 1 ) 

Te mp e ra tu re  
(rt :  o ic. r. te mp e ra tu re ) 

Th e rmo sta t  
(rt :  o ic.d . th e rmo sta t ) 

Ba sic Info rma t io n  Clu ste r 
(Clu ste r ID:  0 x0 0 2 8 ) 
De scrip to r Clu ste r 
(Clu ste r ID:  0 x0 0 1 D) 

OCF De vice   
(rt :  o ic.wk.d ) 

OCF P la t fo rm 
(rt :  o ic.wk.p ) 

Fa n  
(De vice  Typ e  ID:  
0 x0 0 2 B) 

Fa n  Co n t ro l 
(Clu ste r ID:  0 x0 2 0 2 ) 

B in a ry Switch  Re so u rce  
(rt :  o ic. r. switch .b in a ry) 

 
Fa n  
(rt :o ic.d . fa n ) Ba sic Info rma t io n  Clu ste r 

(Clu ste r ID:  0 x0 0 2 8 ) 
De scrip to r Clu ste r 
(Clu ste r ID:  0 x0 0 1 D) 

OCF De vice   
(rt :  o ic.wk.d ) 

OCF P la t fo rm 
(rt :  o ic.wk.p ) 

 

4.2.3.2 Exposing a Matter Server as a Virtual  OCF Server 

4.2.3.2.1 Common Properties of OCF Resource Type 

• Resource Type (“rt ” Property, Mandatory): value o f  “rt ” in co rresponding OCF Resource 
spec if ied  in ISO/IEC 30118-4.  

• Interface (“if ” Property, Mandatory): value of  “if ” in corresponding OCF Resource specified in 
ISO/IEC 30118-4.  
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4.2.3.2.2 Device Resource (“rt”  == "oic.wk.d") 

Tab le 4 shows how the Properties of OCF Device Resource, as specified in Table 25 of OCF Core 
specif ication, shall be derived typically f rom f ields specified in Basic Information Cluster (Cluster ID: 
0x0028) and  Descrip to r Clus ter (Clus ter ID :  0x001D).  

Table 4: Device Resource type ("oic.wk.d") mapping 

To  OCF 
Pro p e rty 

t it le  

OCF 
Pro pe

rty 
n a me  

OCF De scrip t io n  
OCF 

Ma n d a
to ry?  

Fro m Ma t te r Clu ste r 
Ma t te r 

De scrip t io n  

Ma t te r 
Mandat
o ry ?  

(De vice ) 
Na me  n  

Hu ma n  f rie n d ly n a me  
 

Fo r e xa mp le ,  “Bo b ’s 
Th e rmo sta t ” 

Y  

De vice  Typ e  st rin g  
co rre spon d in g  to  e a ch  o f   
De v iceType Lis t a t t rib u te  
(De scriptor Cluster) + "of" +  
Node La bel  att ribute  (Basic 
In fo rma t io n  Clu ste r) 

 

I f  De viceTypeList in clu d e s 
mu lt ip le values, th e y sh a ll 
b e  se p a ra te d  b y ' , ' .  

 

Fo r e xample, " On/Off L ig h t  
o f  Bo b's LivingRoom Ligh t "  

De v iceTypeList 
a t t ribute is a l ist 
o f  d e vice  typ e s 
a n d  
co rre sp o n d in g  
re vis io n s 
d e cla rin g  
e n d p o in t  
co n fo rma n ce .  

 

Node La be l  
a t t rib u te  
re p re se n ts a  
u se r d e f in e d  
n a me  fo r th e  
No d e .  

Y  

Sp e c 
Ve rsio n  

icv 

Sp e c version of the co re  
sp e cificat ion  this d e vice  
is imp le me n te d  to ,  Th e  
syn ta x is 
" co re .ma jo r.min o r”]   

Y  
Tra n slato r sh a ll re tu rn  it s 
o wn  va lu e  

- - 

De vice  ID d i 

Un iq u e  id e n t if ie r fo r 
De vice . This valu e  sh a ll 
b e  a s d e f in e d  in  
[ ISO/ IEC 3 0 1 1 8 -2 ]  fo r 
De vice ID.  

Y  
Use  it s VOD's va lu e  a s 
d e f ined in the OCF Security 
Sp e cif ica t io n  

- - 

P ro to co l-
In depende
n t  ID 

p iid  

Un iq u e identifier for OCF 
De vice  (UUID) .  

Ra n d o mly-g e n e ra te d  
UUID d e scribe d  in  IETF 
RFC 4 1 2 2  se ct io n  4 .4  
sh o u ld b e  u se d  fo r p iid  

Y  Use  it s o wn  va lu e  - - 

Da ta  
Mo d e l 
Ve rsio n  

d mv 

Sp e c ve rsio n  o f  th e  
Re so u rce  

sp e cificat ion  to which this 
De vice  

d a ta  mo d e l is 
imp le me n te d  

Y  Use  it s o wn  va lu e  - - 

L o ca lize d  
De script io

ld  De ta ile d  d e scrip t io n  o f  
th e  De vice ,  in  o n e  o r 

N - - - 
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n s mo re  la n g u a g e s.   Th is 
p ro p e rty is a n  a rra y o f  
o b je cts wh e re  e a ch  
o b je ct  has a  ‘la n g u a g e ’ 
f ie ld  (co ntaining  a n  RFC 
5 6 4 6 language tag) and a 
‘va lu e ’ f ie ld  co n ta in in g  
th e  d evice description  in  
th e  ind icated la n g u a g e .  

So f twa re  
Ve rsio n  sv 

Ve rsio n  o f  th e  d e vice  
so f twa re .  N 

Softwa re Ve rs ionStr ing  
a t t ribute (Basic Informat io n  
Clu ste r) 

Softwa reVersio
nStr ing  
a t t rib u te  
co n ta in s a  
cu rre nt  hu ma n -
re a d a b le  
re p re se n ta t io n  
fo r th e software  

ru n n ing  o n  th e  
No d e  

Y  

Ma n u factu
re r Na me  

d mn  

Na me  o f man ufacturer o f  
th e  De vice ,  in  o n e  o r 
mo re  la n g u a g e s.   Th is 
p ro p e rty is a n  a rra y o f  
o b je cts wh e re  e a ch  
o b je ct  has a  ‘la n g u a g e ’ 
f ie ld  (co ntaining  a n  RFC 
5 6 4 6 language tag) and a 
‘va lu e ’ f ie ld  co n ta in in g  
th e  ma nufacturer name in 
th e  ind icated la n g u a g e .  

N 
Ve ndorNa me  a t t rib u te  
(Ba sic Informat io n Clu ste r) 

Ve ndorNa me  
a t t rib u te  
sp e cif ie s a  
h u ma n readable 
(d isp la ya b le ) 
n a me  o f  th e  

ve n d o r fo r th e  
No d e .  

Y  

Mo d e l 
Nu mb e r 

d mn o  
Mo d e l n u mb e r a s 
d e sig n a te d  b y 
ma n u fa ctu re r.  

N 
Produc tNa me  a t t rib u te  
(Ba sic Informat io n Clu ste r) 

Produc tNa me  
a t t rib u te  
sp e cif ie s a  
h u ma n readable 
(d isp la ya b le ) 
n a me  o f  th e  

mo d e l fo r th e  
No d e  su ch  a s 
th e  mo d e l 
n u mb e r (o r 
o th er ident if ie r) 
a ssig ned by the  
ve n d o r.  

Y  

 

• Spec Version (“icv”, Mandatory): Spec version o f  the core specif ication that the translator 
imp lements  shall be used .  

• Dev ice ID  (“di”, Mandatory): "di" value of  VOD  shall be used. The value of  the “di” Property 
o f  OCF Devices shall be established during Onboarding procedure of that Virtual OCF Device, 
as  spec if ied  in the OCF Security  Spec if icat ion.  

• Data Model Version (“dmv”, Mandatory): version of data model specif ication that this Bridge 
dev ice imp lements  shall be used .  
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• Pro tocol Independent ID  (“p i id”, Mandatory): randomly-generated UUID described in IETF 
RFC 4122 sect ion 4.4 shall be used  f o r p i id .  

4.2.3.2.3 Device Configuration Resource ("rt" == "oic.wk.con") 

The At tributes of Matter Clusters (Descriptor Cluster, Basic Information Cluster) corresponding to the 
OCF Device configuration Resource (oic.wk.con) are read only, therefore OCF Device configuration 
Resource (o ic .wk.con) shall no t  be created .  

4.2.3.2.4 Platform Resource (“rt”  == "oic.wk.p") 

Tab le 5 shows how Platform Properties, as specified in Table 26 in ISO/IEC 30118-1, are derived. 
Most  o f  them are derived  f rom the at t ributes  o f  Bas ic  Inf o rmat ion Clus ter.  

Table 5: Platform Resource type (oic.wk.p) mapping 

To  OCF 
Pro p erty title 

OCF 
Pro p e rty 

n a me  
OCF De scrip t io n  

OCF 
Ma n d ator

y?  

Fro m Ma t te r 
Clu ste r 

Ma t te r De scrip t io n  
Ma t te r 
Ma ndat

o ry?  

P la t fo rm ID p i 

Un iq u e iden t if ie r 
fo r th e  p h ysica l 
p la t form (UIUID);  
th is sh a ll b e  a  
UUID in  
a cco rdan ce  with  
IETF RFC 4 1 2 2 .   

I t  is  
re co mme n d e d  
th a t  the UUID b e  
cre a ted using  the 
ra n d o m 
g e n e ra t io n  
sch e me (ve rsio n  
4  UUID) sp e cif ic  
in  th e  RFC.    

Y  

Ve ndor ID +  
Produc t ID 
a t t rib u te  (Ba sic 
In fo rma t io n  
Clu ste r) 

Ve ndor ID a t t rib u te  is 
n u mb e r th a t  u n iq u e ly 
id e n t if ie s a  p a rt icu la r 

p ro d uct  ma n u fa ctu re r.  

 

Product ID a t t rib u te  is 
a ssig ned by the  ve n d o r 
th a t  is  u n iq u e  

to  th e specific  product  of 
th e  No d e .  

Y  

Ma n u facture
r Na me  

mn mn  

Na me  o f  
ma n u facturer (not 
to  e xce e d  1 6  
ch a ra cte rs)  

Y  

Ve ndorNa me  
a t t rib u te  (Ba sic 
In fo rma t io n  
Clu ste r) 

Ve ndorName  a t t rib u te  
sp e cif ie s a  h u ma n  
re a d able  (d isp la ya b le ) 
n a me  o f  th e  

ve n d o r fo r th e  No d e .  

Y  

Ma n u facture
r De ta ils Link 
(URL )  

mn ml 

URL  to  
ma n u facturer (not 
to  e xce e d  3 2  
ch a ra cte rs)  

N 

Produc tURL  
a t t rib u te  (Ba sic 
In fo rma t io n  
Clu ste r) 

Produc tURL  a t t rib u te  
sp e cif ie s a  l in k to  a  
p ro d u ct  sp e cif ic  we b  
p a g e .  

N 

Mo d e l 
Nu mb e r  

mn mo  
Mo d e l number as 
d e sig n a te d  b y 
ma n u fa ctu re r  

N 

Produc tNa me  
a t t rib u te  (Ba sic 
In fo rma t io n  
Clu ste r) 

ProductName  att rib u te  
sp e cif ie s a  h u ma n  
re a d able  (d isp la ya b le ) 
n a me  o f  th e  

mo d e l for the Node such 
a s th e mode l n umb er (or 
o th e r id e n t if ie r) 
a ssig ned by the  vend or.  

Y  

Da te  o f  mn d t  Ma n u fa ctu rin g  N Ma nufa ctur ingDat
a  a t t ribute  (Ba sic 

Ma nufa c tur ingDa te  
a t t rib u te  sp e cif ie s th e  

N 
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Ma n u facture  d a te  o f  d e vice   In fo rma t io n  
Clu ste r) 

d a te that the No d e  wa s 
ma n u fa ctu re d  

P la t fo rm 
Ve rsio n  

mn p v 

Ve rsio n  o f  
p la t form –  st rin g  
(d e f in e d  b y 
ma n u fa ctu re r)  

N (n o n e ) (n o n e ) - 

OS  Ve rsio n  mn o s 

Ve rsio n  o f  
p la t form residen t  
OS –  st rin g  
(d e f in e d  b y 
ma n u fa ctu re r)  

N  (n o n e ) (n o n e ) - 

Ha rd wa re  
Ve rsio n  

mn h w 
Ve rsio n  o f  
p la t fo rm 
h a rd wa re   

N 

Ha rdwareVersion
Sring  a t t rib u te  
(Ba sic Informat io n 
Clu ste r) 

Ha rdwareVersionStr in
g  a t t ribute  specifies th e  
ve rsio n  n u mb e r o f  th e  
h a rd wa re  o f  

th e  No d e .  

Y  

Firmwa re  
ve rsio n  mn fv 

Ve rsion o f device 
f irmwa re   N 

Softwa reVe rs ion
Sring  a t t rib u te  
(Ba sic Informat io n 
Clu ste r) 

Softwa reVersionStr ing  
a t t rib u te  co n ta in s a  
cu rre nt  human-readable  
re p re se n ta t io n  fo r th e  
so f twa re  

ru n n in g  o n  th e  No d e .  

Y  

Su p port  URL mn sl 

URL  th a t  p o in ts 
to  su p p o rt  
in fo rmatio n  f ro m 
ma n u fa ctu re r  

N 

Produc tURL  
a t t rib u te  (Ba sic 
In fo rma t io n  
Clu ste r) 

Produc tURL  a t t rib u te  
sp e cif ie s a  l in k to  a  
p ro d u ct  sp e cif ic  we b  
p a g e .  

N 

Syste mTime  st  
Re fe re n ce  t ime  
fo r th e  d e vice   N 

Loc a lTime  
a t t rib u te  (Time  
Syn ch ro n iza t io n  
Clu ste r) 

Loc a lTime  a t t rib u te  
g ive s th e  co mp u te d  
cu rre nt  local t ime of  th e  
se rve r a s a  e p o ch -u s 

(CHIP  Ep o ch  Time  in  
Micro se co n d s).  

N 

Ve n d o r ID vid  

Ve n d o r d e f in e d  
st rin g  fo r th e  
p la t fo rm.  Th e  
st rin g is f reefo rm 
a n d  u p  to  th e  
ve n d o r o n  wh a t  
te xt  to  p o p u la te  
it .   

N 

Ve ndorNa me  
a t t rib u te  (Ba sic 
In fo rma t io n  
Clu ste r) 

Ve ndorName  a t t rib u te  
sp e cif ie s a  h u ma n  
re a d able  (d isp la ya b le ) 
n a me  o f  th e  

ve n d o r fo r th e  No d e .  

Y  

 

• Platform ID (“pi” Property, Mandatory): ProductID attribute composed with VendorID attribute 
shall be used as the lower 32 b its of Platform ID of  the corresponding Platform. Upper 96 bits 
o f  the Plat f o rm ID  shall be f i l led  with 0.  

4.2.3.2.5 Platform Configuration Resource ("rt" == "oic.wk.con.p") 

The at t ributes of Matter Clusters (Descriptor Cluster, Basic Information Cluster) corresponding to the 
OCF Platform configuration Resource (o ic.wk.con.p) are read  only, therefore OCF Platform 
conf igurat ion Resource (o ic .wk.con.p ) shall no t  be created .  
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4.2.3.2.6 Diagnostics and maintenance Resource ("rt" == "oic.wk.mnt") 

There is no specific Matter Cluster for OCF Diagnostics and maintenance Resource (related to factory 
reset, reboot, etc.), so mapping for OCF D iagnostics and maintenance Resource is omitted. But a 
manufacturer may create this Resource by using vendor-specific way supported by specific Matter 
dev ice.  

4.2.3.3 On-the-fly Translation  

If  a Mat ter Device Type is  not in Table 3 (no t belong to a well-def ined set), a Matter Translator shall 
no t  t rans late it  (on-the-f ly  t rans lat ion is  no t  suppo rted ).  

4.2.4 Protocol  translation between Matter and OCF 

Matter p rovides " interaction model layer" which defines interactions among Nodes. An interaction is 
a sequence of one o r more t ransactions between Nodes and a t ransaction is a sequence of actions. 
[sec t ion 8 o f  Mat ter App licat ion Clus ter Spec if icat ion 1.0]  

Mat ter also defines its own "message layer" to carry ac tions and their data f rom/to above interaction 
model layer. The message exchange (sub) layer multiplexes multiple concurrent transactions over a 
Message session layer. Each of actions comprising a t ransaction is encoded/decoded in Matter TLV 
(Tag  Leng th Value) f o rmat  in message encode/decode (sub ) layer.   

 

Figure 3 Matter Message Layer Stack [Matter Core Specification 1.0] 

Tab le 6 shows t ranslation rules between Matter interaction model and OCF CRUDN. When a Matter 
Trans lator receives a CREATE/DELETE request f rom an OCF c lient, i t shall return corresponding 
erro r (4.xx o r 5.xx) because there is  no  corresponding Mat ter interaction for them. If  a Matter 
Trans lator receives a RETRIEVE/UPDATE request f rom an OCF c lient, i t  shall t ranslate it  into a 
Read /Write interaction respectively and it  may invoke additional commands of corresponding Cluster 
i f  necessary. A NOTIFY request from an OCF client shall be translated into a subscribe transaction 
and  f ollowing report t ransactions f rom the Mat ter server shall be t ranslated into NOTIFICATION 
responses.   

Table 6 Protocol  translation rule between Matter and OCF 

Ma t te r In te ra ct io n  Mo d e l OCF CRUDN 

- CREATE 

Re a d  In te ra ct io n  [a n d /o r In vo ke  In te ra ct io n ]  RETRIEVE 

W rite  In te ra ct io n  [a n d /o r In vo ke  In te ra ct io n ]  UPDATE 

- DEL ETE 
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Su b scrib e  In te ra ct io n  NOTIFY  

 

4.2.4.1 Ini tial ization 

 

Figure 4 Ini tial ization 

Step 1. The Matter Bridge does operational discovery to discover already commissioned 
Matter Nodes 

Step 2. Let admin of Matter Bridge select target Matter device(s) to be br idged, then The 
Matter Bridge reads all Server Clusters of  selected target Matter device on 
selected endpoint(s) 

Step 3. The Matter Bridge creates new VOD corresponding to the target Matter device(s) 

4.2.4.2 Resource Discovery              

 

Figure 5 Resource Discovery 
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4.2.4.3 Create Resource 

 

Figure 6 Create Resource 

4.2.4.4 Retrieve Resource 

 

Figure 7 Retrieve Resource 

Step 3. If  invoking specific command of corresponding cluster is necessary to 
get valid attr ibute value, the Matter Bridge tr iggers invoke transaction 
f or the specif ic command. 

Step 4. ~ Step 5. If  the invoke request action is successful, the Matter Bridge triggers read 
transaction. 
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4.2.4.5 Update Resource 

 

Figure 8 Update Resource 

Step 3. ~ Step 4. If  invoking specific command of corresponding cluster is necessary to 
update specific attr ibute value, the Matter Bridge tr iggers invoke 
transaction f or the specif ic command. 

Step 5. ~ Step 6. If  the target attr ibute(s) is writable, the Matter Bridge tr iggers write 
transaction. 

 

4.2.4.6 Delete Resource 

 

Figure 9 Delete Resource 
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4.2.4.7 Set Noti fication & Send Noti fication 

 

Figure 10 Set Noti fication & Send Noti fication 

4.2.4.8 Error handling 

If  a co rresponding Mat ter Interaction f ails, the t ranslator shall send an appropriate OCF error 
response to the OCF Client.  it constructs an appropriate OCF error message (e.g., diagnostic payload 
if  using CoAP) from the Matter error event name and error code (if any), using the form "<error name>: 
<error message>", with the <error name> taken f rom the event name of corresponding Cluster and 
the <error message> configured p roperly by Bridge device manufacturer, and the error code for the 
OCF netwo rk  set  to  an app rop riate value.  

5 Device Type Mapping 

5.1 Mappings between Matter Device Types and OCF Device Types 
Tab le 7 captures the equivalence mappings between Matter Device Types and OCF Device Types. 
The minimum required set of  Resources for each OCF Device is provided in ISO/IEC 30118-5 and 
minimum required set of  Clusters for each Matter device type is provided in Matter Device Library 
Spec if icat ion 1.0.  

Table 7 – Matter device type to OCF Device Type Mapping 

Ma tte r  de v ic e  type  OCF De v ic e  Type  

On /Of f  L ig h t  
(De vice  Typ e  ID:  0 x0 1 0 0 ) 

Sma rt  L ig h t   
(rt :  o ic.d.l ight.smart, o ic.d . l ig h t ) 

On /Of f  P lu g -in  Un it  
(De vice  Typ e  ID:  0 x0 1 0 A) 

Sma rt  P lu g  
(rt :  o ic.d .sma rtp lu g ) 
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Dimma b le  L ig h t  
(De vice  Typ e  ID:  0 x0 1 0 1 ) 

Sma rt  L ig h t   
(rt :  o ic.d.l ight.smart, o ic.d . l ig h t ) 

Th e rmo sta t  
(De vice  Typ e  ID:  0 x0 3 0 1 ) 

Th e rmo sta t  
(rt :  o ic.d . th e rmo sta t ) 

Fa n  
(De vice  Typ e  ID:  0 x0 0 2 B) 

Fa n  
(rt :o ic.d . fa n ) 

 

6 Data Model Mapping 

6.1 Mappings between Matter Clusters and OCF Resources 
Tab le 8 captures the equivalence mappings between Matter Clusters and OCF Resource Types (see 
ISO/IEC 30118-4, Matter Application Cluster Specification 1.0). Detailed mappings between attributes 
o f  Mat ter Clus ter and  Propert ies  o f  OCF Resource are p rov ided  in c lause XXX. 

Table 8 – Matter Clusters to OCF Resource Mapping 

Ma t te r Clu ste r OCF Re so u rce  Typ e  

On /Of f  Clu ste r 
(Clu ste r ID:  0 x0 0 0 6 ) 

B in a ry Switch  Re so u rce  
(rt :  o ic. r. switch .b in a ry) 

L e ve l Co n t ro l Clu ste r 
(Clu ste r ID:  0 x0 0 0 8 ) 

Dimmin g  Re so u rce  
(rt :  o ic. r. l ig h t .d immin g ) 

Th e rmo sta t  
(Clu ste r ID:  0 x0 2 0 1 ) 

Te mp e ra tu re  
(rt :  o ic. r. te mp e ra tu re ) 

Fa n  Co n t ro l 
(Clu ste r ID:  0 x0 2 0 2 ) 

B in a ry Switch  Re so u rce  
(rt :  o ic. r. switch .b in a ry) 

Ba sic In fo rma t io n  Clu ste r 
(Clu ste r ID:  0 x0 0 2 8 ) 
De scrip to r Clu ste r 
(Clu ste r ID:  0 x0 0 1 D) 

OCF De vice   
(rt :  o ic.wk.d ) 

OCF P la t fo rm 
(rt :  o ic.wk.p ) 
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