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IoT Security Part One: How OCF is Addressing IoT Device Security

Posted on: August 16, 2019
This is the first of a two-part series highlighting IoT device security issues and how the OCF is addressing them.

When people talk about the Internet of Things (IoT), they are referring to the ability to add internet connectivity to a system of interconnected devices. Each device, or “thing,” comes out of the box with a unique identifier and the ability to automatically transfer data over a network. However, allowing devices to connect to the internet opens them, and the network, up to a variety of serious vulnerabilities if they are not suitably protected. Because IoT is a relatively new market, many product designers and manufacturers are more interested in getting their new products to market quickly rather than taking the necessary steps to build lasting security into their products from the beginning.

Since the IoT has grown exponentially over the past few years, security has been under the microscope, especially after high profile instances where a common IoT device was used to break into and attack the larger network. For instance, cybercriminals hacked a casino through its internet-connected thermometer in an aquarium in the lobby of the casino. Then, the hackers exploited a vulnerability in the thermostat to get a foothold into the network. Once there, they managed to access the high-roller database of gamblers and pulled it back across the network, out the thermostat, and up to the cloud. This is just one of many examples underscoring how employing security measures is crucial to making sure networks with IoT devices connected to them are safe.

The Open Connectivity Foundation (OCF) is dedicated to ensuring secure interoperability for consumers, businesses and industries by delivering a standard communications platform, a bridging specification, an open source implementation, and a certification program allowing devices to communicate regardless of form factor, operating system, service provider, transport technology, or ecosystem. Our aim is to get industry consolidation around a common, interoperable approach to connect all future devices for the IoT. The member companies involved in OCF believe that secure and reliable device discovery and connectivity is a foundational component in enabling the IoT. The good news is that this is already underway.

The OCF Specifications are the answer to the as-yet-unsolved secure interoperability issue the IoT industry faces today. The Specifications provide the secure communication structure which is a standard model for applications and services to interact with IoT resources. They map to multiple transports and bridge to other IoT ecosystems. Finally, they leverage existing industry standards and technologies, provide connections between devices, between devices and the cloud, and manage the flow of information among devices.

OCF-Certified products give end users choice in purchasing. Consumers aren’t dependent on one particular brand to ensure the products all work together, right out of the box. With the knowledge that security has been built into OCF-certified devices during manufacturing, consumers can rest easy knowing their network is secure from any vulnerabilities. This combination of ease and security offers an IoT experience that simply improves everyday life.

In the second blog in this two-part series, we’ll be examining the suggested security capabilities laid out by the National Institute of Standards and Technology (NIST) that the OCF Specification includes and will continue to build upon, ensuring a secure, interoperate IoT around the world.


Filed Under: Blog 
Building the Chain of Trust: OCF Launches the Use of PKI

Posted on: March 1, 2019
[image: alt]

By Ed Agis, Intel

Now that connected devices are beginning to outnumber the world’s population, the need for secure interoperability within the IoT is at an all-time high. With such large amounts of data flowing across the internet and from device to device, sensitive information can land in the wrong hands. The first step for IoT security requires a robust means to authenticate and authorize devices onto the cloud.

For that purpose, organizations must build the “chain of trust” needed to authenticate, certify and authorize devices onto cloud networks. This chain of trust must provide mutual authentication between devices, maintain the integrity and confidentiality of collected data, ensure the legitimacy of software downloaded on devices and preserve the privacy of any sensitive data to stay in line with security regulations.

… [Read More]


Filed Under: Blog 
OCF Welcomes Brian Bishop from Data Performance Consultancy as Vice Chair, Strategy Work Group

Posted on: September 27, 2021
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Brian Bishop, CEO of Data Performance Consultancy (DPC) has been announced as the new Vice Chair of the Open Connectivity Foundation (OCF) Strategy Work Group (SWG). DPC provides business intelligence to support digital transformation, big data analysis and the creation of innovative smart city solutions. The company is already an active member of OCF, and additionally a member of the UK’s National Digital Twin program. Brian’s leadership in this field will be of significant value to OCF’s SWG, which proposes and maintains OCF priorities and roadmaps, based on OCF objectives and IoT market trends.

Commenting on his new position, Brian says: “DPC is an active member of OCF as we share a commitment to an open standard approach towards smart city development and support the principle of securely sharing trusted data for the purpose of delivering societal impact. I look forward to working within the OCF SWG as it continues to foster collaboration throughout the global ecosystem. Our aim is to collectively solve real world challenges related to urbanization and the environment, by harnessing the vast potential of highly secure and standardized IP-based networks.”


Filed Under: Announcements 
한국전력, 전력업계 최초로 OCF 글로벌 가입 OCF, 표준화 기술 규격 통해 IoT 제품 간 연동성 확보

Posted on: July 14, 2017
[아이뉴스24 윤선훈기자] 글로벌 기업 주도의 사물인터넷 사실표준화기구인 오픈커넥티비티재단(OCF)가 지난달 29일 OCF 표준 1.0을 발표했다고 11일 밝혔다.

Follow this link to read the full article from inews24.


Filed Under: News 
Necessary IP Declarations – MediaServer:4 and MediaRenderer:3

Necessary IP Declarations – MediaServer:4 and MediaRenderer:3

Capitalized terms are defined in the UPnP Forum Membership Agreement.

Pursuant to the requirements of section 3.8(a) and 3.8(f) of the UPnP Forum Membership Agreement, the following Members have made the indicated declarations related to Necessary IP that is not the Member’s Member Input that is incorporated in the above named Standardized DCPs and their willingness to license such Necessary IP.

By providing this information, the UPnP Forum makes no representation regarding the accuracy or validity of this information nor its relevance to the UPnP Forum, DCPs, Proposed or Approved DCP Frameworks, test configuration files, Reference Implementations, Reference Implementation test logs, or to UPnP Compliant Devices. Consistent with Section 3.6(a)(D) of the UPnP Forum Membership Agreement, no Member, including Steering Committee representatives and working committee chairs, has undertaken on behalf of the UPnP Forum or its Members, any patent search with respect to the Proposed or Approved DCP Frameworks, Proposed DCPs, Standardized DCPs, Reference Implementations and associated test configuration files.

Members that now discover they have or acquire Necessary IP that is included in these Standardized DCPs have a disclosure obligation under Section 3.8(f) and must submit its Declaration through the forms linked below.

UPnP Patent Disclosure Guidelines

Disclosure Form B: UPnP Post-Comment and Disclosure Period Patent Declaration Form Amendment: Changing a RAND Declaration to a RAND-Z Declaration

Disclosure Form C: UPnP Post-Comment and Disclosure Period Patent Declaration Form for Later-Acquired and/or Later-Discovered Necessary IP

Questions or concerns regarding the disclosure processes and guidelines may be referred to the Legal Inquiry Taskforce using this online form.

Declarations

Member: Koninklijke Philips Electronics N.V.

Proposed DCP or DCP Framework: ContentDirectory:4

Signatory Name: Peters, R.J.

Title: Chief Intellectual Property Officer

Address 1: P.O. Box 220

Address 2:

City: Eindhoven

State: N/A

Country: Netherlands

Postal Code: 0

Email: [email protected] 

Date and Time stamp: 3/18/2011 01:29 PM

Patent License Option: (ii) RAND terms and conditions

Member: Huawei Technologies Co., Ltd.

Proposed DCP or DCP Framework: UPnP AV Architecture:2 & AVTransport:3

Signatory Name: Cheng Xuxin

Title: Director of Licensing Department

Address 1: Building B1, Huawei Industrial Base, Bantian, Longgang District

Address 2:

City: Shenzhen

State: Guangdong

Country: China

Postal Code: 518129

Email: [email protected]

Date and Time stamp: 11/23/2012 01:12 AM

Patent License Option: (ii) RAND terms and conditions

Member: Intel Corporation

Proposed DCP or DCP Framework: MediaServer:4 and MediaRenderer:3

Signatory Name: Scott Lofgren

Title: Program Manager

Address 1: 1900 Prairie City Road

Address 2:

City: Placerville

State: California

Country: U.S.A

Postal Code: 95630

Email: [email protected]

Date and Time stamp: 3/18/2008 1:42:48 PM

Patent License Option: (ii) RAND terms and conditions

Contributors

The UPnP Forum in no way guarantees the accuracy or completeness of these contributors lists and in no way implies any rights for or support from those members listed. Members contributing to these DCPs, but not included in the list below should notify the Forum Administrator.
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