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Fairhair Alliance and Open Connectivity Foundation Unify to Advance IoT Building Automation Capabilities

Posted on: October 24, 2019
Unification will expand upon the missions of both standards bodies under the Open Connectivity Foundation name

Beaverton, OR – October 24, 2019 – The Open Connectivity Foundation (OCF), a leading Internet of Things (IoT) standards body, today announced the work of the Fairhair Alliance, an alliance aimed to facilitate the IoT for commercial buildings, and licensing of the Fairhair Specification will continue under the OCF name. This integration will advance interoperability and security within the automated building and lighting IoT verticals by combining two proven, reliable IoT frameworks.

Through this agreement, the OCF will maintain and improve the current Fairhair Specification while certifying Fairhair as an international standard through the International Organization for Standardization (ISO) and the International Electrotechnical Commission (IEC). The Fairhair Specification will augment the current OCF specifications, certification programs, and open source implementations, while reducing time-to-market by establishing standardized onboarding and application frameworks for Building Automation Control and Lighting Control verticals.

… [Read More]
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OCF Deployed in Korea LH Smart Home Project

Posted on: December 7, 2021
Industry leadership from Korea Land and Housing Corporation overcomes significant IoT security, privacy and interoperability challenges with OCF

[image: alt]OCF is the Foundation for the Korea LH Smart Home Platform

07 December, 2021 – The Korea Land and Housing Corporation (LH) has adopted the Open Connectivity Foundation (OCF) secure cloud-connected technology as the foundation for its national Smart Home Platform. This has helped LH to overcome significant IoT security, privacy and interoperability challenges. The initiative enhances residents’ living experiences through access to smart healthcare, intelligent safety systems, greater convenience through automation and improved energy management and control. All of this is achieved through the convenience and automation of the LH Smart Home.

Jin Meong Eo, Director of the Korea Land and Housing Corporation, adds: “We have made it our mission for all public housing to adopt smart homes. This is not only a response to the government’s digital policies. We are working to continue Korea’s leadership in innovation for the good of society. We are opening up access to healthcare, making living environments safer and saving energy to protect the world around us. OCF is one of the key components in helping us to achieve this in a secure, scalable way and that is why we chose OCF in our project.”

A secure- and private-by-design IoT smart hub in each home collects and analyzes IoT big data. It also features built-in fine dust and CO2 sensors, and helps residents to control 15 different types of device via an OCF-compliant Smart Home app. Based on this project, the goal is to continue to expand into public housing, with more than 223,000 households estimated by 2025.

Mr. Mark Trayer, Chairman of the OCF Board of Directors, comments: “Connecting IoT cloud environments with a range of devices and device types presents significant security, privacy and interoperability challenges. This is limiting consumers’ options and hindering market expansion. As governments work to connect infrastructure, proprietary IoT solutions can’t meet their requirements. Delivering a smart home service like this at scale both answers these challenges while improving tenants’ lives. This is true leadership from LH, and a model that can be replicated elsewhere.”

OCF collaborates with the IoT ecosystem to deploy and evolve the OCF ISO/IEC specifications, including the Secure IP Device Framework, its open-source reference implementation, and an industry-recognized certification program. All of this enables secure end-to-end implementations that encompass device-to-device, device-to-cloud, and cloud-to-cloud. The technology fosters competition, facilitates productivity, and drives innovation while aiding secure deployments with rapid development and simple integrations with IP networks and non-IP systems.

For more information on Open Connectivity Foundation and the Secure IP Device Framework, please visit: www.openconnectivity.org.

About Open Connectivity Foundation 

The Open Connectivity Foundation (OCF) is a global, member-driven technical standards development organization. Its 500+ members are working to enable trust, interoperability, and secure communication between IP-connected IoT devices and services. It does this by fostering collaboration between stakeholders across the IoT ecosystem to deliver the freely-available ISO/IEC specifications, including the Secure IP Device Framework, its open-source reference implementation, and an industry-recognized certification program. This enables innovative new secure use cases and user experiences, reduces development costs, integration complexity and time to market, and simplifies regulatory compliance to IoT security and privacy baselines.

OCF members work across the enterprise layers of infrastructure, applications, and data. They collaborate to co-create and deploy systems in an open and standardized way, enabling devices to communicate over IP, regardless of form factor, operating system, service provider, transport technology, or ecosystem.

The vertical-agnostic technology has already seen significant adoption in the smart home sector and is now enabling the transition to secure, intelligent, Building Automation Systems (BAS) based on IP connectivity networks.

OCF website | IoTivity open-source implementation | Twitter | LinkedIn | YouTube | WeChat | News & blog
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Let’s Grow Your Business

Analysts predict there will be upwards of 25 billion devices on the Internet of Things by 2020. But for device manufacturers, the fragmentation of standards, especially the lack of a cohesive interoperability strategy, has hindered innovation opportunities to maximize interop and increase market share.

Benefits of Open Standards and Open Source

OCF’s Specifications are truly an open standard committed to broad scale interoperability. The Open Connectivity Foundation enables manufacturers to leverage all of the benefits of an open source, open standards community to quickly create and implement reliable, secure device discovery and connectivity across operating systems, platforms, transports, and vendors.
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The IoTivity Open Source Project is an independent open source project hosted in GitHub, allowing manufacturers to design products and innovate new applications by utilizing the code and OCF Specifications, bypassing the need to develop to every physical transport or operating system in order to maximize interoperability and market size.
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With nearly 15 liaison agreements with industry leading organizations, OCF works with industry groups encouraging them to share their data models for reuse. OCF's tooling encourages the design of interoperable device data models for IoT, enables users to create simple models for any IoT device (using Open API Specification (OAS2.0) and JSON) in a matter of minutes.

The easy-to-integrate architecture of IoTivity and the openness of OCF's data models enables manufacturers to convert these organizational liaisons into working interoperable implementations, lowering the overall cost of development.

Expand Across Devices and Industries

OCF Specifications allow manufacturers to drive interoperability across different devices and vertical uses, expanding their market opportunities by interconnecting with other IoT things. OCF interoperability further lowers manufacturer’s development costs by reducing the number of multiple SKUs of the same product that would be required to support multiple transports to meet differing industry needs.

To learn more about how OCF is enabling the Internet of Things by allowing your offerings to go beyond verticals, please click here.
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OCF Bridging Framework

By developing to the OCF stack and utilizing OCF’s Bridging Framework, manufacturers are able to span multiple vertical industries and maximize their development investment to increase cross-market opportunities. Additionally, OCF bridging capabilities enable companies to fully integrate OCF certified products into proprietary and legacy solutions without losing their current investments. For more details view the OCF Bridging Specification here.


















Serious IoT Security That is Easy to Implement

Because OCF Specifications include a common security framework to manage device to device communication, manufacturers can focus on increasing innovation and expanding their market share without worrying about adding additional security layers. End users can rest assured that OCF certified products maintain an exacting standard for secure interoperability and ease of management to address future security concerns and updates. To learn more about OCF Security Framework go here.
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Introducing IoTivity – open-source secure IP connectivity

Posted on: February 17, 2023
Revolutionizing with the IoT 

The Internet of Things (IoT) is revolutionizing the way the world works and plays. In our pockets, on our desktops, and even on the walls of our homes and offices, web-enabled smart devices utilize a variety of embedded processors, sensors and communication hardware to collect data, which is then analyzed and acted on, often automatically. The IoT is an enabler of a larger digital transformation, producing vast quantities of data to be stored, transmitted and utilized over an ever-expanding global network.

This treasure trove of data feeds artificial intelligence platforms and data analytics applications and impacts nearly every aspect of our daily lives. But data shared between such a vast network of devices comes not without its risks, and concerns over the security of smart devices are ongoing.

For the IoT ecosystem to flourish, security must be integrated from inception, not as an afterthought. The Open Connectivity Foundation (OCF), a global, member-driven technical standards development organization is working to enable trust, interoperability, and secure communication between internet protocol (IP)-connected IoT devices and services. It does this by fostering collaboration between stakeholders across the IoT ecosystem to deliver the freely-available ISO/IEC specifications, including the Secure IP Device Framework, its open-source reference implementation IoTivity, and an industry-recognized certification program. This enables innovative new secure use cases and user experiences, reduces development costs, integration complexity and time to market, and simplifies regulatory compliance to IoT security and privacy baselines.

The vertical-agnostic technology has already seen significant adoption in the smart home sector and is now enabling the transition to secure, intelligent, smart buildings and smart city infrastructure based on IP connectivity networks.

What is IoTivity?

We’ve established that IoT facilitates seamless connectivity, and brings many benefits into our daily lives. IoT improves machine efficiency and data sharing, enabling more informed decisions which optimizes processes. This improved communication helps identify risks, inefficiencies and potential bottlenecks within device networks.

Furthermore, IoT provides a competitive advantage by facilitating data-driven decisions and enabling new or optimized business models which enhance connectivity needs. Beyond convenience, standardization of IoT domains just makes sense, especially in a business context. It can open up access to new markets, reduces development costs, reduces integration complexity and time to market, simplifies regulatory compliance, enhances supply chains, and inspire further innovation.

IoTivity is an open-source framework that implements the Open Connectivity Foundation (OCF) standards and facilitates these benefits by providing easy and secure communications for IoT devices. The IoTivity project was created to bring together the open-source community to accelerate the development of the framework and services required to connect these billions of devices. Sponsored by the Open Connectivity Foundation (OCF), a group of industry leaders that have created a standard specification and certification program to address these challenges, the IoTivity project delivers a reference implementation of the ISO/IEC recognized OCF standard specifications.

[image: alt]

Figure 1. IoTivity Communication Methods

Ultimately IoTivity supports secure connectivity across devices and domains, crucial for storing your data. Secure standards offer peace of mind to consumers, businesses and city planners alike, inspiring trust and confidence as IoT becomes more intertwined with every aspect of our personal and public lives.

How can IoTivity benefit your network?

Some of the key challenges faced within IoT are seen with non IP based standards technology which results in limited interoperability, proprietary protocols and technologies, licensing issues, companies creating a “Closed Ecosystem” (zero or limited Interoperability with other Vendor devices), low adoption of open standards by various industry consortiums, security and privacy concerns, dilemmas in “ownership” of data from variety of IoT devices, lack of strong certification for ensuring protocol & application profile and interoperability. A long list! IoTivity can help mitigate these challenges in a number of ways.

Cost

Unlike proprietary protocols, every OCF device has an IP address and as such can be administered by an IT professional. This removes the need for a specialist installer to configure a gateway. Currently proprietary systems will be connected to the internet and need a gateway to run between IP and non-IP which requires a specialist on-hand when the system is critical. Cutting out the need for this specialist is a huge cost benefit as proprietary platforms require specialist training. The use of IP means that any qualified individual can implement these systems.

Security

OCF utilizes Internet Engineering Task Force (IETF) standards, which incorporates standard methods involving certificates to enhance security. IT professionals can use role-based certificates as a solution to improve security. Certificates can then be adapted so only certain aspects of data can be accessed, creating an additional security layer. Furthermore, dedicated compliance and privacy rules that redact and anonymize sensitive data, before storing and disassociating IoT data payloads from information that can be used to personally identify consumers can be set.

Since OCF is free of any consumer ecosystem, anyone can run up their own cloud and deploy the OCF infrastructure while maintaining absolute control and privacy of their data. Any participant can rent a server, deploy infrastructure and control everything within the server farm. This is invaluable as nobody can see or monetize the data unless permission is given.

Finally, the OCF has put in place traceable links between security legislation and the compliance of the OCF specifications to the legislation. As clauses within legislation are directly mapped to clauses within the OCF specification, and the OCF (conformance test tool) CTT verifies conformance to the specifications, implementations are assured to comply with legislation worldwide. Through this, users, city planners and businesses can ‘compile their compliance’ and ensure data is being utilized securely, effectively and ethically.

[image: alt]

Figure 2. ‘Compile your compliance’ for regulatory baseline IoT security

An agile and lightweight platform

IoTivity will run over a lightweight IP Protocol which includes ethernet, Wifi, cellular networks from 3G to 5G and Thread. It also fits into 96k of RAM/512k of Flash meaning it can be run over small, embedded and inexpensive devices. This lightweight implementation can be seen by OCF member Cascoda through its small, low power embedded module which can perform secure IP-based IoT communications. The OCF certified platform is based on an open-source software development kit (SDK) which offers OCF’s secure IP framework and application layer, Thread’s low-power and scalable IPv6-based network layer protocol; the required Thread IP router; and OCF cloud connectivity functionality. Learn more about secure embedded IoT using OCF and Thread in this whitepaper.

The efficient nature of the platform makes IoTivity a good choice for Linux developers looking to add secure connectivity to lightweight products and can be deployed as a package across a large number of machines.

Ready to start using IoTivity?

If you’re ready to create a successful Linux build using IoTivity with Make, CMake or mbedTLS, visit the IoTivity website here: http://iotivity.org/build_linux/

*First published in the Linux-Magazin February 2023 edition.
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DPC & Enturi wind energy data transparency project adopts OCF standard

Posted on: September 18, 2023
Underpinned by the OCF framework, the project aims to enable the secure communication and management of data while providing accessible renewable energy for businesses and homes

18 September, 2023 – Smart city and digital transformation specialists, Data Performance Consultancy (DPC), and wind turbine pioneer Enturi, have announced their partnership for a standards-based wind turbine and data management project. The collaboration will adopt the Open Connectivity Foundation (OCF) Secure IP Device Framework and pair Enturi’s wind turbine with DPC’s trusted data expertise to support both businesses and individuals in achieving their sustainability goals through the use of trusted and transparent data.

DPC is supporting the integration of sensors into Enturi’s portable and decentralised wind turbines. The turbines can then connect to DPC’s cloud platform to manage the secure communication and management of data. This approach enables:

	A customer application to control the turbines remotely and access live and historical data, a current challenge for the industry.
	Preventative maintenance via real-time data analysis.
	Data analysis to monitor and understand the impact of decisions on journeys to net zero.
	Transparency of data to, for example, open up data access for carbon accounting as part of companies’ decarbonization journeys.


Brian Bishop, CEO of DPC and OCF President commented: “Our work with Enturi is a perfect example of how a standardised approach to connectivity and trusted data is enhancing strategies across industries. As the renewable energy industry innovates, both organisations and consumers must have complete confidence that their data is safe. By using the OCF framework, DPC is able to not only comply with UK green energy metering requirements, but with ISO/IEC standards to ensure the secure communication of wind energy data.”

In February 2023, Enturi was awarded £98,000 of Innovate UK funding to accelerate system development through advanced computational fluid dynamics (CFD) simulation and rapid prototyping. Alex Shakeshaft, CEO and Co-Founder of Enturi, adds: “Monitoring and reporting on decarbonization in a secure yet transparent way is a huge challenge for the renewable energy industry. We are thrilled to collaborate with DPC to ensure both organisations and individuals can easily monitor and report on their sustainability goals. Our vision is to diversify clean technologies to enable businesses and communities to access renewable energy solutions to make significant contributions towards net zero goals, energy security, and energy costs.”

DPC is a Gold Member of OCF, a member-driven technical standards development organisation working to enable IoT devices and services to communicate through a trusted open internet protocol (IP) framework which dynamically aligns with baselines for IoT security and privacy regulations, offering peace of mind and enriched experiences. For more information about the OCF or to become a member, please visit the website.

-ENDS-

For further media information, please contact Fraser Kay: [email protected] / or on +44 (0) 113 350 1922

About the Open Connectivity Foundation (OCF)

The Open Connectivity Foundation (OCF) is a global, member-driven technical standards development organization. Its 500+ members are working to enable trust, interoperability, and secure communication between IP-connected IoT devices and services. It does this by fostering collaboration between stakeholders across the IoT ecosystem to deliver the freely-available ISO/IEC specifications, including the Secure IP Device Framework, its open-source reference implementation, and an industry-recognized certification program. This enables innovative new secure use cases and user experiences, reduces development costs, integration complexity and time to market, and simplifies regulatory compliance to IoT security and privacy baselines.

OCF members work across the enterprise layers of infrastructure, applications, and data. They collaborate to co-create and deploy systems in an open and standardized way, enabling devices to communicate over IP, regardless of form factor, operating system, service provider, transport technology, or ecosystem.

The vertical-agnostic technology has already seen significant adoption in the smart home sector and is now enabling the transition to secure, intelligent, Building Automation Systems (BAS) based on IP connectivity networks.

OCF website | IoTivity® open-source implementation | Twitter | LinkedIn | YouTube | WeChat

About Data Performance Consultancy Limited

The company has been carrying out research on smart cities and digital twins for over 10 years and currently sits on UKRI’s panel of experts, representing the UK Government on Smart City Missions and advising other governments to develop strategy and policy in this area. They have built a core architecture for a digital twin framework called Buttress and a front end application layer called nodeStream.

nodeStream is an enterprise-grade web3-native management tool that enables enterprises to gain full-depth insight into their supply chain. Most importantly nodeStream is designed to streamline supply-chain interactions saving time whilst improving visibility. For SME suppliers it simplifies and streamlines regulatory and procurement activities, saving time and maximising opportunities.

Key features:

	Deep visibility into supply chains through validation and automation.
	Many powerful, trustless interorganizational workflows for validation, compliance and productivity.
	NSAudit is a DLT-backed enterprise audit tool that matches individuals to actions.
	Powerful tools for interacting with suppliers through real-time workflows.
	Suppliers typically interact with Nodestream daily.
	Multi-tenant, private cloud or on-premise data hosting.
	Mint unique NFTs for suppliers to own, to reflect attainment of procurement statuses.
	Connectivity to the only ISO approved standard for IoT security.


The system connects disparate data sources, effectively breaking down organisational silos. It also includes a secure data governance and provenance model in which data is shared based on policy not just roles or attributes. The system allows organisations to control data at an asset level, share with their partners in real time and manage the whole of its lifecycle. The use of the DLT also provides governance, in that data is immutable, which is especially relevant for quality inspections.

About Enturi

Enturi Solutions is a pioneering UK start-up developing game-changing distributed renewable energy systems for a plethora of off-grid applications. Building on 2 years of design work, Enturi has developed and validated a pioneering patent-pending micro wind turbine design. Its unique design maximises efficiency. With this core technology, Enturi is developing portable distributed energy systems to maximise accessibility to renewable energy systems, as well as mitigate the current challenges associated with wind energy generation. Enturi aims to address energy diversity and security challenges, accelerate clean energy accessibility, as well as make significant contributions towards the decarbonisation targets.
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